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O0o3Ha4YeHUsI U COKPALCHHUS

APM — aBTOMaTu3upoBaHHOE paboyee MeCTo

BU — BunoBas unpopmanus

BTCC — BcriomoraTenbHbIE TEXHUYECKHE CPEICTBA U CUCTEMBI
NCTI/Ix — nadopManroHHas cHcTeMa EPCOHATBHBIX JaHHBIX
K3 — koHTpOnupyemas 30Ha

MD — mexceTeBoi IKpaH

H/IB — HenexiiapupoBaHHbIe BO3MOKHOCTH

HCJ] — HecaHKIIMOHUPOBAHHBIN JOCTYT

OBIT/IH — oOecrnieueHre 6€30MaCHOCTH NMEPCOHATIBHBIX JAHHBIX
OC — onepanroHHas cuctema

I1/TH — nepcoHabHBIE JaHHBIC

[IMB — nporpaMMHO-MaTEMaTUYECKOE BO3ICHCTBHE

I10 — nporpamMmMHoe o0OecrieueHue

[IOMMUH — no6oyHbI€ 2IEKTPOMArHUTHBIE U3TYyUEHUS] U HABOJKU
PU — peueBas undopmarus

CBT — cpeacTBO BBIUUCIUTEIHLHON TEXHUKHI

C3U — cpencTBO 3aMUThl HH(OPMALUU

CIIN — creranorpaduueckoe mpeodpazoBaHue HHGOpMAIIH
COVIIN — ciennanbHble 3JIEKTPOHHBIE YCTPOCTBa epexBaTa MH(OpMaIH
TKYU — TexHUYecKuii KaHA yTEYKH HH(OpMAITHN

TCOMU — texuuyeckue cpeacTsa 00paboTku HHGOpMaALUU
VYBIIJIH — yrpo3sl 0€30MacHOCTH MTEPCOHAIBHBIX TAHHBIX



1. TepMI/IHbI H onmpeacjacHust

B HacTosi1eM JOKyMEHTE UCTIONIb3YIOTCSI CIAEAYIOLIME TEPMUHBI U UX ONPEIEIICHUS:

ABTOMAaTH3HMPOBaHHAsl CHCTEMa — CHCTEMA, COCTOsIIAs W3 IEpCOHajga M KOMILIEKca
CPEACTB aBTOMATH3allMM €ro JESATEIbHOCTH, PpEealMu3yIolas HWHPOPMALUOHHYIO TEXHOJIOTUIO
BBINOJIHEHHSI YCTaHOBJICHHBIX (DYHKIMH.

AyTeHTHQUKANUS OTHPABHUTEIS] JAAHHBIX — IOATBEPXKAECHHUE TOrO, YTO OTIIPABUTEIND
MIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHocTh MepCcOHANBHBIX JAHHBIX — COCTOSHHUE 3alUIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMoe CHOCOOHOCThIO  IOJIb30BATENCH, TEXHUYECKUX CPEeICTB U
MH(POPMAIIMOHHBIX TEXHOJIOTUH 00eCreYnTh KOH(UIACHINAIBHOCTD, EIOCTHOCTh U JOCTYITHOCTh
NEPCOHAIBHBIX JAHHBIX MPH UX 00paboTKe B MHPOPMALMOHHBIX CHCTEMaX NePCOHANIbHBIX TaHHBIX.

bioknpoBanne mepcoHAaNbHBIX [aHHBIX — BPEMEHHOE IpeKkpalieHue coopa,
CHUCTEMATHU3allMH, HAKOIUIEHUS, HCIIOJIb30BAHMSI, PACIIPOCTPAHEHMS, IEPCOHAJIBHBIX JAHHBIX, B TOM
YHClie UX NepeadH.

Bupyc (KoMNBbHOTEpPHBIH, NPOrPAMMHBIN) — HCHOJHAEMBIA NPOTPAaMMHBIN KO WU
WHTEPIPETHPYEMbIii HAOOp MHCTPYKIMHA, OO0JQAAIONMi CBOWCTBAMH HECAHKIIMOHHPOBAHHOTO
pacnpocTpaHeHust U camoBocnpounsBeneHus. Co3aHHble TyOIMKaThl KOMIBIOTEPHOTO BHpYcCa HE

BCerza COBIIAJAIOT C OpPUTHHAJIOM,
HO COXPAHSIOT CHOCOOHOCTh K JanpHeemy pacrpoCcTpaHEHHIO
U CaMOBOCIIPOU3BECHUIO.

BpenonocHasi mnporpaMma — @porpamMma, IpeiHa3HaueHHas Uil OCYIIECTBICHHS

HECAaHKLMOHUPOBAHHOTO JOCTyNa W (WMJIM) BO3JCHCTBUS Ha MEPCOHAJIBHBIE JaHHBIE WU PECYPCHI
WH(POPMAIIMOHHOM CUCTEMBI IEPCOHAIBHBIX JJAHHBIX.

BcnomoratebHble TeXHHYECKHE CPEACTBA M CHCTEMbl — TEXHHUYECKHE CPEICTBA W
CHCTEMBI, HE TPEAHA3HAYCHHBIC IS Mepelavyu, 0OpaOOTKU M XPAHEHUS MEePCOHAIBHBIX JTaHHBIX,
YCTaHaBJII/IBaeMLIC COBMCCTHO C TCXHHNYCCKHMHU CpGIICTBaMI/I n CUCTCMaMH, HpeI[Ha?)Ha‘-ICHHBIMI/I
VTS 00paboTku MePCOHAIIbHBIX JIaHHEBIX, 1501051
B IIOMCIIICHUAX, B KOTOpBIX YCTaHOBJIeHBI I/IH(I)OpMaI_II/IOHHBIG CUCTCMBbI HepCOHaJIBHBIX JAHHBIX.

Joctyn B ONEepalMOHHYI0 Cpely KoMnbiTepa (MH(POPMANMOHHOW CHCTEMBI
NMEePCOHAJBLHBIX JTAHHBIX) — TIOJYYEHUE BO3ZMOKHOCTH 3aITyCKa Ha BBIIIOJIHEHUE INTATHBIX KOMAH]I,
(GYHKITUH, poIeTyp OTIEPAIMOHHON CHCTEMBI (YHUYTOXKCHHUS, KOMUPOBAHUS, TICPEMEIICHHS U T.I1.),
UCTIOHAEMBIX (pailyIoB MPHUKIIAAHBIX TPOTPAMM.

HJoctyn k  uHdopMamum —  BO3MOXKHOCTb  NOJNyueHUs  HHPOpMAMM U
€€ MCIIOIb30BAHMSI.
3ak/a04yHOe YCTPOHCTBO — DJJIEMEHT CpeAcTBa cbhbeMa HH(OpPMAlMU, CKPBITHO

BHEAPSEMBIN (3aKJIaZbIBAEMbIi MM BHOCHMBII) B MECTa BO3MOYKHOT'O CheMa MH(pOpMauu (B TOM
qyciae B OrpaxJIeHHe, KOHCTPYKIHIO, O0OpylOBaHME, NPEAMETbl HMHTEPbEpa, TPAaHCIOPTHBIE
CpeICTBa, a TaKxKe B TEXHUYECKUE CpecTBa
Y CUCTEeMBI 00pabOTKH HHPOPMAIIHH ).

3ammmaemass mHpopManus — nHboOpMaLUs, SABIAIOLIAACA PEAMETOM COOCTBEHHOCTH U
MOJIeXkKAIAs 3aIIUTE B COOTBETCTBUU C TPEOOBAHUSIMU MIPABOBBIX IOKYMEHTOB MIIA TPEOOBAHUSIMH,
YCTaHABJIMBAEMbIMH COOCTBEHHUKOM MH(OpMALIUH.

HNnentudukanus — npucBoeHne cyobekTaM U 00beKTaM A0CTyMa uaeHTuGukaTopa u (Min)
CpaBHEHHE MPEIBSIBIIEMOT0 HACHTU(PHUKATOPA C IIEPEUHEM ITPHUCBOCHHBIX UACHTH(PHKATOPOB.

NudpopmaTUBHBINH CHTHAJ — SJIEKTPUUECKUE CUTHAJIBI, AKYCTHUECKUE, JIEKTPOMAarHUTHbIE
u apyrue pusnyeckue moss, Mo napaMmeTpaM KOTOPBIX MOXKET ObITh pacKpbITa KOH(pUICHIHATbHAS
nHpopMmanusi (TepCOHANBHBIC JaHHBIE), oOOpabaTeiBaeMass B HWH(POPMALMOHHOW CHUCTEME
NEPCOHATIbHBIX JAHHBIX.

HNupopmanuoHHas cucTeMa NMEPCOHAJBHBIX JAHHBIX — 3TO MH(OpMAIMOHHAs cHCTEMa,
npecTaBistonias co00i COBOKYMHOCTh MEPCOHANBHBIX JaHHBIX, COAEPKAIUXCs B 0a3e NaHHBIX, a
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Takke HWH(OOPMALMOHHBIX TEXHOJOTHMH M TEXHMYECKUX CPEJICTB, IMO3BOJISIFOIIMX OCYIIECTBIISThH
00paboOTKy TaKWX MEPCOHAJBHBIX MAHHBIX C MCIOJB30BAaHUEM CPEICTB ABTOMATH3AIlMHM WU
0e3 UCMOIb30BaHUS TAKUX CPEJICTB.

NudopmanuonHbie TeXHOJOTHMM — TIPOLIECCHI, METOABI TOWCKa, cOOpa, XpaHEHUs,
00paboTKH, MPEIOCTABICHHUS, PACIIPOCTPAaHEHHST HH(POPMAIMK U COCOOBI OCYIIECTBICHHS TaKUX
MIPOLIECCOB U METOJIOB.

Hcrounnk yrpospl 0e30macHOCTM HMH(OPMALUM — CYOBEKT JI0CTyNa, MaTepUaTbHbIHA
O00BEKT WM (PU3NUECKOE SBICHUE, SBISIOMINECS MPUYUHON BOZHUKHOBEHHS YIPO3bI 0€30IIaCHOCTH
nH(pOpMaLIUH.

KonTposmpyemasi 30Ha — 3TO MPOCTPAHCTBO, B KOTOPOM HCKJIIOUYEHO HEKOHTPOJIUPYEMOE
npeObIBaHHE COTPYJIHUKOB u MoceTuTese orepaTopa
1 IOCTOPOHHUX TPAHCIOPTHBIX, TEXHUYECKUX U UHBIX MaTEPUAIIbHBIX CPEJCTB.

Kon(duaeHunajJbHOCTh NMEPCOHAJIBHBIX AaHHBIX — 00s3aTeiabHOE IS COOIOACHUS
OTIEpPaTOPOM WJIM MHBIM IOJyYUBIIMM JOCTYIl K TMEPCOHAIBHBIM JAHHBIM JIMLIOM TpeOOBaHUE HE
JIOMyCKaTh WX PacIpoCTpaHeHus 0e3 corjacus CyOBeKTa NEpCOHANBHBIX TAaHHBIX WM HAJTUYUs
WHOTO 3aKOHHOT'O OCHOBaHHUSI.

Me:xceTeBoii JIKpaH — JIOKanbHOE (OJHOKOMIIOHEHTHOE) WiIH (YHKIIMOHAIHHO-
pacrpezielieHHOe MPOTrpaMMHOE (ITPOTrpaMMHO-aNNapaTHOe) CPEACTBO (KOMILIEKC), peatn3ylomiee
KOHTPOJIb 32 WH(pOpMalliel, MoCcTynaruei B MHOOPMAIIMOHHYIO CUCTEMY MEPCOHAIBHBIX JaHHBIX
U (MJIH) BBIXOJSIIEH 13 HH()OPMAIIHOHHON CHCTEMBI.

Hapyumure/b 6€301aCHOCTH NMEPCOHAIBHBIX JAHHBIX — QU3NYECKOE JIUIO0, CTyYaltHO WU
IIPEIHAMEPEHHO  COBEpILAIOLIEE JCHCTBHUS, CIEJICTBUEM KOTOPBIX SBJISIETCS  HapylLIEHHE
0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX HpU HUX 00pabOTKE TEXHUYECKUMHU CPEACTBAMHU B
MH(OPMALIMOHHBIX CHUCTEMaX MEePCOHATBHBIX TAHHBIX.

HenexaapupoBaHHble BO3MOXKHOCTHM — (DYHKIMOHAIbHBIE BO3MOXKHOCTU CPEICTB
BBIUMCITUTENIbHOM TEXHHKH, HE OIMCaHHble WJIM HE COOTBETCTBYIOIIME ONHCAHHBIM B
JOKYMEHTAIlUH, TpPHU HCIOIH30BAaHMM KOTOPBIX BO3MOXHO HapylIeHUE KOH(UICHIIHMATIbHOCTH,
JOCTYITHOCTH HMJIM LIEJIOCTHOCTH 00pabaThiBaeMOi HH(pOpMAIIH.

HecaHKIIMOHUPOBAHHBIH J0CTYNl (HECAHKUUMOHUPOBAHHBbIE AEMCTBHUAA) — JOCTYH K
uHbOpMalUK WU IEHCTBUS ¢ WHpOpMAalMel, OCYIIECTBIsIEMbIe C HApPYIIEHUEM yCTaHOBJICHHBIX
npaB W (MJIM) TPaBUJI OCTyNMa K WHPOpPMAIUU WK JCHCTBHHA C HEW C NMPUMEHEHHWEM INTaTHBIX
cpeacTB MHGOOPMALIMOHHON CHCTEMBI HIIM CPEJICTB, aHATOTMYHBIX UM 110 CBOUM (DYHKIIMOHATEHOMY
MIPEIHA3HAYEHUIO U TEXHUYECKUM XapaKTEPUCTUKAM.

Hocureas undgopmanuu — GuU3NIECKOe JTUIO WM MaTepUAIBHBIA OOBEKT, B TOM YHCIE
(dbuzmveckoe moje, B KOTOpOM MH(OpMaIs HaXOIUT CBOE OTPAKEHHE B BHJIE CHMBOJIOB, 00Pa30B,
CUTHAJIOB, TEXHUYECKUX PELICHUHA M MPOIECCOB, KOIMYECTBEHHBIX XapPaKTEPUCTHK (PU3MUECKUX
BEJIUYHH.

OO0paGoTka mNepCcOHATbHBIX JAAHHBIX — JEHCTBUS (Omepaluu) ¢ MePCOHATbHBIMU
JaHHBIMHU, BKJIIOYas cOOp, CHCTEMaTH3alliio, HAaKOIUIEHWE, XpaHEHHWE, YTOUHEHue (OOHOBIEHHE,
W3MEHEHHE), WHCIIONIb30BaHUE, pACIpOCTpaHEeHHWEe (B TOM 4YHCIE Tiepenady), oOe3nudyuBaHUE,
OJIOKMpPOBAaHUE, YHUUTOKEHHUE IEPCOHAIBHBIX JTaHHBIX.

Oneparop — rocyJapCTBEHHBIM OpraH, MYHUIMNAJIbHBIA OpPraH, OPUIAYECKOE WIN
¢u3nvecKoe M0, OPraHU3YIoIUE U (WIN) OCYIIECTBIISAIONINE 00pabOTKy NMEPCOHATBHBIX TaHHBIX,
a TaK)Ke OMPEEIISIOIINE NN U coJiepkaHnue 00pabOTKU MEPCOHANBHBIX JAHHBIX.
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IlepexBaT (MH(pOpMALIMHU) — HEMPABOMEPHOE TOJTyYeHHE WH(POPMAIIUU C UCTIOIH30BAHHEM
TEXHUYECKOTO CPEJCTBA, OCYIIECTBISIONIET0 OOHApYKEHHE, TpHeM U 00paboTKy MH(OPMATHBHBIX
CHTHAJIOB.

IlepconanbHble AaHHbIe — JI00as MHQOpPMALUS, OTHOCAMIAACS K ONpENeJIeHHOMY WU
OIpENENsiEMOMY Ha OCHOBaHMHM Takoil MHpopManuu (U3NUECKOMY JMILy (CyOBEKTY MEepCOHANIbHBIX
JAHHBIX), B TOM 4MClIe €ro (aMumius, UMs, OTYECTBO, JlaTa U MECTO POXKAEHMs, aJpec, ceMenHoe,
COIMAIbHOE, IMYIIIECTBEHHOE TI0JIOKEHUE, 00pazoBaHKe, mpodeccus, T0X0/bl, Ipyras HHPOpMAIHS.

IToGo4HBbIE 3J1eKTPOMATHUTHBIE U3/Iy4YeHUS W HABOAKHU — 3JICKTPOMATHUTHBIE U3ITyUCHHS
TEXHUYECKUX CpPEICTB OO0pabOTKM 3amuiaeMoi HHGOpMalMK, BO3HUKAIONIME Kak MO0OOYHOE
SBJICHNE W BBI3BAHHBIC DSJIEKTPUUYECKUMHU CHUTHAJIAMH, JCHCTBYIOIIMMH B WX JJICKTPHYECKUX H
MarHuTHBIX LIEMsX, a TAKXKe JIEKTPOMArHUTHBIC HABOJKHU 3TUX CHTHAJIOB HA TOKOIPOBOJALIME
JIMHUY, KOHCTPYKIMU U LIETIN TTUTAHHSL.

IMoab30BaTe b HMHPOPMANMUOHHON CHCTEMbI MNEPCOHAJBHBIX [JaHHBIX — JIHUIIO,
ydacTBytoiee B (DYHKIIMOHMPOBAHUM HH(POPMALMOHHOW CHUCTEMbI NMEPCOHAIBHBIX TaHHBIX WU
WCTIOJB3YIOIIEee Pe3yIbTaThI €€ (PYHKIIMOHUPOBAHHUSL.

IIpaBuia pasrpaHu4eHus J0CTyNa — COBOKYITHOCTh MpaBHJI, PEeriaMeHTUPYIOIIUX MpaBa
JIOCTyTIa CyOBEKTOB JJOCTYTa K 00BEKTaM JOCTYyIIA.

IIporpamMHasi 3akJjiaika — CKpPBITHO BHECEHHBIH B IporpaMMHOEe oOecreueHue
(YHKIIMOHANBHBIA O0OBEKT, KOTOPBIM MpHU ONPEAETICHHBIX YCIOBUSAX CHOCOOEH o0ecrneynTh
HECAaHKIIMOHMPOBAHHOE IporpaMMHoOe BozaeicTtBue. [Iporpammuasl 3akiagka MOXKET OBITh
peanu3oBaHa B BU/I€ BPEIOHOCHOM MporpaMMbl WM IPOrPaMMHOI0 KOJa.

IIporpaMmmHoe (MPOrpaMMHO-MaTeMATHYECKOe) BO3JeiiCTBHE - HECAHKIIMOHHUPOBAHHOE
BO3/ICHCTBUE HA pECypchbl aBTOMAaTH3UPOBAaHHON WH(MOPMAIIMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C
HCIIOJIb30BAHUEM BPEIOHOCHBIX IIPOIPAMM.

Pecypc ungopManmoOHHOM CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOI0, IPUKJIATHOTO
WJTU anmapaTHoro odecnedeHus: (GyHKIMOHUPOBAHUS HHPOPMAIIMOHHON CUCTEMBI.

CpeacrBa BBIYHCJIUTENbHON TEXHHKH — COBOKYIHOCTh NMPOTPAMMHBIX U TEXHHUYECKHX
9JIEMEHTOB CHCTEM OOpaOOTKM JAHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITEIHHO WM B

COCTaBe JAPYTUX CHCTEM.

Cy0bekr pgocryma (cy0ObeKT) — JIMIO WJIA TPOLECC, JEUCTBUS  KOTOPOTO
peraaMeHTHPYIOTCS MpaBUIaMH pa3rpaHUYCHUs TOCTYyIIA.

Texnunyeckue cpeacrsa HHPOPMAIMOHHON CHCTEMbl IEPCOHAIBHBIX JAHHBIX —
CPEICTBA BBIYMCIUTEIBHON TEXHUKH, HH(POPMAIMOHHO-BBIYMCIUTENbHBIE KOMIUIEKCHl M CETH,
CpeACTBa W CHCTEMBl Nepefayd, NMpHeMa M OO0paOOTKM NEpPCOHANBHBIX JaHHBIX (CpeacTBa M
CUCTEMBI 3BYKO3aMKCH, 3ByKOYCHJICHHUS, 3ByKOBOCIIPOU3BEICHNUS, IEPETOBOPHBIC U TEJICBU3NOHHbBIE
YCTPOMCTBA, CPEICTBA M3TOTOBJICHHUS, THPAKUPOBAHUS JOKYMEHTOB M JIpyrHMe€ TEXHHYECKHE
cpenctBa oOpabOTKM peueBOH, Tpaduueckoi, BHIEO- M OykBeHHO-IIM(PpoBOH uHOOpPMAIUN),
MIpOrpaMMHBIE CPECTBa (ONEPallMOHHBIE CHCTEMBI, CUCTEMBI YIIPaBIeHHU 0a3aMM JAHHBIX U T.IL.),
CpEeICTBA 3alIUTH HHPOPMAIIH.

TexHnuyeckuii KaHaJ yTe4KH HMH(OPMALUHM — COBOKYITHOCTh HOCUTENs HH(pOpMauu
(cpenctBa 00pabOTKHM), (U3UYECKON Cpeabl pachpocTpaHeHUsT WHGOPMATHBHOTO CHUTHAjda H
CpeICTB, KOTOPBIMH JOOBIBACTCS 3alUIaeMast ”HpOpMaIus.

Yrpo3bl 6e30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHH M (HDaKTOPOB,
CO3JAIONIMX OINACHOCTh HECAaHKIMOHHMPOBAHHOTO, B TOM YHCIE CIy4allHOTro, JocTyna K
MEPCOHANBHBIM JaHHBIM, pPE3YJbTATOM KOTOPOTO MOKET CTaThb YHHUYTOXEHHE, W3MEHEHHE,
OJIOKMpOBAaHUE, KOMUPOBAaHHE, PACHPOCTPAHEHUE TIEPCOHAIBHBIX JAHHBIX, a TaKXKe MHbIX
HECAaHKITMOHUPOBAHHBIX  JICUCTBUI nmpu ux o00paboTke B HWHOOPMAIMOHHOM CHCTEME
MEPCOHATBHBIX JAHHBIX.
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YHHMUYTOXKEHUE MEePCOHAIBHBIX JAaHHBIX — JICVCTBUS, B PE3yJIbTATE KOTOPHIX HEBO3MOMXKHO
BOCCTAaHOBUTH COJCpKaHHE MEPCOHAIBHBIX JaHHBIX B MH()OPMAIIMOHHOW CHCTEME MEePCOHATBHBIX
JAHHBIX WJIM B PE3YJbTAT€ KOTOPBIX YHUYTOXKAIOTCS MaTEpPUAIbHBIE HOCUTEIW IMEPCOHAIBHBIX
JTAHHBIX.

Yreuka (3amuiaemMoin) HHPOPMALUM M0 TEXHUYECKHUM KAaHAJaM — HEKOHTPOJIUPYEMOE
pacnpocTpaHeHue HHQPOpPMAIMM OT HOCHUTENs 3almmiaeMoil uHpopmanuu depe3 (QUINYECKYIO
Cpeny 10 TEXHUYECKOI'0 CPEJCTBA, OCYIECTBIISIFOIIETO MepexBaT HHPOpMaLnu.

Ysa3BUMOCTDH — HeKasl ¢1a00CTh, KOTOPYIO MOKHO HCIIOb30BaTh ISl HAPYIICHUS] CUCTEMBI
WJTU coJiepKalieiics: B Helt mHpopMaIiu.

HenocTtHocTh MHGpOpMANUM — cOCTOsTHIE UHPOPMAIIUU, TIPU KOTOPOM OTCYTCTBYET JIt000€
€€ U3MEHEHHE JIN00 N3MEHEHHE OCYIIECTBIISIETCS TOJIBKO MPEIHAMEPEHHO CyObEKTaMH, UMEIOIIUMHU
Ha HEro IMpago.
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2. O0uIMe moJa0KeHus

Hacrosimast «ba3zoBast Mozesb yrpo3 0€30MacHOCTH TIEPCOHATBHBIX JTAHHBIX TP UX 00paboTKe B
MH(OPMAIIMOHHBIX ~ CHUCTEMax IEePCOHATBHBIX JAHHBIX» (namee — Mogens yrpo3) COAEPKUT
CHCTEMAaTU3UPOBAHHBINA TIEpEUeHbh YIPo3 OE30MaCHOCTH TEPCOHATBHBIX JAHHBIX TPH MX 00pabOTKEe B
MH(OPMAIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAaHHBIX. JTH YIPO3bl O0YCIIOBJICHBI MPeIHAMEPSHHBIMHE
WIN HeNpeTHAMEPEHHBIMH JECUCTBUSMU (DM3UYECKUX JIMLI, JEUCTBUSMU 3apYOEHHBIX CHELCITYX O HiIH
opraHu3aiuii (B TOM YHUCJIE€ TEPPOPUCTUYECKUX), & TAKKE KPUMHHAIBHBIX IPYMIMPOBOK, CO3AIOLINX
ycIoBus (TIPEANIOCHUTKHI ) AJ1s1 HapyIIeHus: 0€30MacHOCTH epcoHanbHbIX JaHHbIX (I1/1H), KoTOpoe Beaer k
yiepOy *KU3HEHHO BaXKHBIX MHTEPECOB JIMYHOCTH, OOILIECTBA U FOCYIapCTBA.

Mopnens yrpo3 COIOEpKUT €IUHBIE HCXOAHBIE JaHHbIE [0 yrpo3aMm 0e30MacHOCTH
MePCOHANBHBIX JaHHBIX, 00pabaThiBaeMbIX B MH()OPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX
(UCI1H), cBA3aHHBIM:

c nepexBatoM (cbeMoM) II/[H Mo TEeXHHMYECKHMM KaHajiaMm C LEIbI0 MX KOMMPOBAHUS WU
HEMPAaBOMEPHOTI'0 pacIpOCTPAHECHHUS;

C HECAHKIIMOHUPOBAaHHBIM, B TOM 4Hcle ciaydaiHeiM, noctynoM B HCIIJIH ¢ nenbro
W3MEHEHUs, KONMMPOBAaHMs, HENmpaBOMEpHOro pacnpoctpaneHus I[IJ[H win necTpyKTUBHBIX
BozneicTBuii Ha anementel MCII/lH u oOpabarpiBaembix B HuUX [IJ[H ¢ wucnonbp3oBaHueM
MPOrpPaMMHBIX U MPOTPAMMHO-ANIMAPATHBIX CPEACTB C IIENIbI0 YHUUTOXKEHHS WM OJIOKHPOBAHUS
IT/1n.

Mopgens  yrpo3  sABASETCAs ~ METOJAMYECKMM  JOKYMEHTOM M IIpeJHa3HayeHa
JUTSI TOCYAAPCTBEHHBIX M MYHHUITUTIAILHBIX OPTaHOB, IOPUAMYECKUX U (Win) GU3HUECKUX JTUI] (J1anee
— OIepaTopoB), OpraHu3yromux u (WiM) ocymiecTBisomux obpadorky IIJIH, a Takxke
OTIpeNIeNIAIONINX LIEIH U coepkanue oopadbotku [1/1H, 3aka3unkoB u paspadorunkoB UCIIAH u ux
noacucteM. C npumeHeHneM Mojenn yrpo3 pemarTcs CIeAyoIne 3a1a4u:

pa3paboTka yacTHBIX Mozenel yrpo3 6ezomacHoctH [1/IH B koHKpeTHbix UCII/IH ¢ yueTom
WX Ha3HAUEHUs, YCIOBHUM U 0COOEHHOCTEH (PYHKIIMOHUPOBAHUS;

ananu3 3ammiieHHoctd VCII[IH ot yrpo3 OeszomacHoctu II/[H B Xome opraHusanuud u
BBITIOJTHEHUS paboT 1Mo obecnieuenuo 6ezonacHoctH [1J1H;

pa3paboTrka cucremsl 3amuThl [1/[H, oOecneunBarommeld HEUTpAIU3AMIO MPEAIOIaraeMbIX
yIpo3 C HCIOJIB30BAHMEM METONOB M crmoco0oB 3ammrthl [IJ[H, mTpeaycMOTpEeHHBIX IS
cootBercTBytomiero kinacca UCII/Ix;

MIPOBEACHUE MEPONPHUSATHI, HANPABICHHBIX HAa MPEIOTBPAICHHE HECAHKIIMOHHMPOBAHHOIO
noctyna k [1JIx v (unm) nmepenayu ux JiMiaM, He UMEIOIIIMM TIpaBa JOCTyMa K TaKoi HH(OpMaInK;

HenonyuieHue Bo3aeicTBus Ha TexHudeckue cpeactsa MCII[IH, B pe3ynbTrare KOTOpPOTO
MOJKET OBITh HAPYIICHO UX (PYHKIIMOHUPOBAHUE;

KOHTPOJIb 00€CTIeYeHHs] YPOBHSI 3aIUIIEHHOCTH MEPCOHAIIBHBIX JTaHHBIX.

B Mopenu yrpo3 nano o6o6mennoe onucanue MCII/IH kak 00beKTOB 3alUThI, BO3MOKHBIX
HWCTOYHUKOB YIpO3bl 0e30macHOCTH TmepcoHalbHbIX AaHHBIX (YBIIJIH), OCHOBHBIX Ki1accoB
yszuMmocteil MCII/IH, BO3MOXHBIX BHIOB JECTPYKTHBHBIX Bo3jaedcTBui Ha IIJIH, a Taxxke
OCHOBHBIX CIIOCOOOB UX peanu3aliyi.

VYrpos3wer 6e3onacHoctu [1/1H, oOpabateiBaembix B MCII/IH, comepxkamiuecss B HACTOSIIEH
Mopenu yrpo3, MOTyT YTOUHATECSA U JOMOJHATHCS 110 MEPE BBISIBJICHUS HOBBIX HCTOYHUKOB YIpo3,
pasButus crocob6oB u cpencts peanmzarnuu YbBII[Au 8 UCII/In. Baecenne n3menenuii B Mojenb
yrpo3 ocymectBisiercs ®CTOK Poccun B ycraHaBIMBaeMOM MOPSIIKE.
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3. Kinaccudukanus yrpo3 0e30macHOCTH NePCOHAJBHBIX JAHHBIX

CoctaB u coxpepxkanne YBIIJIH ompenensercs COBOKYIHOCTBIO YCIOBUH M (DaKTOpOB,
CO3/IAIOIIKX OIIACHOCTh HECAHKLIIMOHUPOBAHHOIO, B TOM YHCJIE CIIy4allHOTo, foctyna K I1/IH.

COBOKYITHOCTh TakKuX YCJIOBUH U (aKTOpPOB (QOPMHUPYETCS C YYETOM XapaKTepPUCTUK
UCIIH, cBoiicTB cpeabl (MyTH) pacHpOCTpaHEeHUs HH(POPMATUBHBIX CUTHAJIOB, COJEPIKAILIUX
3alUIAaeMyI0 HHPOPMALUIO, U BO3MOXXHOCTEH HCTOYHUKOB YIPO3BI.

K xapaxtepuctukam MCII/IH, oOycnoBnuBatomM Bo3HuKHOBeHue  YBIIJIH, MoxHO
OTHECTH KaTeropuio u o0bem oOpabarbiBaeMbix B MCII/IH mepcoHalbHBIX IaHHBIX, CTPYKTYpPY
NUCIIOn, nanmmune nonkmoueHnit MCIIJIH Kk ceTsiM cBsSI3W OOIIEro IMOJIb30BaHUSA M (MIIH) CETSIM
MEXIyHapOJAHOT0 MH(OPMAIIMOHHOIO OOMEHa, XapaKTePUCTHKH MojacucTeMsl 6ezonacHoct [1/1H,
obpabarbiBaeMbix B MCII[IH, pexumbl 00paOOTKHM MEPCOHANBHBIX JAHHBIX, PEKUMBI
pasrpannyenus npas gocryna noas3zoBareneid MCIIJIH, MECTOHAXOXACHHUE U YCIIOBUS Pa3MELICHUS
texHuueckux cpencts UCIH.

Nudopmannonnsie cuctemsl [1/[H npencraBnsioT co0oif COBOKYIHOCTh MH()OPMAIIMOHHBIX
U MPOrpaMMHO-AMIAPATHBIX AJIEMEHTOB, a TAaKKe MHPOPMALMOHHBIX TEXHOJIOTUH, NPUMEHIEMbIX
ipu oopadotke [1/1H.

OcnoBHbIMU 371eMeHTamMu UCII/IH sBasitoTCS:

NepCOHAJIbHbBIE JaHHbIE, CoJepKalluecs B 0a3aX JAaHHBIX, KAK COBOKYMHOCTh MH(OpMaINH
U ee HocuTenel, ucnonb3dyemoix B UCI/H;

MH(pOPMaLMOHHbIE TEXHOJIOTUH, TpUMeHsieMble Tpu 0opadoTke [1/1H;

TEXHUYECKHUE CPENCTBa, ocyluecTrisonme oopadorky I[I/IH (cpeacTBa BBIYUCIMTENBHOM
TEXHUKHU, UH(HOPMAIIMOHHO-BBIYMCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEJICTBA U CHCTEMbI IepeiadH,
npuemMa u  oOpabotku II/[H, cpeactBa M CHUCTEMbl  3BYKO3AIUCH, 3BYKOYCHJICHMUS,
3BYKOBOCITPOM3BEICHUS, NIEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CPEICTBA WU3TOTOBIICHHUS,
TUPAXXUPOBAHUSA JOKYMEHTOB U JIpyTrue TEXHUYECKUE CPECTBA 0OpabOTKU peueBOi, rpaduuecKoi,
BUI€0- U OyKBeHHO-1IM(PpoBOit nHopMarun) (anee — rexuuueckue cpencrsa MCI/In);

IIpOrpaMMHBIE CPEJICTBA (ONEPALMOHHbBIE CUCTEMBbI, CUCTEMBbI YIIPaBJICHU 0a3aMU JaHHBIX U
T.I1.),

CpeZACTBa 3allUThl HHPOPMALINY;

BCIIOMOraTeNbHble TeXHHueckue cpeactsa u cucremsl (BTCC) — TexHuueckue cpeacTsa u
CHUCTEMBl, UX KOMMYHHKAIlUM, HE NpeJHa3HaueHHble A oOpabotku II/IH, HO pa3melieHHbIE B
MOMEUICHUAX (Jajee — chaykeOHble TNOMeIeHus), B KOTopblx pacnoioxensl WCIIAH, ux
TEXHUYECKHE CpeAcTBa (pa3IMyHOro poja TelaeQOoHHBbIE CpEeACTBA M CUCTEMBI, CpEICTBa
BBIUNCJIUTEIBHON TEXHHMKH, CPEACTBA M CUCTEMBI IIE€peladd [aHHBIX B CHCTEME DPaJHUOCBS3H,
CPEICTBA U CHCTEMbI OXPAaHHOM M N0>KAPHOW CHUTHAJIM3ALMU, CPEICTBA U CHUCTEMBI ONOBEILEHUS U
CUTHAJIM3aLH, KOHTPOJIbHO-U3MEPUTEIbHAS anmnaparypa, CpeacTBa " CUCTEMBI
KOHIULIMOHUPOBAHUSA, CPEACTBA U CUCTEMBI NMPOBOJHOW PAaTUOTPAHCIALIMOHHONW CETH W IpHEMa
IIPOrpaMM paJUOBEIAHUS W TEJIEBUICHMS, CPEICTBA JJIEKTPOHHOW OPITEXHMKH, CPEICTBA H
CUCTEMBI JJIEKTPOYACOPHUKAIUN).

CpoiictBa cpenpl (MyTH) pacHpoCTpaHEHHsT HH(POPMATUBHBIX CHUTHAJIOB, COJEpXKAIUX
3alIMIAaeMyl0  MH(QOPMALMIO, XapaKTepU3ylOTCs BUAOM (U3MUYECKOW cpelbl, B KOTOpOH
pactpoctpansrorcs 1111, 1 onpenensroTcs Ipyu OLEHKE BO3MOXKHOCTH peanusauuu Y bII/IH.

Bo3smoxxHoctn  uctouHukoB  YBIIJI[H ~ 00yciioBi€HBl ~ COBOKYNHOCTBIO  CIIOCOOOB
HECAaHKLMOHUPOBAHHOTO U (W1n) citydaiiHoro noctyna K [1/1H, B pe3ynbrare KOTOPOro BO3MOXHO

HapylleHue  KOH(UIEHUMANbHOCTH  (KONMPOBAHME,  HENpPaBOMEPHOE  PacCHpOCTpaHEHHue),
LIEJ0CTHOCTHU (YHUUTOXEHHUE, U3MEHEHNE) U JocTynHOocTH (OnokupoBanue) [1/1H.
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VYrpoza 6e3omacuoctu [1/]n peanusyercst B pe3yiibTare 00pa3oBaHMs KaHajla pealn3ariiu
VYBII/IH Mexay UCTOUHUKOM Yrpo3bl U HocuteneM (uctouHukoMm) I1/1H, uTto co3maeT ycinoBus s
Hapy1eHus 6e3omacHocTH [1/IH (HeCaHKIIMOHMPOBAHHBIN WIIN CITyYaiHBIN TOCTYTI).

OcHOBHBIMU 3JIeMEeHTaMM KaHaia peanusanuu Y BIIJIH (pucyHok 1) sBastOTCS:

uctounnk YBIIJIH — cyObekr, MmaTepuambHBIA OOBEKT WM (PU3HUYECKOe SBICHHE,
cozparomque YBII/IH;

cpena (myTth) pacmpoctpaneHus IIJ[H wim BO3mEHCTBHIA, B KOTOPOH (HU3UYECKOE IIOIe,
CUTHAJI, JaHHBIE WM NPOTrpaMMbl MOTYT PacIpOCTPAHATHCSA M BO3AECHCTBOBATh Ha 3allAIACMbIE
cBoOMCTBa (KOH(DHUICHIIMATIBHOCTD, IIEIOCTHOCTh, 10CTyHOCTH) [1/1H;

Hocutenb [1JIH — gusnueckoe MU0 WM MaTepUaTIbHBIA 00BEKT, B TOM 4Hcie (PU3NIECKOe
nosie, B kotopoM I[I/I[H HaxomsTr cBoe OTpa)keHHE B BHJE CHMBOJIOB, 00pa30B, CHUTHAJOB,
TEXHUYECKUX PEIIEeHUH U MPOoLecCOB, KOJINYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX BEIUYHH.

Cpena pacnpocTpaHeHUSs
Hcrounuk 111 1 BO3IEHCTBUI
yrpo3 6e30macHoCTH |4 TpueMHHK +—> Hocwurens 11/
BDA: MH()OPMATUBHOIO CUT'HAJA
[Tepenatunk
BO3JCMCTBYIOLIETO CUTHAJIA

Pucynok 1. O600meHHas cxeMa KaHaia peai3ainuy yrpo3 0€301macHOCTH TIEPCOHABLHBIX JTAHHBIX

Hocurenu I1JIn MoryT copepxatb HH(pOpMALIHIO, TPEACTABICHHYIO B CIEAYIOLIUX BUIAX:

akyctudyeckas (peueBasi) wuHbpopmarms (PU), comepkamiascs HEMOCPEACTBEHHO B
npousHocuMoii peun monb3oBatens MCII/{a npu ocymecTBieHHH WM (YHKIIMU TOJIOCOBOTO BBOJA
Iz B UCII/IH, mubo BocmpousBoaumas akyctudeckumu cpeactBamu WCIIAH (ecnu Takue
(GYHKIMM  TpeayCMOTpEeHbl TexHosoruei obOpabotku I1J[H), a Takxke coaepkamascs B
JJIEKTPOMAarHUTHBIX MOJSIX W 3JEKTPUYECKHX CHUTHAJIaX, KOTOPbIE BO3HMKAKOT 3a CYET
npeoOpazoBaHuil akyCTHUECKON HH(pOpMAaLnY;

BunoBas uHpopmanusa (BU), npencraBnenHas B BUAC TEKCTa U U300pKECHUNA PA3TUIHBIX
YCTPOUCTB OTOOpakeHUs: MH(OPMAIMH CPEICTB BBIUYMCIUTEILHOW TEXHHKH, MH(POPMALHUOHHO-
BBIUHMCIUTENBHBIX KOMIUJIEKCOB, TEXHHUYECKHX CpeICcTB 00paboTku rpaduueckoil, BHUAEO- H
OykBeHHO-1IMpOoBOI HHPOpMaIH, Bxoasuux B cocraB UCIIJH;

nHpopmanus, obOpabarteiBacmas (mmpkyiupyromias) B WCIIJIH, B Buae SIEKTPUUYCCKHUX,
AIEKTPOMAarHUTHBIX, ONTHYECKUX CUTHAJIOB;

uHpopmanus, odpadbareiBaemas B UCIIIH, nmpeacTaBieHHas B Bujae OuT, OaiT, (aitioB u
JIPYTHUX JIOTHYECKUX CTPYKTYP.

B nensx dopmupoBanus cucremarusupoBanHoro nepeuns YBIIJIH mpu ux oO6paboTke B
HCIIAH u pa3paboTKe Ha MX OCHOBE YAaCTHBIX MOJENCH MPUMEHUTEIBHO K KOHKPETHOMY BUIY
HCIIH yrpo3s! KI1acCHPUITUPYIOTCS B COOTBETCTBUH CO CICAYIONTUMHU MTPU3HAKaMH (PUCYHOK 2):

no BuAy 3amuuiaemoii ot YBIT/In undpopmanuu, conepxameit I1/1H;

10 BHJIaM BO3MOYKHBIX HCTOUYHUKOB Y BII/H;

no tunty UCII/IH, Ha KoTOphle HanpaBieHa peanusanus Y bII/IH;

o crioco0y peanuzanuu Y BI1/1H;

[0 BHUJY HapyIIaeMoOro CBOWCTBA MH(oOpManuu (BUAY HECAHKIMOHUPOBAHHBIX JIEHCTBUH,
ocymectBisieMbix ¢ [1/]H);

10 UCIIOJIb3YEMOH YS3BUMOCTH;

M0 00BEKTY BO3/ICHCTBHS.

[To Bupam BO3MOKHBIX UCTOUHUKOB Y BIIJIH BBIAEHAIOTCS CIEAYOMIME KIIACCHI YTPO3:

YIpO3bl, CBSI3aHHBIE C MPEAHAMEPEHHBIMH WJIM HENPEAHAMEPEHHBIMH JACHCTBUSMHU JIMII,
UMEROLINAX JOCTYyI K NCTIH, BKJIFOYast M0JIb30BaTENEN
UCIIdn, peanusyromux yrpo3sl HenocpeacTBeHHO B UCII/IH (BHyTpeHHUI HApYIITUTEND ),
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YIpO3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMHU WM HETpeTHAMEPEHHBIMHU JEHCTBUSMU JIUII, HE
uMmeromux jpoctyna k MCII[H, peanu3yrommx yrpo3bsl W3 BHEIIHUX CeTed CBs3M OOIIEero
MOJIb30BaHUS W (WIM) CeTe MEeXAyHapoJHOro HWH(MOPMANMOHHOTO OOMEHa (BHEIIHHIA
HapyLIUTENB).

Kpome TOr0, yrpo3sl MOTYT BOZHHKATh B PE3yJIbTaTe BHEJIPECHH allapaTHBIX 3aKJIaJOK U
BPEAOHOCHBIX IPOTPAMM.

I[To tunmy WCIIJlH, Ha koTopble HampasieHa peanuszanus YDBII/IH, BwinensoTCs
CJIeIyIOLIUE KIACChl yIpo3:

yrpo3bl  Oe3zonmacHoctu I1/lH, oOpabateiBaembix B MCII/IH Ha 06a3ze aBTOHOMHOTO
aBTOMAaTH3UPOBAHHOTO pabouero mecta (APM);

yrpo3bl  Oe3omacHoctu IIJ[H, oOpaGateiBaembix B MCIIJlH ©Ha Gaze APM,
MOJAKIIOYEHHOT0 K CETH OOINEro Mojb30BaHMs (K CETH MEXAyHapOJHOro HH()OPMAIMOHHOTO
oOmMmeHa);

yrpo3bl  OezomacHoctu IIJ[H, oOpaGateiBaembix B MCIIJJH Ha 0a3e JOKalbHBIX
MH(OPMALIMOHHBIX CHUCTEM ©0€3 NOAKIIOYEHMS K CeTH oOIlero mojb3oBaHus (K ceTu
MEXIYHApPOIHOTO HH(POPMAIITMOHHOTO 0OMEHa);

yrpo3el OezonmacHoctu II/IH, oOpaGateiBaembix B MCII/IlH Ha 0a3e JOKaIbHBIX
MHPOPMALIMOHHBIX CHUCTEM C MOAKIIOYEHHMEM K CeTH oOuero mnojp30BaHus (K CeTH
MEXITyHapOIHOTO HH(POPMAIIMOHHOTO 0OMEHA);

yrpo3sl 6e3omacHoctu [IJIH, oOpabateiBaembeix B MCII/IH Ha Ga3ze pacmnpeneneHHbIX
WHOOPMAIIMOHHBIX CHCTEM 0e3 TOIKIIOYeHUsT K CeTH OoOmero moibp30oBaHus (K CceTu
MEXIyHAPOIHOTO HH(POPMALITMOHHOTO 0OMEHa);



K accmbmcauuﬂ YIrpo3 0€30MacHOCTH MEePCOHAJbHBIX TaHHBIX

ITo 1, coaepakameii ITIn
\ Yrpossl PU | \ Yrpossl BU | [ Yrpossl unpopmauuu, oopadarsiBaemoii B TCOU | [ Yrposbl undpopmaumu, obpabarsiBaemoii B AC |
Ilo BuAaM BO3MOXKHBIX HCTOYHUKOB YBITAH
CoszaBaemble HapylIUTeIeM Co3znaBaeMble anmnapaTHOM ‘ C03ﬂaBar‘13Nlof;Ieal?&)§§3¥;00Hble ‘
(pusnyeckum auLOM) 3aKIaaKoi porp
CosaaBaeMble BHy TPEHHIM ‘ Co3naBaemble BCTPOEHHOM NpOrpaMMHOM 3aKJIaAKOM, MporpammMoii Tuna““TpossHCKH KOHB™ ‘
3aKJIaAKOMU

HapytmTeiem an MPOrpaMMHBIM BHPYCOM ‘
CoznaBaeMble BHCILIHUM Co3znaBaemMble aBTOHOMHOM

HapyHIUTelIeM 3aKJIaIKOM BPEJIOHOCHOM MPOrpaMMOii, pacipoCTPaHSIOLIEHCS MO ceTH (CETeBBIM YepBEeM) ‘

APYTUMH BPEJOHOCHBIMH IPOrpaMMaMH, IIpeIHa3HAYCHHBIMU 1151
ocymectsiaenust HCJI (moxbopa naposiei, yJalleHHOro I0CTyIIa U JIp.)

ITo Buay Hapymaemoro cBoiicTBa HHGopManuu (BHAy HeCAHKIHOHHPOBAHHBIX JeHCTBHIi, ocymecTBaseMbIxX ¢ IT/{n)

Yrpo3bl KOHPUIEHIMATLHOCTH (YTEUKH, IIepexBara, CheMa, Yrpo3bl HeI0CTHOCTHU (YTPAThI, YHHUTOXKECHHS, Yrpo3bl 1OCTYyTHOCTH
KOTIMPOBAHUS, XUILEHUS, pas3TiIalieHus ) nHGopMaLuu MouduKanuu) uHGopmau (6nokupoBanus) UHGOPMaLUKU

ITo Tunmy UCI1/IH, Ha KoTOpBIe HAanpaBJeHa peanauzanus Y BII/In
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VYrpossl 6e3onacHoctu I1/1H, VYrpossl 6e3onacHocTu I1/1H, 06paGaTbiBaeMbIX B VYrpossl 6e3onacHocTu [1/1H, 0OpaGaThiBaeMbIX B
obpabarsiBaembix B UCIT/IH Ha 6aze APM (c HCII/IH Ha 6a3e JIOKAJIbHOM BBIYUCIUTEIbHOMN HCI1/Ix Ha 6a3e pacrnpeneseHHbIX
IMOJIKJTFOUYCHHEM U 0e3 MOAKIIOYSHHUS K ceTH (C MOAKIIOYSHUEM U 0e3 MOJKIIFOUEeHHUs K UHOOPMAIIMOHHBIX CUCTEM (C HOJAKITIOUYSHHUEM,
BBIYUCIIUTEIILHOM CeTH) pacnpeesieHHOW BBIYUCIUTEILHOM CETH) 0e3 MOKIIIOYEHHsSI K CeTH OOIIero rMojb30BaHus)
ITo cnoco6am peanusanun YBIIAn
VYrposel crieuManbHbIX Bo3aekcTeuii na UCITn ‘ ‘ VYrpo3st HCJI B UCITH ‘ VYrpo3sl yTeuKkH HH(GOPMALUHU 10
TCXHHUYCCKHUM KaHajiaM
MEXaHMUYECKOro BO3ACHCTBHS | VYrpo3ssl, pealnsyeMbie ¢ MPUMEHEHHEM
—{ XMMMUYECKOro BO3AEHCTBUS ] >7IeKTPHYECKIMH ‘ MPOrpaMMHBIX CPEJICTB OIEepPaLllMOHHOMN CUCTEMBI ‘ [0 pafroKaHaiy
—{ aKyCTH4YeCcKOro BO3AeHUCTBHs | UMITyJIbCAaMH VYrpossl yreuku PU ‘
5 ., VYrpo3ssl, pealnsyeMbie ¢ MPUMEHEHHEM ‘ 110 3JICKTPUIECKOMY KaHaTy
4{ HOJIOTMYE€CKOI'o BO3AE€UCTBUSL ‘ JICKTPOMarHuTHbIMU CIIeLUaJIbHO pa3pa60TaHHOr0 110 Vrpo31>| yTeuKH BU
O —— TIO ONITHYECKOMY KaHaITy
+——{ paiIMallMOHHOI'O BO3JICHCTBUS | y
TIO aKy CTUIECKOMY
—{ TepMHUYECKOro BO3AeHUCTBUS ] MATCHUTHBIM OJIEM Yrpo3sl, pealuzyeMble ¢ IPUMEHEHHUEM Yrpo3sl yTeuku
5JICKTPOMArHATHOTO BPEIOHOCHBIX MTPOrpam O CMOILIAHHLIM nHbOPMALIMH TTO KaHaJIaM
BO3ICNCTBUS II5MHWH
= (rmapamMeTpUYecKMM) KaHaJlaM
ITo ucnosib3yemoii ysi3BHUMOCTH
C ucnosp30BaHUEM C ucnosib30BaHUEM C HCIIONB30BaHUEM C HCTIOJB30BaHKEM YSI3BUMOCTEH
C ucrione3zoBanueM | | C UCHONB30BaHUEM o > o >
SRBIIM " YSI3BUMOCTH, BBI3BAaHHOM YSI3BUMOCTEH IMPOTOKOJIOB YSI3BUMOCTH, BBI3BAHHOM 00y CITOB/IMBAOIIMX HAJTMUHME C ucrosib30BaHUEM
c"y MHOCFO: 11-["0 El/xnaunocro:“l'[[ o HanmmuueM B AC CETEeBOro B3aUMOJICHCTBUS U HEJIOCTaTKaMK OpraHH3aLiN TEXHUYECKHX KAHAIOB YTeUKH ysizBumocreit C31U
cre p anrapaTHON 3aKJIaIKy KaHaJIOB Mepefavy JaHHBIX 31 OTHCI[ uHbopMaLn
ITo 00beKTy BO3/A€licTBHS
VYBIT/IH, o6pabaThiBaeMbIX B BBIAEICHHbBIX VYBII/IH, nepenaBaeMbIX Y Ipo3bl CUCTEMHOM
VBI1/IH, o6pabarbiBaeMbix Ha APM M, 06p A Au, nepert YIPO3bI IPUKIIAIHEIM IPOrpaMMaM, nOrFC))GeCﬂe‘{MBaIO e>1\/4
TEXHUYECKHUX Cpe/IcCTBaxX 0OpaboTKH 110 CETSIM CBSI3H npeaHa3sHauYeHHbIM Jutst paboTsl ¢ [T1H > HICMy
(yHKLHMOHUpOBaHUE
Ha oT4y’k/1aeMbIX HOCUTEJISIX MH(POPMALIMKI Ha npunrepa, miorrepax, VYBII/IH npu nepenaye CUrHajaoB NCIT/In
rpad)OroCTPOUTENISIX U T.IL. 1O JIMHUSIM CBSI3U
Ha BCTpOEHHBIX HOCUTEIISIX JOJIFOBPEMEHHOr0 XpaHeHusI nHpopmauu
~ Ha BBIHOCHBIX TepMHUHAIAX, VYBIT/IH npu 06paboTKe MakeToB B
B cpeacrBax 0GpaGOTKH M XpaHEHHUsI OllepaTUBHOM nH(popMannu ‘ MOHHUTOpPAX, BUIEOTIPOSKTOpaX KOMMYHHMKALIMOHHBIX 3JIEMEHTaX
UH(POPMALIMOHHO-
B cpencrBax (rmoprax) BBoa (BeIBOJIA) HH(MOpMALIUU
pen (mopTax) BBOza ( 1a) nHPpOopMaLy | B cpezcrBax sykoycHiieHus, TENEeKOMMYHHKALIMOHHBIX CHCTEM
3BYKOBOCIIPOU3BEICHUS

Pucynok 2. Knnaccudukanus yrpo3 06€301acHOCTH NEPCOHATBHBIX JaHHBIX,
o0pabarbiBaeMbIX B HH(OPMAIIMOHHBIX CHCTEMAaX MEePCOHANIbHBIX JIaHHbBIX
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yrpo3sl 6e3omacHoctu I1/1H, oOpabarsiBaecmbix B MCIIJIH Ha 06a3ze pacmpeneieHHBIX
WHQOPMAIIMOHHBIX CHCTEM C TMOJKJIIYEHHEM K CEeTH OOIIero moib3oBaHus (K CeTu
MEXAyHapOAHOr0 MH(POPMALIMOHHOTO OOMEHA).

[To cioco6am peanuzanuu Y BII/IH BbIIETSIOTCS CEMYIONINE KIACCHI yTPO3:

yrpo3sl, cBsa3aHHble ¢ HCJl x II[IlH (B Tom uucie yrpo3sl BHEIPEHHSI BPEJOHOCHBIX
MPOrpaMm);

yrpo3sl yreuku [1/IH Mo TeXHUYECKUM KaHalaM yTeUKH HH()OpMAIIHH;

yIrpo3bl cienuanbHbIX Boznercteuil Ha MCI/IH.

Ilo Buay HECAaHKIMOHUPOBAHHBIX JEHUCTBHM, ocyuwiecTBiasieMbix ¢ IIJIH, BbLAEIArOTCA
CJIEYIOIINE KJIACCHI yTPO3:

YIpO3bl, MPUBOMANINE K HapymieHWI0 KoHpuaeHIuamsHocTH [IJ[H (KONMMpOBaHUIO WU
HECaHKIMOHUPOBAHHOMY PpAaCIpOCTPAHEHHUIO), TMPU pealu3aliid KOTOPHIX HE OCYIIECTBISETCS
HEINOCPEACTBEHHOIO BO3ICHCTBHS HA Co/iep KaHue HH(OpMaLIUU;

yIpO3bl, IPUBOIAIINE K HECAHKIIHOHUPOBAHHOMY, B TOM YHCIIE€ CIy4YallHOMY, BO3/IEUCTBUIO
Ha coJepXaHue WHPOpMAIHHU, B pe3ysibTaTe KOTOPOro ocymiecTisiercss naMeHenune [1/IH wmm ux
YHUUTOXKEHUE;

YIpO3bl, IPUBOASAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHUCIIE CIIy4allHOMY, BO3J€HCTBHIO
Ha IporpaMMHblEe WM TIporpammHo-anmnapatHbie 3aeMeHTsl WCIIJIH, B pe3ynbrare KOTOPOTro
ocymectsisiercs OnokupoBanue [1J[H.

[To ncnonb3yemoii ysI3BUMOCTH BBIIEIISIOTCS CIEIYIOLIUE KIACChl YIPO3:

YIpO3bl, peaiu3yeMble C UCIOIb30BaHUEM YSA3BUMOCTH cucTeMHoro 110;

yIPO3bl, peagnu3yeMble C HCTIOJIb30BAHUEM YSI3BUMOCTHU NpukiagHoro 110;

yYIpO3bl, BO3HUKAIOLIUE B PE3YyJIbTaTe UCIOIb30BAaHUS YS3BUMOCTH, BHI3BAHHON HaJIUYHUEM B
AC anmapaTHOU 3aKJIaJKu;

yIpo3bl, pealu3yeMble C HCIOJb30BAHHEM  YSA3BUMOCTEH IPOTOKOJIOB  CETEBOTO
B3aUMOJICUCTBUS U KaHAJIOB NIEPeIaun JaHHBIX;

yrpo3bl, BO3HHUKAIOIIME B pE3yJbTaTe€ HCIOJIb30BAHMS  YS3BUMOCTH, BbI3BAaHHOMU
Henoctarkamu opranuzanuu T3U ot HCJI;

YIpO3bl, peaau3yeMble C HCHOJIB30BAHUEM YS3BUMOCTEH, OOYCIOBIMBAIONIUNX HAIUYUE
TEXHUYECKUX KaHAJIOB YTeUKU HUHPOpMAIUY;

YIPO3Bbl, pealIn3yeMbI€ C UCIONIb30BaHUEM ys3BuMocTel C3U.

[To 006beKTy BO3JCHCTBHS BBIACISIOTCS CIEAYIOLINE KIaCChl yIpo3:

yrpo3sl 6e3omacHoctu [1/1H, oOpabaTsiBaeMbix Ha APM;

yrpo3bl  6e3omacHoctr [1/[H, oOpabaThiBaeMbIX B BBIJICJICHHBIX CPEACTBAX 00pabOTKH
(mpuHTEpax, IIOTTEpaX, TPadOMOCTPOUTENAX, BBIHECEHHBIX MOHHUTOPAX, BHJCOMPOCKTOPaAX,
CpEICTBAX 3BYKOBOCIIPOU3BEACHHUS U T.I1.);

yrpo3sl 0ezonacHoctu [1/]H, mepenaBaeMbIX 1O CETSAM CBS3H;

YIpO3bI MPUKIIAHBIM IIPOrpaMMaM, ¢ IOMOIIIBIO KOTOphIX oOpabartsiBatoTes [1/1H;

yrpo3ssl cuctemHomy I10, oGecnieunBaromemy ¢ynkiuonuposanue UCIIIH.

Peanuzanus ogHoit n3 YBII/H mepeyncieHHBIX KJIACCOB WM MX COBOKYITHOCTH MOJKET
MIPUBECTU K CJIe 1y IOIIUM TUTIaM MOCJIE/ICTBUIM JUTSt
cyonsexToB I1/1H:

3HAYUTEIILHBIM HETaTUBHBIM MOCIEACTBHAM 1715 cyObekToB [1/1H;

HEraTUBHBIM MOCJeICTBUAM Uit cyobekToB [1/1H;

HE3HAYUTEIbHBIM HETaTHBHBIM MOCIEACTBHSIM IS cyObekToB [1/1H.

Yrpo3sl yreukn IIJ[H 1O TEXHMYECKMM KaHajaM OJHO3HAYHO  OIMCHIBAKOTCS
XapaKTePUCTHUKAMU HCTOYHUKA HHQPOpMAIMK, cpelbl (IyTH) pacHpOCTpaHEHUs M TPUEMHUKA
MH(OPMATUBHOTO CHTHAaja, TO €CTh OMNPEICNAIOTCS XapaKTepUCTUKAMU TEXHUYECKOro KaHala
yreuku [1/1H.

YTrpo3bl, cBsi3aHHBIE ¢ HecaHKIMOHUpoBaHHBIM noctynoMm (HCJ) (manee — yrpo3sr HCJI B
NCTI/IH), mpencTaBisiOTCs B BUJE COBOKYITHOCTH OOOOIIEHHBIX KJIACCOB BO3MOXKHBIX HCTOYHHUKOB
yrpo3 HCJI, ys3Bumocteit mporpammHoro u anmapatHoro obtecmneuenuss MCIIIH, cmoco6oB
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peanuzanuu yrpo3, oObeKTOB BO3AEHUCTBUS (HOCUTENEH 3alMIaeMoil HHPOpMaIu, TUPEKTOPHEB,
karanoros, ¢ainoB ¢ I1[In win camux I[1/IH) ¥ BO3MOXKHBIX AECTPYKTHBHBIX neiicTBuil. Takoe
IIPEJCTABICHHUE ONUCHIBACTCS CIEeNyIOIEN (OPMaTM30BAHHON 3alIUCHIO:

yepoza HC/[: = <ucmounux yz2po3zvl>, <yA36UMOCMb HPOSPAMMHO20 UNU ANNAPATNHO20

obecneuenuss™>, <cnocob peanuzayuu yeposol>, <00vekm 6030euUcmeus™, <HeCaHKYUOHUPOBAHHDBILL
oocmyn>.
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4. Yrpo3sl yTeuku HH(POPMALMH 110 TEXHHYECKHM KaHAJIaM

OCHOBHBIMU 3JIEMEHTAMHU ONUCAHUS YIPO3 YTEUKH MH(OPMALMK MO TEXHUYECKUM KaHajaM
(TKYWN) aBasitoTCs: HCTOYHMK YTPO3bl, cpefa (IyTh) paclpoCTpaHeHUs MH(POPMATUBHOIO CHTHAJa
1 HOCHUTENb 3allUIaeMoi HHpOpMaLun.

HctounukamMu yrpo3 yTeuykd HHGQOpMAIMM 1O TEXHUYECKUM KaHajaM  SBISIOTCS
¢usnueckue auua, He uMmeromue noctyna Kk MCII/IH, a Takxe 3apyOexHble CIELCITYKObl WIN
opraHM3ali (B TOM UHCJIE€ KOHKYPHUPYIOUIME WU TEPPOPUCTUYECKUE), KPUMHHAJIbHBIC
IpYNIUPOBKH, OCYLIECTBISAIOIINE MepexBaT (CbeM) MH(OPMAIMK C UCIOIb30BAaHUEM TEXHMUYECKUX
CPEJICTB €€ PEerucTpaIny, MpueMa uin ¢potorpapupoBaHus.

Cpena pacnpoctpaneHusi HHGOPMATUBHOTO CUTHANA — 3TO (U3UUECKasi cpesa, Mo KOTOPOn
MHQOPMATUBHBIA CHUTH&JI MOXET paCHpOCTPaHATbCA M NPUHUMAThCS  (PEerHMCTPUPOBATHCS)
npueMHUKOM. Cpena pacrpoCTpaHEHHsST MOKET OBIThb KaK OJHOPOAHOHN (Hampumep, TOJIBKO
BO3/YIIHOM), TaKk M HEOJHOPOJHOM 3a CYeT Iepexoja CHrHajla M3 OJHOM cpelsl B JIPYrylo
(HarmpuMep, B pe3ysIbTaTe aKyCTOAIEKTPHUYECKUX MIIM BUOPOAKYCTUIECKHUX MPEOOpa3OBaHMIA).

Hocurtenem I1/In sBisiercss mosb3oBatens WMCIIJIH, ocymiecTBisitonuii roiocOBO BBOJ
[T B8 UCII[IH, akyctuueckas cucrema MCII/IH, BoctiponsBoasmas [1/IH, a Takke TeXHUYECKUE
cpeacta UCIIAu u BTCC, co3naromue ¢puszndeckue moisi, B KOTOPhIX HHPOPMALIU HAXOAUT CBOE
OTpaK€HHE B BHJE CHUMBOJOB, 00pa3oB, CHTHAJIOB, TEXHUUYECKUX PpEIIEHUH WU IPOLECCOB,
KOJIMYECTBEHHBIX XapAaKTEPUCTHK PU3NUECKUX BEITHIUH.

ITpu o6pabotke I1[In B MCII[IH 3a cueT peanm3aluy TEXHUYECKUX KaHAJIOB YTEUKU
nH(pOpMaIK BO3MOKHO BO3ZHUKHOBeHHUE cieayomux Y BITJIH:

YIpO3 yTEUKH aKyCTHUECKOM (peueBoil) nHpopmanuu;

yIpo3 yTeUKH BUJI0BOM MH(OpMaIumy;

yIrpo3 yTeukd HMHGOpPMALMKU O KaHajaM IOOOYHBIX 3JIEKTPOMArHUTHBIX H3IYYEHUH U
HaBojok ([IDMUH).

4.1. Yrpo3sl yTeuKkn aKyCTH4eCKoil (pe4yeBoii) HH(popManuu

Bo3HUKHOBEHHE yIpo3 YTEUKHM aKyCTHUeCKOM (peueBoil) mH(poOpMaluu, coaepKaiiencs
HETNOCPECTBEHHO B Mpou3HocuMoil peun nons3oBaresnss UCIIAn, npu obpadorke I11n B UCIIdH,
oOycnoBieno HanuuueM ¢yHKUMA TojocoBoro BBoaa IIJlm B WCII[H wmm dyHKUIMMA
Bocnpoussenenus 1111 akyctuueckumu cpencrsamu UCII/IH.

IlepexBaT akycTuueckoil (pedeBoil) HH(pOpPMAIMU B JaHHBIX CIy4asX BO3MOXKEH C
WCTIOJIb30BAHUEM aNIapaTyphbl, PETUCTPUPYIOMIEH aKycTH4ecKue (B BO3IyX€) M BUOPOAKYCTHUECKHE
(B ynpyrux cpefax) BOJIHBI, a TaKXKe JEKTPOMAarHUTHbIC (B TOM 4YHUCIIE ONTHYECKHE) U3ITyUeHUS U
IEKTPUYECKUE  CUTHAIbI, MOJIYJMPOBAaHHbIE HH(POPMATHBHBIM  aKyCTHYECKMM  CHUIHAJIOM,
BO3HMKAIOLIME 3a CYET NpeoOpa3oBaHMil B TeXHHMUECKUX cpeactBax oOpabotku [1/ln, BTCC u
CTPOMTENBHBIX KOHCTPYKLMAX M HMHKEHEPHO-TEXHUYECKHX KOMMYHMKALMAX IOJ BO3JIEHCTBHEM
aKyCTUYECKHX BOJIH.

Kpome »3TOro, mepexBaT akycTHUecKol (peueBoil) HH(OpPMaUM BO3MOXKEH C
WCTIOJb30BAHUEM  CHEIHMAJBbHBIX OJEKTPOHHBIX YCTPOWCTB CheMa peuYeBOW HMH(OpMAIHH,
BHEJIPCHHBIX B TeXHHUYeCcKue cpeactBa oopadotku I1/[n, BTCC u moMenieHus Win moaKIF0YeHHBIX
K KaHaJlaM CBSI3H.

VYrpo3sl Ge3omnacHocty I1/H, cBA3aHHBIE C HEpeXBaTOM aKyCTUYECKOH WHpopMamuu c
UCIOJb30BAHUEM  CIIELUAIBHBIX 3JEKTPOHHBIX YCTPOMCTB CheMa peuyeBOW HHPOpMALUU
(«3aKIaJOUHBIX YCTPOMCTBY»), ONPEIEISIIOTCS B COOTBETCTBUM C HOPMATHUBHBIM JOKYMEHTaMH
®denepanbHOil ciy:k0b1 6e30macHocTH Poccutickoit denepanny B yCTAaHOBICHHOM €10 TIOPSAKE.

[TepexBat akycTudeckol (peueBoit) HHGOPMAIIMH MOXKET BECTHUCH:
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CTAllMOHAPHOHM amnmapaTypoil, pa3MeniaeMoil B ONM3JIEeKAIIUX CTPOCHUSAX (3laHUSIX) C
HEKOHTPOJIMPYEMBIM IIPeObIBAHMEM [TOCTOPOHHUX JIMIL;

MIOPTATUBHOM BO3MMOM ammapaTypoi, pa3sMeniaeMol B TpPAaHCIOPTHBIX CPEACTBAx,
OCYILECTBIISIOLINX JBM)KEHHE BOJHM3M CIIy)KEOHBIX MOMEUICHWH WM MPHU UX HapKOBKE PSIOM C
3TUMH [TOMELICHUAMU;

MOPTATUBHOM HOCUMOH anmapaTypoi — (GU3NYECKHUMHU JIMIAMU TIPU UX HEKOHTPOJIUPYEMOM
peObIBaHUM B CITyKEOHBIX MOMELIEHUAX UM B HEIIOCPEICTBEHHOM OJIN30CTH OT HUX;

aBTOHOMHOM aBTOMATHUYECKOW ammapaTrypoil, CKPHITHO YCTaHABIMBAEMOW (U3NUECKUMU
JMLIaMHU HETIOCPE/ICTBEHHO B CIY>KEOHBIX MOMEILEHHUSIX WM B HEIIOCPEICTBEHHOM OIM30CTH OT HUX.

4.2. Yrpo3sl yreuku BUA0BOH HHpopManun

VYTpo3bl yTeukr BHAOBOM MH(pOpMaIMU peaausyloTes 3a cyeT npocmotpa [1IH ¢ momMonisio
OINTHYECKUX (ONTHKOAIEKTPOHHBIX) CPEJICTB € KPAHOB JUCILJIEEB U JPYTUX CPEACTB OTOOpaKCHUS
CPE/ICTB BBIYUCIUTEIBHON TEXHUKH, HHPOPMAIIMOHHO-BBIYUCIUTEIFHBIX KOMIJIEKCOB, TEXHUUECKUX
cpenctB o0paboTku TpadudecKoi, BUACO- M OyKBEHHO-IIM(PpOBOM HHMOpPMAIMH, BXOIANINX B
coctaB UCIT/IH.

Kpome atoro, mpocmotp (peructparus) [1J[H BO3MOXKEH C UCIIOIB30BAHUEM CIICIIMATIBHBIX
AJIEKTPOHHBIX YCTPOHCTB CBhEMa, BHEAPEHHBIX B CIYXEOHBIX TOMEIICHUSAX WM CKPBITHO
UCIOJIb3YEMBIX (PU3MUECKUMHU JIMIIAMU IPU MOCEIEHUH UMH CITyKEOHBIX TOMEICHHUH.

VYrpo3sl Oe3omacHoctd [I/IH, cBsi3aHHBIE € HX TMEPEXBaTOM IMPU HCIOJIb30BAHUH
CHELMANbHBIX D3JEKTPOHHBIX YCTPOMCTB CbheMa BHUAOBOH MH(OpManun (BUAEO3aKIAIO0K),
OTPENeNIAIOTCS B COOTBETCTBUM C HOPMATUBHBIM JOKyMeHTamu DenepanbHOR — CiryKObI
6e3onacHocT Poccuiickoit denepannu B yCTAHOBICHHOM €O TIOPSJIKE.

Heo0GxonuMeiM ycrioBHEeM OcCylIecTBiIEHUs npocMmoTpa (peructpanuu) [1IH sBuseTcs
HaJIn4ue IpSIMOU BUJUMOCTHU MEXIY CPEICTBOM HaOIoAeHUs
u HocuTeneM I1/IH.

ITepexat I1/IH MOXET BECTHUCH:

CTallMOHAPHOHN ammapaTypoil, pa3MeliaeMoil B OJIM3IEKAIIMX CTPOCHUAX (3MaHUAX) C
HEKOHTPOJIMPYEMBIM IIPeObIBAHMEM [TOCTOPOHHUX JIMIL;

IIOPTATUBHOM BO3MMOM ammaparypod, pasMelaeMod B TPaHCHOPTHBIX CPEICTBAX,
OCYUIECTBIIAIOINX JBUKCHUE BOJIN3H CIIy>K€OHBIX MOMEILEHU I WIH
IIPU UX MAPKOBKE PAIOM C 3TUMH TOMEIEHUSIMU;

MOPTATUBHOW HOCUMOH anmnapaTypoil — pU3HMUECKUMHU JIMLAMH IPU UX HEKOHTPOJIUPYEMOM
npeObIBAHUT B CITyKeOHBIX MTOMEIICHUSX W
B HEMOCPEACTBEHHON OJIM30CTH OT HUX.

IlepexBar (mpocmotp) IT[[H MOXKET OCYIIECTBIATHCS MOCTOPOHHUMM JHUIAMHM IIyTEM HX
HETIOCPEICTBEHHOTO0 HAONIOACHUS B CIy’)KEOHBIX TOMEMICHUSX JHOO C PACCTOSHUS TIPSMOU
BuauMoctu u3-3a npeaenoB MCIIJIH ¢ wucnonb30BaHMEM ONTHUYECKUX (OMTHUKOAJIEKTPOHHBIX)
CPEACTB.

4.3. Yrpo3bl yTeuku uHpopManum no KaHajaaM nodo4YHbIX
3J1eKTPOMATHUTHBIX M3JIy4YeHU U HABOIOK

BosnuknoBenue yrpossl II/lH mo kanamam IIOMMH Bo3MOXHO 3a cueT mepexsaTa
TEXHUYECKUMHU CPEICTBAMH MOOOYHBIX (HE CBSA3aHHBIX C MPSAMBIM (YHKIHOHAJIHHBIM 3HAYCHHEM
anemeHToB MCII/IH) MHQOPMATUBHBIX 3JIEKTPOMArHUTHBIX MOJIEH U 3JIEKTPUYECKUX CHUTHAJIOB,
BO3HUKaMmuX mpu oopadotke [1]] rexunyeckumu cpeacteamu UCIIH.

I'eneparus undopmaruu, coaepxkaieii [1/l0 u mupkyaupyromieil B TEXHUYECKUX CpeAcTBax
NCIIH B Bue AMEKTPUUECKUX WH(POPMATUBHBIX CHTHAJIOB, 00pa0OTKa W Iepenavya yKa3zaHHBIX
CUTHAQJIOB B JEKTpHUecKuX Iemsx TexHuuyeckux cpeacts MCIIJIH conpoBoxaaercss moOOUYHBIMU
ANEKTPOMAarHUTHBIMU U3TYyYEHUSIMU, KOTOPbIE MOTYT PacHpOCTPAHATHCS 3a MPEAEIbl CIIyKEOHbIX
MIOMEILEHUH B 3aBUCHMOCTH OT MOIIIHOCTH U3iy4eHuid u pazmepos UCI1/Ix.
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Perucrpammss  [IDMHWH  ocymecTtBisieTcst ¢ 1Henplo  mepexBata  HH(popmMaum,
LUPKYJIMpYIOLIE B TEXHMYECKUX CpelcTBaX, oOpabarpBatomux [IJln (B cpenctBax
BBIYHMCIIUTENBHON TEXHUKH, NTHPOPMAIIMOHHO-BBIYUCIUTEIbHBIX KOMIUIEKCAX U CETIX, CPEACTBAX U
cucreMax nepenauy, npuema u ob6pabotku [I/lH, B TOM uuciae B CpeACTBaX U CHCTEMax
3BYKO3aIlUCH, 3BYKOYCWJICHHUs, 3BYKOBOCIPOW3BEICHUS, IEPETOBOPHBIX M  TEJIEBU3MOHHBIX
YCTPOMCTBAX, CPEACTBAX M3TOTOBJIEHUS, TUPAKUPOBAHMUSA JOKYMEHTOB M JPYTMX TEXHUYECKUX
cpeacTBax 00pabOTKH peueBoid, TpaduecKoid, BUIE0- U OyKBEHHO-IIM(POBOI HH(OpMAIHHN).

JUia perucrtpaunn IIOMHMH wuncnone3yercs anmapaTypa B COCTaBe pPaJMONPUEMHBIX
YCTPOMCTB U OKOHEUHBIX YCTPOWCTB BOCCTAHOBICHUS HHPOPMAIIIH.

Kpome storo, nepexsar [IDMIH Bo3MOXEH C UCIOIB30BAaHUEM IEKTPOHHBIX YCTPOWUCTB
nepexsara HWH(OOPMAIMH, TOAKIIOYCHHBIX K KaHalaM CBS3M WJIH TEXHHYECKHUM CpPEICTBaM
obpabotku I1/[H.

Perucrpanus [I9MUH MoxeT BECTUCH C UCTIOIB30BAaHUEM allapaTyphl CIEIYIONINX BHIOB:

CTallMOHAPHOM amnmaparypoi, pa3MelaeMoil B ONMU3IEkKaIIUX CTPOCHMAX (3IAHMSX) C
HEKOHTPOJIMPYEMBIM NPEeObIBAHUEM [TOCTOPOHHUX JIUIL;

MIOPTaTUBHOM BO3MMOM ammapaTyphl, pPa3MEINaeMONM B TPAHCIOPTHBIX CPEACTBAX,
OCYIIECTBIIAIOIIUX JBUXKEHHE BOJIU3U CIIyKEOHBIX MOMELIEHUN WM IPU UX MAPKOBKE PSAOM C
9TUMH IOMELICHUSMY;

MOPTATUBHOW HOCHUMOHM amnmapatypoil — (QHU3MYECKUMHU JIMIAMH B HENOCPEICTBEHHOM
ommsoctu ot UCII/IH;

ABTOHOMHOM aBTOMAaTHMYECKON amnmaparypoil, CKpbITHO YyCTaHaBIMBAaEMOW (PU3MUECKUMU
JUIaMH B HerocpeacTBeHHoU 6muzoct oT MCIT/H.

Kananet yrteuku wuHbopManuu, OOyCIOBJICHHbIE HAaBOJAKAMH, O0Opa3yloTCs 3a Cuer
coequHUTENbHbIX TUHUN TexHuueckux cpeacts MCIIn 1 BTCC n nocTopoHHUX MPOBOAHUKOB (B
TOM YHUCJIE LENeH STMEKTPOIUTAHUS U 3a3€MIICHHUS ).

HaBonku 31eKTpoMarHUTHBIX M3iMydeHuil TexHumdeckux cpencts MCIIJIH Bo3HuKaroT npu
M3ITydeHun 3ieMeHTamMu TexHudeckux cpencts MCIIJIH mHGOpPMAaTUBHBIX CHUTHAJIOB MPH HATUYUHU
€MKOCTHOM, WHIYKTHBHOW WM TajJbBAHUYECKON CBA3EH COCAUHUTENBHBIX JIMHUNA TEXHUYECKHX
cpeacts UCIInH, nmuauiik BTCC m mocTOpoHHMX NPOBOAHMKOB. B pesynpTaTe Ha CilydalHBIX
anteHHax (uernsx BTCC winu mocTopoHHUX MPOBOJIHUKAX ) HABOJUTCS MHPOPMATUBHBIN CUTHAL.

[Ipoxoxxnenre WHGOPMATUBHBIX CHUTHAJIOB B IENH JJIEKTPONUTAHHUS BO3MOXKHO TpU
HaJIWMYUUd E€MKOCTHOW, MHIyKTUBHOW WM TalbBAaHUYECKOW CBS3M HCTOYHHUKA WH(OPMATHUBHBIX
cUrHajioB B coctaBe TexHuueckux cpeacts MCIIIH u nenei nutaHus.

[Mpoxoxxnenne MHOOPMATUBHBIX CHUTHAIOB B IIEMH 3a3eMJICHHSI OOYCJIOBICHO HAJIHMYHUEM
€MKOCTHOM, MHAYKTUBHON WJIM TaJIbBAHUYECKOM CBSI3M HMCTOYHUKA WH(OPMATHBHBIX CHUTHAJIOB B
cocrase annaparypsl TCIIU u neneit 3a3emiueHus.

Jia chema uH(pOpMAaIMK ¢ TPOBOAHBIX JTUHHUM MOTYT HCIIOIb30BATHCS:

CpeICTBA ChEMa CHUTHAJIOB, COJCpXKAIIMX 3allUIIaeMyl0 HHQOpMAIMIO, C [enei
texaunueckux cpeacts WCII[Anx u BTCC, nuHuii cBSI3u W mepedadyd JaHHBIX, BBIXOIAIIMX 3a
MIpeiesbl CITyKeOHBIX TOMEIIEHUH (SKBHBAJICHTHI CETH, TOKOBBIE TPAaHCPOPMATOPHI, TPOOHUKH);

CpEeICTBA CheMa HaBEJCHHBIX MH(POPMATUBHBIX CUTHAJIOB C IIETIeH AIEKTPONUTAHMUS;

CpEeIICTBA CheMa HABEJCHHBIX HHPOPMATHBHBIX CUTHAJIOB C IIIWH 3a3€MJICHUS;

CpeICTBAa CheMa HaBEICHHBIX HMH(OPMATUBHBIX CHUTHAJIOB C MPOBOASIINX HH)KEHEPHBIX
KOMMYHHUKAIUH.

Jl711 BOJIOKOHHO-ONTHYECKOW CHUCTEMBbl Mepefaud JaHHBIX YIpo30d yTedku HHGpopMaluu
SIBIISICTCSI yT€YKA ONTHYECKOTO M3IYUYCHHS, COACPIKAIIEro 3alluiaeMyo uH(OpMaIi, ¢ OOKOBOMA
MMOBEPXHOCTH ONTHUYECKOT0 BOJIOKHA.

[losiBJicHME HOBBIX KAHAJIOB CBSI3HM — COTOBOM CBSI3M, IHCHIKUHIOBHIX COOOIECHUIHA,
CIYTHHUKOBBIX M O€CIpOBOJHBIX CeTell mepenayd JaHHbIX — TMPHUBEIO K Pa3BUTHUIO
CHEIMAIM3UPOBAHHBIX CUCTEM U CPEJICTB KOHTPOIIS M NepexBaTa WH(OPMAIIUU, OPUEHTUPOBAHHBIX
Ha UCMOJb3yeMble B HUX WH(OPMALIMOHHBIE TEXHOJIOTHUH, B TOM YHCIIE CPEICTB:
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repexBaTa NeHKMHTOBBIX COOOIIEHUN U COTOBOM CBSI3H;
nepexBara HHPOpPMAaIIMK B KaHaJaX Mepe1adn JaHHBIX BEIYUCIUTEIBHBIX CETEH.
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5. Yrpo3bl HeCAaHKIIMOHMPOBAHHOI'0 0CTYNA K HH(popManuu
B HH(OpPMALMOHHOH cCHCTEeMe NMEePCOHAIBHbIX JAHHBIX

VYrpo3er HCJl B UCII[IH ¢ npuMeHEHHEeM NpOTrpaMMHBIX M MPOTrpaMMHO-annapaTHBIX
CPEJICTB PEATU3YIOTCS MPHU OCYIIECTBICHUM HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIy4ailHOro,
JocTyma, B pe3ylbTaTe KOTOPOTO  OCYIIECTBISETCS  HapylleHWe KOH(UICHIIMATIbHOCTH
(komupoBaHWE, HECAHKIIMOHUPOBAHHOE  PACIPOCTPAHECHHME), IEJIOCTHOCTH  (YHHUYTOXKCHHE,
n3MeHeHue) 1 foctynHoctu (0nokuposanue) [1/1H, u Bkitouaror B cedst:

yrpo3sl  JgocTtyna  (MPOHMKHOBEHHS) B OMNEPAlMOHHYIO  Cpedy  KOMIIbIoTepa
C HCIIOJIb30BAHHUEM ILITATHOTO MPOrpaMMHOro odecredeHust (CpeACcTB ONEPAMOHHON CUCTEMBI HIIN
MPUKJIAHBIX TPOrpaMM OOIIIEero MPUMEHEHHS ),

yTPO3bI CO3J]aHMS HEIITATHBIX PEKUMOB PaOOTHI MPOrPaMMHBIX (TIPOrpaMMHO-AIAPATHBIX)
CPEICTB 3a C4YeT TMpeAHAMEPEHHBIX U3MEHEHUN CIYKEOHBIX JAaHHBIX, WICHOPUPOBAHUS
MIPEyCMOTPEHHBIX B IITaTHBIX YCIIOBUSAX OrpaHUYEHUMN Ha COCTaB
U XapaKTepUCTUKH 0OpadaThiBaeMoll MHpOpMAIUH, UCKaKeHUs (MOIU(UKAIMKM) CaMUX TaHHBIX H
T.IL.;

yIpo3bl ~ BHEIPEHHUS  BPEJOHOCHBIX  IporpamMMm  (IporpaMMHO-MaTEMaTHYECKOIo
BO3JICHCTBHS).

Cocras anemenToB onmcanus yrpo3 HC/I k uadopmartuu B UCI1/{s npuBeneH Ha pucyHKe 3.

Kpome 3T0ro, Bo3MOXHBI KOMOMHUPOBAHHBIE YTPO3bl, MPEACTABIAIOMINE CO00Il coueTanue
yKa3aHHbIX yrpo3. Hampumep, 3a cueT BHeApEHHUS BPEAOHOCHBIX MPOTpaMM MOTYT CO3/1aBaThCs
ycnoBust it HCJ[ B omepanmoHHyI0 cpefy KOMIbIOTEpa, B TOM 4YHCIE MyTeM (OPMUPOBAHUS
HETPAJAUIMOHHBIX HH()OPMAITMOHHBIX KAaHAJIOB JOCTYTIA.

Yrpo3sl JOCTyI1a (MpOHUKHOBEHMUS) B OIEepallMOHHY IO cpeny NCII=
C HCMOJNb30BAaHMEM MITATHOTO TMPOTPAaMMHOrO OOecleyeHHs] pasfeNsioTcsl Ha  yrpo3bl
HEMOCPEACTBEHHOIO U YAAQJEHHOrO0  JIOCTyNa. YTIpo3bl  HEMOCPEICTBEHHOIO  JIOCTyIa
OCYUIIECTBIISIIOTCA C HCIOJB30BAaHMEM MPOrPAMMHBIX H TPOTPAMMHO-AMNMapaTHBIX CPEICTB
BBO/Ia/BBIBOJIA KOMIIBIOTEPA. VYrpo3sl yAaJIEHHOTO JocTyna peanusyoTcs
C MCIIOJIb30BaHUEM IIPOTOKOJIOB CETEBOTO B3aUMOICHCTBUSI.

Otu yrpo3sl peanusyrorcs oTHocutenbHo WCIIJIH kak Ha 6a3e aBTOMATH3UPOBAHHOTO
paboyero mecta, He BKIIOYEHHOTO B CETU CBSA3M OOIIETO MOJIb30BAHMS, TaK U MPUMEHUTEIHHO KO
BCEM HCII /s, AMEIOIUM MOAKITFOUYCHUE
K CETSIM CBSI3H OOILIEr0 MOJIB30BaHUS U CETSIM MEXKAYHAPOHOTO HH(OPMAIIMOHHOTO 0OMEHa.

Onucanne yrpo3 jaoctyna (MPOHMKHOBEHHS) B OMNEPALMOHHYIO Cpely KOMIIbIoTepa
(hopMaTbHO MOKET OBITH TIPEJCTABICHO CICAYIOMUM 00pa3oMm:

vepoza HCJ 6 HCI[n: = <ucmounuk yeposvr>, <yazeumocmv MCII[n>, <cnocob
peanuzayuu yeposvl>, <00vekm 8030elicmsus (npocpamma, npomoKoa, OauHvle U Op.)>,
<decmpykmusHoe oelicmeue™.

Yrpo3sl co37aHMs  HEMITAaTHBIX PEKUMOB  pabOThl  MPOrPaMMHBIX  (TIPOrpaMMHO-
anmapaTHbIX) CpPeIcTB — 3TO yrpo3sl «OTkaza B oOciykuBaHuu». Kak mpaBuiio, JaHHbIE yTPpoO3bl
paccMaTpuBarOTCA NPUMEHUTEITBHO K NCIdn Ha 0aze JIOKAJIbHBIX
U pacrhpeleieHHbIX WH(OPMAIMOHHBIX CUCTEM BHE 3aBUCUMOCTH OT MOJIKIIOYCHHS
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nHpopmarmonHoro oomena. Mx peanuzanusi 00ycioBiieHa TeM, YTO TIPU pa3paboOTKe CUCTEMHOTO
WJIU TIPUKJIAAHOTO MPOrPaMMHOT0 O0ECIIeYeHUSI HEe YUUTHIBACTCS BOZMOXKXHOCTh IIPEIHAMEPEHHBIX
JICVCTBUH M0 LIEJIECHANPABICHHOMY U3MEHEHHIO:

coJIepaHus CIy>keOHOM MHPOPMAIMK B TTAaKeTax COOOIICHUH, MMepeIlaBaeMbIX 110 CETH;

ycloBuid 00pabOTKM JaHHBIX (HAIpUMEp, MTHOPHPOBAHUE OTPAHWYCHUI HA JUTMHY MakKeTa
COOOIIEHUS);

(¢hopMaToB TpPENCTaBICHHUS JAaHHBIX (C HECOOTBETCTBHEM W3MEHEHHBIX (HOpPMATOB,
YCTaHOBJICHHBIX JJIs1 00paOOTKH M0 MPOTOKOJIAM CETEBOTO B3aUMOICHCTBHUSA);

MPOrpaMMHOTO o0ecrieueHus: 00pabOoTKU TaHHBIX.

B pesynbpraTte peanuzanuu yrpo3 «OtTkaza B 00CITY>KMBAaHUU» MPOUCXOIUT MEPETIOTHEHUE
OydepoB u OJOKUpOBaHHE MPOIEAYp OOpPaOOTKH, «3aIMKIMBAHHE» IMpoIeayp OO0paboTKH Hu
«3aBHCAaHUE» KOMIIBIOTEpA, OTOpAChIBAHME ITAKETOB cooOmeHuil u ap. OnucaHwe TakuxX yrpo3
(hopMaTbHO MOXKET OBITH PEJCTABICHO CIEAYIOMUM 00pa3oMm:

yeposa «Omkaza 6 obcuyscuganHuuy: = <ucmounux yeposvr>, <yazeumocmev UCII[n>,
<cnocob peanuzayuu yeposvl>, <obvexm 6o30eticmsus (Hocumenv [1/Jn)>, <uenocpedcmeeHmwili
pe3yibmam peanuzayuu yeposvl (nepenoinerue Oygepa, O10Kuposarue npoyedypvl 0Opabomiu,
«3ayuxnusanuey oopabomku u m.n.)>.

VYrpo3sl  BHEOPEHHS  BPENOHOCHBIX  NporpamMMm  (IIPOrpaMMHO-MAaTEMaTHYECKOTO
BO3JICHCTBUS) HEIeNeco00pa3HO OMHUCHIBATH C TOM e JAETaJbHOCTHIO, YTO M BBINICYKa3aHHBIC
yYTPO3HI. 310 00yCJOBIIEHO TEM, qTO,
BO-TIEPBBIX, KOJUYECTBO BPEIOHOCHBIX MPOTpPaMM CETOAHS YK€ 3HAUUTENIbHO MPEBBIIIAET CTO
TBHICSY. Bo-BTOpBHIX, npu OpraHu3aluu 3aIUTHI uH(popMauu
Ha IPaKTHKE, KaK MPaBUIIO, TOCTATOYHO JIUIIH 3HATH KIJIACC BPEJOHOCHOU MPOTPaMMBI, CITIOCOOBI U
MOCIIEACTBHSL OT €€ BHeApeHus (MHPUIMpOBaHUSA). B CBA3M ¢ 3TUM Yrpo3sl HPOrpaMMHO-
MaTemaTtuueckoro BozaeiicTBus (IIMB) ¢opmanbHo MOTryT OBITH HpPEICTABICHBI CIETYIOIIUM
o0Opazom:

vepoza IIMB 6 HCII[qn: = <knacc 6pe0OHOCHOU npozpammbvl (C YKaA3auuem cpeovl
ooumanus)>, <UCMOYHUK  Yepo3bl  (HOCumenlb  8PEOOHOCHOU  NpPocpaMMbvl)>,  <Ccnocod
unpuyuposanus>, <obvexkm 8030eticmaus (3a2py304Hblil cekmop,
Ggain u m.n.)> <onucamue B03MONCHLIX OeCMPYKMUBHBIX OeUCmeul>,<O00NnoJIHUMeNbHAs
ungopmayus 06 yepose (pe3sudeHmHOCMb, CKOPOCMb PACHAPOCMPAHEHUs, NOIUMOPPUUHOCMb U
op.)>.

Huxe naetcs oOmiasi xapakTepuUCTHKa HCTOYHHMKOB yTpo3 0€30MacHOCTH HH(OpMAalNu,
ySI3BUMOCTEH, KOTOpbIE MOTYT OBITh MCIHOJIB30BaHBI Tpu peanusaruu  yrpo3 HCI, wu
XapaKTepUCTHKA PE3yJIbTATOB HECAHKIIMOHUPOBAHHOTO WIIM CIIy9aifHOTO JOCTYyIa. XapaKTepUCTHKa
croco0oB peanuzanuu yrpo3 naercs
IPU ONHCAaHUM YTPo3 JAoCTyna (MPOHMKHOBEHHs) B OMNEPAMOHHYIO Cpedy KOMIBIOTEpa, yrpo3
OTKa3a B o0cimyxuBaHuM u yrpo3 [IMB.

5.1. O0masi XapakTepuCTHKA HCTOYHUKOB YIP0O3 HECAHKIIMOHMPOBAHHOI'0 J0CTYNA B
HHG(OPMALMOHHOH CHCTEMe NMEePCOHATBHBIX JAHHbIX

Ncrounnkamu yrpo3 HCJI B UCIT/IH MOTYT OBITH:

HapYUIUTEIb;

HOCHUTEIIb BPETOHOCHOI MPOrpaMMBbl;
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anmnapaTrHas 3aKJIaJKa.

Yrpo3sl OeszomacHoctu  IIJlH, cCBsi3aHHBIE C BHEAPEHHWEM aIMapaTHBIX 3aKJAOK,
OTIPENeNIAIOTCS B COOTBETCTBUM C HOPMATUBHBIM JIOKyMeHTamu DenepanbHOR  CiryKOBI
6e3onacHoct Poccuiickoit denepanuu B yCTaHOBIEHHOM €10 MOPSIZIKE.

[To Hanuuuio mpaBa MOCTOSHHOTO WJIM Pa30BOr0 JOCTyIMa B KOHTposimpyemyio 30HY (K3)
NCII/IH HapymuTeny noapa3aessitoTCcs Ha 1Ba TUIIA:

Hapyuureny, He umeromue gocryna k MCII/IH, peanusyromnue yrpo3sl U3 BHEIIHUX CETEU
CBSI3W OOILEro MOJIb30BaHUS W (WIM) CeTel MEeXIyHapoJHOro HH(OPMAIIMOHHOTO OOMEHa,
BHEIIHHME HAPYLIUTEIN;

HapymuTenu, uMerorue noctyn k MCII/In, Bxmrouas nons3osareneit UCIIH, peanusyromue
yrpo3bl HenocpeacTBeHHO B ICII/IH, — BHyTpeHHME HapyILINUTEIN.

BHemHuMu HapymMTeasIMU MOTYT OBITh:

pa3BebIBaTEIbHBIE CIIYKObI TOCY1apCTB;

KPUMUHAJIBHBIE CTPYKTYPHI,

KOHKYPEHTbI (KOHKYPHUPYIOIINE OpraHU3alum);

HEZ00POCOBECTHBIE MMAPTHEPHI;

BHEIIIHUE CYOBEKTHI ((pr3nueckue nuia).

Bremnuii HapymuTeslb UMEET CIEAYIOINE BO3SMOKHOCTH:

OCYIIECTBIIATh HECAHKIIMOHUPOBAHHBIN TOCTYI K KaHAIaM CBS3H, BBIXOSIIMM 3a MPEIeibl
CITy)eOHBIX TOMEIIEHU;

OCYILECTBIIATh HECAHKLMOHUPOBAHHBIN JIOCTyll 4Yepe3 aBTOMAaTH3UpPOBaHHbIE paboune
MECTa, MOAKIIIOYEHHbIE K CETAM CBSI3U OOLIEro MOJb30BAHUSA M (MJIM) CETAM MEXAyHapOJIHOIOo
nH(OPMAaIIMOHHOTO 0OMEHa;

OCYUIECTBIIATh HECaHKLIMOHUPOBaHHBIN JOCTyI K uHpopMaLuu
C HCIOJB30BAHUEM CIIELHAIBHBIX IMPOTPAMMHBIX BO3JCHCTBUN IOCPEACTBOM IIPOrPAMMHBIX
BHPYCOB, BPEIOHOCHBIX IIPOIPaMM, AJITOPUTMUYECKHUX WIIA IPOIPAMMHBIX 3aKJIAJI0K;

OCYILECTBIISITh HECAHKIIMOHUPOBAHHBIA JOCTYN Yepe3 AIIEMEHTHl WH(GOPMAIIMOHHON
un¢ppactpykrypsl MCII/IH, xoTOphle B IpoLEcCE CBOEr0 XU3HEHHOrO IUKiIa (MOJEpHMU3AIMH,
COIIPOBOXKACHUSI, PEMOHTA, YTHJIM3ALMH) OKA3bIBAIOTCS 3@ MPEIeIaMi KOHTPOIUPYEMOM 30HBI;

OCYILECTBIISAITh  HECAHKIIMOHMPOBAHHBIM JOCTYH dYepe3 HMH(OPMAIMOHHBIE CHUCTEMBbI
B3aMMOJECHCTBYIOIINX BEAOMCTB, OPraHU3aluN U yUpeKaeHUH pu ux noakiaoueHuu k MCITIH.

B0o3MOXXHOCTH ~ BHYTPEHHErO  HApyIIUTEN  CYIIECTBEHHBIM  00pa3oM  3aBHUCAT
oT JNENCTBYIOINX B npenenax KOHTPOJIMPYEMOM 30HBI PEKMMHBIX
1 OPTaHU3aLMOHHO-TEXHUUYECKUX MEp 3aLIUThI, B TOM YHCIIE 10 A0MycKy pusnueckux aun k [11n n

KOHTPOJIIO TIOPSAKA MPOBEACHUS paboT.

BHyTpeHHrE NOTEHIMaJIbHBIE HApPYLIUTEIW MOAPA3IAEIIIOTCI HAa BOCEMb KaTE€rOpUid B
3aBHCHMOCTH OT Crioco0a JocTyna U molHoMo4Hit qoctyna K [1][H.

K nepBoit kareropun OTHOCSITCS JIMIIa, UMEIOIINE CaHKITMOHUpOoBaHHbIN goctyn Kk UCII/IH,
HO He umerone noctyna K [IJI. K sTomy Tuny Hapymwureneil OTHOCATCS JOJKHOCTHBIE JIHIIA,
obecrieunBaromue HopManbHoe pyHkimonupoBarne UCII/IH.

JIno 3Toi KaTeropum, MOKET:

UMETh J0CTyN K (pparmenTtam uHdopmanuu, coaepxaiued [1/ln u pacnpocrpanstomieiics mno
BHyTpeHHUM KaHanaM cBa3u UCII/H;

pacnonarate ¢parmeHTamu uHpopMaruu o Ttomnojoruun WCIIJIH (KOMMyHHKAIlMOHHON
YaCcTH MOJICETH) U 00 HUCIOJIb3YyEeMbIX KOMMYHHKAIIMOHHBIX TPOTOKOJIAX U UX CEPBUCAX;

pacrosiaraTb UMEHaMH W BECTH BBISIBJICHUE NIAPOJIEH 3apErUCTPUPOBAHHBIX TOJIB30BATENEH;
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U3MEHATh KoHurypauuio texuuueckux cpeacts MCII/IH, BHOCUTh B Hee MPOrpaMMHO-
anmapaTHble 3aKJaJKu M o0ecrnedyuBaTh CbeM HHGOpPMAlUM, HCHOJb3Yys HENOCPeACTBEHHOE
noJKJItoueHue K TexundeckuM cpeacrsam MCIIH.

Ko Bropoi kareropum OTHOCATCS 3apeructpupoBaHsHble noisb3oBarenn MCII/H,
OCYILIECTBIIAIOIIE OTPaHUYECHHBIN NOCTYII K pecypcam NCTIx
¢ pabouero mecra.

JInno sToit kareropuu:

o0aaeT BceMH BO3MOKHOCTSIMU JIUL] IEPBOI KaTETOpHH;

3HAET, 10 MEHBIIIEH Mepe, O/IHO JIETAJIbHOE UMsI IOCTYIIa;

o0namaeT BceMH HEOOXOIMMBIMH aTpuOyTamu (Hampumep, mapojem), 00ecrneurnBaOIIUMU
JIOCTYT K HEKOTOPOMY MOAMHOKeCTBY 11/1H;

pacrnosiaraet KOH(pUIeHINAIbHBIMUA JAHHBIMU, K KOTOPBIM UMEET AOCTYII.

Ero pocryn, ayteHTuduKaMs ¥ mpaBa Mo JAOCTYIy K HEKOTOpoMy INoaMHoxkecTBy I1/IH
JOJDKHBI PETJIAMEHTUPOBATHCSA COOTBETCTBYIOIIMMH ITPaBUJIAMU Pa3rpPaHUYECHUS JOCTYTIA.

K Tperbeli kaTeropum OTHOCSTCS 3aperucrpupoBaHHble moab3zoBatenu  MWCII/H,
OCYILECTBIISAIOLINE yJaneHHbI foctyn K IIJIlH mo nokanbHbIM W (WJIM) paclpeieleHHbIM
MH(OPMALIMOHHBIM CUCTEMAM.

JInio aToy kareropuu:

o0JrajjaeT BCEMH BO3MOKHOCTSIMH JIUI] IEPBOM M BTOPO KaTETOpHUi;

pacniosiaraer uHpopmarmeir o Tomosorun HWCII[lH Ha ©Oasze sokanbHOM U (WiIM)
pacnpeneneHHo MHPOPMAIMOHHON CHCTEMBI, Yepe3 KOTOPYIO OCYIIECTBISETCS AOCTYN, U O
cocraBe TexHnueckux cpeacts UCII/H;

UMEET BO3MOXKHOCTH MpPSIMOTO ((pHU3MUEcKoro) nocTymna K QparMeHTaM TEeXHHYECKHX
cpeacts UCII/IH.

K derBepToii Kateropuu OTHOCSTCS 3apeructpupoBaHHble mnonb3oBarenu WCIAH ¢
MIOJTHOMOYMSIMH aIMHUHHUCTpaTopa 6e3omacHocT cermenTa (pparmenta) UCIT/IH.

JInwo 3Toi kaTeropuu:

o0yajaeT BCEMH BO3MOKHOCTSIMH JIUILL ITPEIBIIYIINX KaTerOpHii;

oOnagaer nmosHoW nHpopMalrei 0 CHCTEMHOM U MIPUKIIATHOM MPOTPaMMHOM 00eCTIeUeHHH,
ucronb3zyeMoMm B cermenTte (pparmente) UCII/IH;

obnazaer moysiHOW MH(OpManuel 0 TEeXHUYECKHX CpeICTBaX M KOH(UIypaluu CerMeHTa
(¢pparmenTa) UCITH;

UMeeT JOCTYIl K CpEeACTBaM 3allluThl MH(OpPMAlMM M IPOTOKOJUPOBAHMS, a TaKkKe K
OTIENBHBIM JIEMEHTaM, UCTIOIb3yeMbIM B cermenTe (pparmente) UCII/H;

UMeeT JOCTYI KO BCeM TEXHHUYECKUM cpelicTBaM cermenTa (¢pparmenrta) UCII/H;

obnajaer npaBaMH KOH(MUI'YPUPOBAaHUS U aJMHUHUCTPATHBHOM HACTPOHMKH HEKOTOPOTO
MMOAMHO’KECTBA TEXHUYECKHUX cpeacTB cerMenTa ((pparmenta) UCIIT/IH.

K mnaroil kateropuu OTHOCSTCS 3apEerMCTPUPOBAHHBIE TMOJIH30BATENN C MOJIHOMOYMSIMHU
cucremHoro aagmuaucrparopa UCIT/IH.

JInwo aToy kareropuu:

001aaeT BCeMH BO3MOKHOCTSIMHU JIUI] ITPEIbITYIINX KaTeropuii;

o0namaer moHOM HH(pOPMaIel 0 CHCTEMHOM U MPUKJIAQJTHOM IPOTPAMMHOM 00ECTIeYeHUN
NCIIH;

oOnagaet nojaHoi uHpopMarme o TeXHHYeCcKuX cpencTBax u koHpurypauuu UCII/IH;

UMeEeT JIOCTyl KO BCEM TEXHHYECKMM CpeAcTBaM 00paOOTKM MH(POPMALUMU U JTaHHBIM
NCIIH;

oOnamaer mpaBaMH KOH(MUTYPHPOBAHUS W AAMHHUCTPATHBHOM HACTPOWKHM TEXHUYECKHX
cpeacts UCII/IH.
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CucTeMHBINH aIMUHUCTPATOP BBINOJIIHAET KOH(PUTYpUPOBAHNE U YIIPaBICHHUE MPOTrPaMMHBIM
obecnieuerneM (I10) u oGopynoBaHuem, BKIO4Yas 00OpyJOBaHUE, OTBEUaroliee 3a 0€30MacHOCTh
3alUIAeMOro O0OBEKTa: CpelCcTBa KpuUnTorpaduyeckoil 3amuThl MHGOpPMAlMK, MOHUTOPHHIA,
peructpanuu, apxupanuu, 3autel or HC/I.

K mectoii kaTteropum OTHOCATCS 3apErMCTPUPOBAHHBIE TOJIB30BATENN C MOJTHOMOYMSIMU
aaMuHucTparopa 6e3onacaoctu UCII/H.

JInio aroy kareropuu:

001aaeT BCeMH BO3MOKHOCTSIMHU JIUI] ITPEIbITYIINX KaTeropuii;

obmamaer momHo# nHpopmarmeit 06 UCITIH;

UMeeT JOCTYNl K CpEACTBaM 3aIlUThl HWH(POpPMAIMM U MPOTOKOJMPOBAHUS M K YacTH
KkiroueBbIX neMenToB UCIIH;

HE MMEeT IHpaB JOCTyla K KOHQUIYpUPOBAaHMIO TEXHMUYECKHMX CPEICTB CETH 3a
HCKIIIOYEHUEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX ).

AnMHUHHCTpaTOp 0E€30MaCHOCTH OTBEYAET 3a COONIOIEHUE MPAaBUI Pa3TPaHUYCHUs JIOCTYTIA,
32 TeHepalMi0 KIIYEeBBIX J3JEMEHTOB, CMEHy napojiell. AJIMHHHUCTpaTop 0e30macHOCTH
OCYILECTBIIAET AyAUT TEX K€ CPEICTB 3AILUTHI O0BEKTA, YTO U CUCTEMHBIN aIMUHUCTPATOP.

K cempMoil kaTeropum OTHOCATCA  MPOTrPAMMMCTBHI-pa3pabOTUUKKU  (TTOCTABILMKH)
MPUKIIAJHOTO MPOTPAMMHOI0 OOeCleYeHus: M JIMIA, 00EeCTeYHBAIOIIUE €r0 COMPOBOXKICHUE HA
3alUIaeMOM O00BEKTE.

JIuio sToi kaTeropuu:

oOnanaer umHpopmanuel 00 anropuTMax M mporpammax o0paboTKM HHPOpManuu Ha
NCIIH;

o0nagaeT BO3MOXKHOCTSMU BHECEHHUS OIIMOOK, HEICKIapUPOBAHHBIX BO3MOXKHOCTEH,
MIPOrpaMMHBIX 3aKJIaZIOK, BPEJAOHOCHBIX IporpaMM B mnporpammHoe oOecnedenue MCII[IH Ha
CTaJuM ee pa3pabOTKH, BHEAPEHUS U COIPOBOXKICHUS;

MOKET pacmoiarath J0ObIMH (parmeHTamu wuHpopmammu o Tonojoruu WCII[AH wu
TEXHUYECKUX cpesicTBax o0paboTku u 3amuThl [1/]H, oOpadaTeiBaembix B UCII/IH.

K BocbMmoOli kaTeropuum OTHOCATCS pa3pabOTUMKKM M JIMIA, OOECIEYMBAIOLINE IOCTaBKY,
COIIPOBOXKACHHUE U PEMOHT TexHU4eckux cpeacts Ha MCII/IH.

JInno sToit kareropuu:

o01ajjaeT BO3MOXKHOCTSIMHM BHECEHUS 3aK/Ia0K B TexHudyeckue cpenctsa MCII/IH Ha ctanuu
UX pa3pabOTKH, BHEAPEHUS U COIIPOBOXKICHUS;

MOJKET pacroiarath JObIMH (parmeHTamu uHpopmanuu o Tonongorun MCIIH u
TEXHUYECKUX CpelcTBaxX 00paboTky u 3ammthl nHGopmaruu B UCIT/H.

VYKka3aHHbIE KaT€rOpUM HApyIIUTEIEH IOJDKHBI YUUTBIBATHCS IIPU OLIEHKE BO3MOXKHOCTEH
peanuzauuu Y BIT/IH.

Hocurenem Bpe1OHOCHOI MporpaMMbl MOKET OBbITh anmapaTHBIN 3JIEMEHT KOMIbIOTEpa WU
MIpOrpaMMHBIN KOHTeWHep. Ecnu BpenoHOCHas mporpaMma HE acCOLUHUPYETCsl C KaKoH-In0o
IIPUKIJIATHOM MPOrpaMMOH, TO B KAYECTBE €€ HOCUTEIS paCCMaTPUBAIOTCSL:

OTUY)KJIa€MbIi ~ HOCUTEIb, TO  €CTh  JIUCKETA, ontuueckuii  auck  (CD-R,
CD-RW), pasu-naMarte, 0TUyKIaeMblii BUHUYECTED U T.11.;

BCTPOCHHBIE HOCHTENH WH(pOpMaNuu (BHHUYECTEPHI, MHUKPOCXEMBI OIEPATUBHOW MaMSTH,
IIPOLIECCOP, MHUKPOCXEMbl CHCTEMHOM IUIaThl, MHUKPOCXEMBI YCTPOWCTB, BCTpauBacMbIX B
CUCTEMHBIN OJIOK, — BHUJEOAJaNnTepa, CETEBOW IIIaThl, 3BYKOBOM IUIaThl, MOJEMa, YCTPOMCTB
BBO/1a/BbIBOJIA MarHMTHBIX KECTKUX
U ONTUYECKUX JUCKOB, OJIOKA TMUTaHUS U T.I., MHUKPOCXEMbl HPSIMOro JOCTyIa
K [IaMSTH, IIKUH Nepelayl JaHHbIX, IOPTOB BBOA/BBIBOJIA);
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MHUKPOCXEMBI BHEIITHIX YCTPOWCTB (MOHUTOPA, KIIABUATYPHI, IPUHTEPA, MOJIEMa, CKaHepa U
T.IL).

Ecnmu BpenoHocHas mporpaMma acConUUpPyeTCs ¢ KaKOW-ITH00 MPUKIIAIHOW POTPaMMOii, ¢
¢aiinamMy, MMEIOUIMMHU OIPEICIICHHBIE PACHIMPEHUS WIM HHBIE aTPUOYTHI, C COOOIICHUSAMH,
nepeaBaeMbIMH IO CETH, TO €€ HOCUTEIISIMU SIBJISIOTCS:

MaKeThl IepeIaBaeMbIX 110 KOMITBIOTEPHOMN CETH COOOIICHHIA;

(aiinel (TEKCTOBBIE, rpaduIecKue, UCTIOIHAEMBIC U T.JI.).

5.2. O6mas xapakTepuCTHKA YA3BUMOCTeH HH(POPMAIIMOHHOMH CHCTEeMBbI NEPCOHAIBHBIX
AAHHBIX

VYs13BUMOCTh HH(OPMALIMOHHON CUCTEMBI TIEPCOHANTBHBIX TAHHBIX — HEIOCTATOK WJIH cllaboe
MECTO B CHCTEMHOM WJIM MPHUKIAJHOM MPOrpaMMHOM (IIpOrpaMMHO-aIapaTHoOM) o0ecledeHuH
ABTOMATU3UPOBAHHONW HH(OPMAIIMOHHONW CHUCTEMBI, KOTOpblE MOTYT OBITH HCIIOJNIB30BAaHbI IS
peanusanyy yrpo3bl 0€30MacHOCTH MEPCOHATIBHBIX 1aHHBIM.

[IprurHaMy BO3HUKHOBEHUS YSI3BUMOCTEHN SIBISIOTCS:

OLIMOKY MpU MPOEKTUPOBAHUU M pa3paboOTKe MPOrpaMMHOrO (IIpOrpaMMHO-aIapaTHOIO)
obOecreyeHus;

NpeJHAMEPEHHbIE JEeHCTBUS 10 BHECEHMIO YSI3BUMOCTEH B XOJ€ NPOCKTUPOBAHUS H
pa3paboTKu MPOrpaMMHOTO (IIPOrPaMMHO-AMIAPATHOT0) OOECTICUCHUS;

HEMpaBWIbHbIE HACTPOWKH MPOTPAMMHOIO 0OECHedYeHHs, HEmpaBOMEpPHOE HU3MEHEHUe
PEXUMOB pabOThl yCTPOMUCTB U IPOrPaMM;

HECAHKIIMOHMPOBAHHOE BHEIPEHHWE W  HUCIHOJB30BAHWE HEYUYTCHHBIX MPOTPaMM  C
MOCTIeIyIOIUM HEOOOCHOBAaHHBIM PAcXOJOBaHMEM pECypcoB (3arpys3ka IpoLeccopa, 3axBar
OTIepATUBHOM MaMSTH U MAMSITH HA BHEITHUX HOCUTEIISIX);

BHEJPEHHE BPEIOHOCHBIX MPOrpaMM, CO3JAOLIMX YSI3BUMOCTH B TMPOTPAMMHOM U
MIPOrpaMMHO-aMNIMapaTHOM 00ECIEUEHUN;

HECAaHKLUMOHHPOBAaHHbIE HEYMBIIUJICHHbIE JCHCTBHUS IOJIb30BATENECH, MNPUBOAALINE K
BO3HMKHOBEHUIO YSI3BUMOCTEH;

cobon B paboTe ammapaTHOTO M TpPOrpaMMHOrO obecredeHus (BbI3BaHHBIE COOSMHU B
ANEKTPONUTAHUH, BBIXOJIOM U3 CTPOS alMapaTHBIX SJIEMEHTOB B Pe3yJIbTaTe CTAPCHUS M CHIKCHUS
HAJI)KHOCTH, BHEIIHUMHU BO3JCUCTBUSMHU SJICKTPOMATHUTHBIX MOJEH TEXHUYECKUX YCTPOWUCTB H
Jp.).

Knaccuduxamnms ochoBHbIX ys3sumocteit CITIH npuBenena Ha pucyHke 4.

Knaccudukanus ys3BuMocTei
MPOrPaMMHOTO OOecTieueHus

ITo tumy 110 Ilo 3Tamy >KU3HEHHOTO ITo npuuune ITo xapaxrepy
LUKJIA IPOrPaMMHOTO BO3HUKHOBEHHUS MOCJIEACTBUN OT
obecrieueHHs, Ha KOTOPOM YA3BUMOCTH peanu3anuu aTaxk
BO3HHUKAET YSA3BUMOCTH
Cucremuoe [10
V3BUMOCTH, HenocraTku Vs3BuUMOCTH,
P BosHMKaromue Ha P MeXaHU3MOB HCIIOJIBb3yEMBIE ISt
HpI/IKHaI[Hoe Jramne ayTeHTI/I(I)I/IKaL[I/II/I NEPEOJIHEHUA
HPOrpaMMHOC MIPOCKTUPOBAHMS Oydepa
obecrieueHue IIPOrPaMMHOTO [—
obecrieueHust 3aIHUTH yIETHBIX Vassumoctu,
poATRATH P sanmceit — HCIIONIB3yeMbIe JUTs
HPOrPAMMHOTO noa0opa mapost WiIn
»| obecnicucHus Hamnuane HeHTH{EKaTOp
dymxrii,
HMHCTaJUISAINN 1 M MO3BOISAIOIIHX |
rarme e e VI3BUMOCTH.
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Pucynok 4. Knaccudukamus ysi3BUMOCTEH MPOTPAMMHOTO 00€CTICUCHHS
Hwxe npencraBneHa oOmias XapakTepUCTHKAa OCHOBHBIX rpynn yszBumocteil WCIIH,
BKJIFOYAOLINX:
ySI3BUMOCTH CUCTEMHOTO IIPOrPaMMHOr0 obecreyeHus (B TOM YHCIIE MIPOTOKOJIOB CETEBOTO
B3aUMOJICHCTBUA);
YSI3BUMOCTH TMPHUKIIAAHOTO MPOrpaMMHOTO obOecreueHust (B TOM 4YHCJE CPEJCTB 3allHUTHI
nH(popManun).

5.2.1. O0masi xapakTepucTHKA YA3BUMOCTEH CHCTEMHOI0 MIPOrPaMMHOI0 o0ecredeHust

VYA3BUMOCTH CHCTEMHOTO IPOrpaMMHOro oOecredeHHss HEoOXOJMMO paccMaTpuBaTh C
MIPUBSI3KON K apXUTEKTYpPE MOCTPOCHUS BBIYUCIUTEIBHBIX CUCTEM.

IIpu 5TOM BO3MOXKHBI YSI3BUMOCTH:

B MUKpoIporpammax, B npommuskax [13VY, III13V;

B CpEICTBaxX ONEPALIOHHON CUCTEMBbI, NPEIHA3HAYEHHBIX AJIS YNPaBJIECHUS JIOKaIbHBIMU
pecypcamu HCIIIH (oOecrmeunBaromux BBHIMOJHEHWE (YHKIHMHA YIPaABICHUS MPOIECcCaMH,
MaMsAThIO, YCTPOMCTBaMU BBOJA/BBIBOJA, HMHTEp(delicoM C moibp3oBaTeileM W T.I1.), JpaiBepax,
YTUJINTAX;

B CpeICTBaX  ONEpPAlMOHHOW  CUCTEMbI, IPEJAHA3HAYEHHBIX U1  BBIIOJIHEHUS
BCIIOMOTATeNbHBIX (DYHKIMHA, — yTHINTaX (apXUBUPOBAHUS, Ae(parMeHTaluu U Ap.), CUCTEMHBIX
oOpabaTeiBatouX MporpaMmax (KOMIIIATOpPaX, KOMIIOHOBIIMKAaX, OTJIaAuyuKax © T.IL.),
MporpaMMax MpeJOCTaBICHUS MOJIb30BATENI0 JOMOIHUTEIbHBIX YCIYT (ClEeNHaIbHBbIX BapHUaHTax
uHTEepdeiica, KaabKyIsATOpax, Urpax W T.I.), OMONMOTEKax MPOUELYp pPa3IUYHOTO Ha3HAYCHUS
(OubmmoTexax MaTeMaTH4eCKUX (PyHKIMH, GyHKIIMIA BBOIA/BBIBOA U T.11.);

B CpE/ICTBaX KOMMYHHUKAIIMOHHOT'O B3aMMOJAEUCTBUS (CETEBBIX CPEACTBAX) ONEPALMOHHON

CUCTEMBI.

Va3BUMOCTH B MHUKpPOIIpOTpaMMax M B CpPEACTBaX  ONEPAUMOHHOM  CUCTEMBI,
MpeAHa3HaYEHHBIX U YTIPaBICHUS JOKATHHBIMH PECYpCaMU M BCTIOMOTATEIbHBIMU (DYHKIIMSIMH,
MOTYT MPEACTABIATH COOO:

GyHKIMU, TPOIEAYyPhl, HW3MEHEHUE TapaMeTPOB KOTOPBIX OIpPEACICHHBIM 00pa3omM
MO3BOJISIET HCIIOJIb30BAaTh WX JJII HECAHKIHMOHHUPOBAHHOTO JOCTyma 0e3 OOHapyXeHHs TaKuX
W3MEHEHUN ONEPAllMOHHOW CHCTEMOM;

(bparMeHTHl KOZa TmporpamMMm  («IbIpbD», «JIIOKH»), BBEIEHHBIE Pa3pabOTUHKOM,
MTO3BOJISTFOIIAE O0OXOIUTH MPOIEAYPHl UACHTH(DHUKAINY, ayTCHTH()HUKAINH, POBEPKH IIEITOCTHOCTH
u ap.;
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OTCYTCTBHE HEOOXOJWMBIX CPEICTB 3alIUTHI (ayTeHTU(UKAIIUHM, TMPOBEPKU IEIOCTHOCTH,
npoBepku (OpMATOB COOOIICHUH, OJOKMPOBAHUS HECAHKIMOHUPOBAHHO MOAUDUIIMPOBAHHBIX
GYHKIMN ¥ T.11.);

omuOKH B mporpammax (B OOBSBICHHH INEPEMEHHBIX, (QYHKIMA W TPOIEIyp, B KOJax
porpamMm), KOTOpbIE NPU ONPEACICHHBIX YCIOBHIX (HampuMep, NMPU BBITIOJHEHUU JOTHYECKUX
MEePeX0I0B) MPUBOAAT K cOOSIM, B TOM 4YHCJIE K COO0sSM (DYHKIIMOHHUPOBAHUS CPEICTB U CHUCTEM
3alIUTHl HHPOPMAIIHH.

VYS3BUMOCTH TMIPOTOKOJIOB CETEBOTO B3aMMOJICHCTBHUSI CBSI3aHBI C OCOOEHHOCTAMH HX
MIPOTPaMMHOM peai3aiuid U OOYCJIOBIICHBI OTPAaHWYCHUSIMH Ha pa3Mephl MpHMEHsSeMoro Oydepa,
HEJIOCTaTKaMU TIPOIEYPhl ayTCHTH()UKAIIMK, OTCYTCTBHEM IPOBEPOK MPABHIBHOCTH CITy)KEOHOM
nHopmammu u np. Kparkas xapakTepuCTHKa 3THUX YSA3BUMOCTEH MPUMEHHTENBHO K IMPOTOKOJIAM
NpUBEICHA B TA0JHIIE 2.

Tabnuna 2

VYS3BUMOCTH OTAETBHBIX IPOTOKOJIOB cTeka mpotokosioB TCP/IP,
Ha 0a3e KOTOpOro (pyHKIMOHUPYIOT I1100aIbHbBIE CETH OOIIETO MOJIb30BaAHMS

HaumenoBanue | YpoBeHb HaumenoBanue CoaeprxaHue HapyLIeHUS
NPOTOKO.JIA CTeKa (xapakTepucTHKA) Oe3onmacHocTy HHGoOpManun
NPOTOKOJIOB YA3BMMOCTH
FTP (File [TpuknagHoii | 1. Ayrentudukanus Ha 6a3e | BO3MOKHOCTB iepexBarta JIaHH
Transfer Protocol) |, mpencTaBu- | OTKPHITOro TEKCTa (MApOJIH BIX YYETHOU 3amucH (MMEH
— IPOTOKOJI TEJbHBIH, IIEPEChUIAIOTCSA B 3aperucTpUpOBAHHBIX
nepenayu (paityioB | ceaHCOBBI | He3amU(DPOBAHHOM BUJIEC) MOJIb30BaTeNeH, maposei).
10 CETH 2. Jloctyn Mo yMoI4aHUIO [Tonydyenue yaaneHHOTO JOCTY
3. Hanuuue ByX OTKPBITBIX | Ma K XOCTaM
IIOPTOB
telnet — mpotoxoin | [IpuknagHoii | Ayrentudukanus Ha 6aze Bo3moskHOCTB TIepexBaTa JaHH
YIpaBIICHUS , TIPEJICTaBU- | OTKPBHITOTrO TEKCTA (TapoJIu BIX
yAaJIE€HHBIM TEJbHBIH, IIEPECHUIAIOTCA B YYETHOM 3alucH NO0JIb30BaTelN
TEPMUHAJIOM CEaHCOBBIN | He3amM(pPOBAHHOM BHUJIEC) A1,
[Tomyuenue ynaneHHOro J0CTy
na K XocTam
UDP — npotokon | Tpauncnopt- | OTCyTCTBUE MEXaHU3MA Bo3MoxkHOCTB peann3anuu
repelavyn JaHHbIX | HbII npenoTBpamenus neperpy3oxk | UDP-mropMa.
0€3 yCTaHOBJICHHS Ooydepa B pesynbsTaTe oOMeHa
COEIUHEHUS akeTaMu IPOUCXOAUT
CYILIECTBEHHOE CHU)KEHHE
MIPOU3BOAUTEIBHOCTH CEpBEpA
ARP — npotokon |CereBoit AyTtenTudukanus Ha 0aze Bo3MoxxHOCTB IepexBara
npeoOpa3oBaHus OTKPBITOI'O TEKCTA Tpaduka noap3oBaTess
[P-agpeca B (uH(OpMaIHs IepechIIaeTCs B | 31I0yMBIIIIIEHHUKOM
buzmvecKuit He3amu(ppoBaHHOM BH/IC)
aapec
RIP —npotokon | Tpancnopr- |OtcyTcTBUe ayTeHTU(UKAMKE | BO3MOXXHOCTB NepeHarnpaBieH
MapHIpyTHOM HBII YOPaBISAIOMUX coo0IeHnii 00 | us Tpaduka yepe3 XocT
uH(popManuu W3MEHEHUU MaplIpyTa 3JI0YMBIILICHHUKA
TCP — nporokon | Tpancnopr- | OTCyTCTBHE MEXaHU3MA CyllleCTBEHHOE CHUKEHHUE
YIpaBJICHUS HBIN IPOBEPKU KOPPEKTHOCTH CKOPOCTH OOMEHa U Jjaxke
nepeaaden 3aIOJIHEHHS CITYKEOHBIX IIOJIHBIN Pa3pbIB
3aroJI0BKOB IMAaKeTa MIPOU3BOJIBHBIX COETMHEHUI
1o nportokoay TCP
DNS — mporokon | [Ipuknagnoit | OTCyTCTBHE CPECTB danbcudukanys oTeeTa
YCTaHOBJICHUS , IPEJICTaBU- | IPOBEPKU ayTEHTU(DUKALIUU DNS-cepsepa
COOTBETCTBUS TEJIbHBIM, MOJIYYEHHBIX JaHHBIX OT
MHEMOHHUYECKUX |CEaHCOBBIM | HMCTOYHUKA
HMEH U CETEBbIX
aJipecoB
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IGMP — CereBoil OtcyTcTBHe ayTeHTU(UKAIUU | 3aBUCAaHUE CUCTEM

MIPOTOKOI cooO01eHuit 00 U3MEHEHU N Win 9x/NT/200

nepeaadn napameTpoB MapuIpyTa

coO0O1IeHHI 0

MapIIpyTU3aIuU

SMTP — [Ipuknagnoit | OTCyTCTBHE MOAACPKKI Bo3M0OKHOCTE oA IBIBAHUS

MIPOTOKOI , TIPe/ICTaBU- | ay TEHTU(UKALIUU 3aTOJIOBKOB | COOOIIEHUH 3TIEKTPOHHOM

oOecrieueHus TENbHBIH, COOOIIIEeHU MOYTHI, a TAKXKE ajpeca

CepBHCa JIOCTABKH | CEAHCOBBIN OTMPABUTEIISI COOOIICHUS

COOOIIIEHHH 10

3JIEKTPOHHOU

moure

SNMP — [puknannoit | OTcyTCTBHE MOAAEPKKU Bo03M0XHOCTB IEpenoIHEHNS

MIPOTOKOJ , TIPEJICTaBU- | ayTCHTU(UKAIIUY 3arOJIOBKOB | IPOMYCKHON CIIOCOOHOCTH

yIpaBIeHUS TENbHBIH, COOOIIEeHUH ceTn

MapIIpyTU3aTopa |CeaHCOBBIN

MH B CETSIX

Jlnst cucteMaTu3ali OMMCAHUST MHOXKECTBA YS3BUMOCTEH HCIIOJIb3yeTCs enuHas 0asa

JAHHBIX ySA3BUMOCTEHN CVE (Common Vulnerabilities and Exposures),

B pa3pabOTKe KOTOPOil NPUHUMAIH Y4YacTHE CIEIMATHUCThl MHOTHX H3BECTHBIX KOMIIAHHH W
opranmzanuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT,
Carnegie Mellon University, uactutyT SANS u T.1. OTa 60a3a JaHHBIX MTOCTOSHHO MOTOIHICTCS U
UCTOJB3yeTcs pu GOPMUPOBAHUM 0a3 JaHHBIX MHOT'OYHMCIICHHBIX MPOTPAMMHBIX CPEJICTB aHAJIN3a
3aIUIICHHOCTH |, TIPEKIC BCETO, CETEBBIX CKAHEPOB.

5.2.2. O0mas XxapakTepuCTHKA YA3BMMOCTeH NPUKJIAIHOT0 NPOrpaMMHOI0 odecrnevyeHust

K mnpuxknanHomy nporpaMMHOMY OOECHEYEHHIO OTHOCSTCS MPUKIAAHBIE IPOTrpamMMbl
00I11er0 NOJIb30BAHUS U CHIEIUATIbHBIE PUKIIAJHBIC IPOTrPAMMBI.

[IpuknagHbie POrpaMMBI OOIIETO TOJB30BAaHUS — TEKCTOBBIE M Tpa@UUECKUe PEIaKTOPEHI,
MeAMa-nmporpaMMel  (ayuo- W BHUAEONPOUTPBIBATENH, IPOTPaMMHBIE CpEACTBA IpHEMa
TEJIEBU3MOHHBIX NpPOrpaMM M T.I.), CHCTEMbl YyIpaBlieHus 0a3aMM JaHHBIX, IPOrpaMMHBIE
m1aTGOpMBbI 00IIETr0 MOJIB30BAHUS TSl pa3padOTKU MPOrpaMMHBIX MpoaykToB (Tuma Delphi, Visual
Basic), cpenctsa 3amuTsl ”HGOPMAITUU OOIIETO ITOJIB30BAHUS U T.II.

CrnenuanbHble MPUKIIAJHBIE MPOTPaMMBl — 3TO MPOrpaMMbl, KOTOpbIe pa3pabaThIBalOTCS B
MHTEpecax pelIeHUs] KOHKPETHBIX NpuKiIagHbix 3amad B agaHHod UCII[An (B Tom uyucne
IIpOrpaMMHBIE CPECTBA 3aLIUTHI HH(pOpMALMH, pa3paboTanHble A KoHKpeTHOH UCII/IH).

VY A3BUMOCTH IPUKIIAHOTO TPOrPAaMMHOI0 00ECIIEUEHUsI MOTYT MPEACTABIATH COOOM:

GyHKIMH M TpOLEAypbl, OTHOCALIMECS K Ppa3HbIM MNPUKIAJAHBIM  IpOorpamMMaM
¥ HECOBMECTUMBIC MEXIy co00i (He (QYHKIMOHHPYIOIIME B OJHOW OTEPAIMOHHON Cpeie) u3-3a
KOH(UINKTOB, CBA3aHHBIX C PACIIPE/ICIIEHUEM PECYPCOB CUCTEMBI;

GyHKIMH, TpOUEAYpHl, H3MEHEHHE ONpEIeNICHHBIM 00pa3oM IapaMeTpoB KOTOPBIX
MO3BOJISIET MCMOJb30BaTh MX JUIsl MPOHUKHOBEHUS B onepainuoHHyio cpeay MCIIJIH u BbI3oBa
IITaTHBIX (DYHKIMHA ONEpPAIMOHHON CHCTEMBI, BBITOJHEHHS HECAaHKIIMOHHPOBAHHOTO JOCTyma 0e3
oOHapy KeHHsI TAKUX U3MEHEHHUH ONepallnOHHON CUCTEMOI;

¢dbparMeHTHl KozIa TmporpamMM  («IOBIPBDY,  «IIOKH»), BBEICHHBIE pPa3pabOTUYUKOM,
MO3BOJIAIOIINE 00XOANUTH MPOLEAYPbl UACHTHU(PUKALNY, ayTeHTU(DUKAIMH, TPOBEPKH LEIOCTHOCTU
U Ap., IPEeAyCMOTPEHHBIE B ONIEPALIUOHHOIN CHCTEME;

OTCYTCTBUE HEOOXOAMMBIX CPEICTB 3alIUThI (ayTeHTU(UKALUH, MPOBEPKU LEIOCTHOCTH,
npoBepku (OpPMATOB COOOIICHUH, OJOKMPOBAHUS HECAHKIIMOHUPOBAHHO MOAUDUIIMPOBAHHBIX
GbyHKIUH U T.11.);

omunOKH B mporpamMmax (B OOBSBICHHHM TEPEMEHHBIX, (QYHKIMA W TpOIenyp, B KoJax
porpamMm), KOTOpbIEe IpPU ONPEAENCHHBIX YCIOBHUAX (HampuMmep, NMPU BBHINOIHEHUU JOTMYECKUX
MIEPEXO0/I0B) MPUBOJAT K COOSM, B TOM uucie K cO0siM (PyHKUMOHHPOBAHUS CPENCTB U CHUCTEM
3alUThl HH(POPMAIMH, K BO3MOXXHOCTH HECAHKIIMOHUPOBAHHOTO AOCTyIa K HH(OPMAIIHH.

JlanHble 00 ysA3BUMOCTAX pa3padaThIBAEMOIO0 M PaCHpOCTPAHIEMOIO0 Ha KOMMEPYECKOU
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OCHOBE MPHUKJIATHOTO MTPOTPAMMHOTO 00ECTICUCHHSI COOMPAIOTCS, 0000IIAIOTCS U aHATH3UPYIOTCS B
0ase JaHHBIX CVE'

5.3. O0masi XapaKTepUCTHKA YIPO3 HENMOCPEACTBEHHOI'0 JOCTYIA
B ONlePallMOHHYI0 cpeay HHGOPMAIMOHHOH CHCTEMBbI MEPCOHAJBHBIX JAHHBIX

Yrpo3el goctyna (IPOHUKHOBEHMS])) B  ONEPALlMOHHYIO Cpely KOMIIbIOTepa U
HECaHKLMOHMPOBaHHOTO foctyna K [IJ[H cBsA3aHbl ¢ 1oCTynoM:

K wHpOpMammu M KOMaHIaM, XpaHsmmMcs B 0Oa3oBoil cucteme BBoAa/BeiBoma (BIOS)
HUCIIJIH, ¢ BO3MOXHOCTBIO II€pEXBaTa YIPaBICHHUA 3arpy3KOd OINEPAallMOHHON CHCTEMBI H
IIOJIyYEHHUEM ITPaB JOBEPEHHOIO MT0JIb30BATENS;

B OIEPALIMOHHYIO CPely, TO €CTh B cpeay (yHKIMOHMPOBAHUS JIOKAIBHOM ONeparmoHHON
cucteMbl oTAenbHOro TexHuueckoro cpeactBa HWMCIIIH ¢ BO3MOXHOCTBIO  BBITIOJHEHUS
HECaHKLIMOHMPOBAHHOTO TOCTyIIA IIyTE€M BBI30Ba IITATHBIX IPOIPaMM OINEPALMOHHON CUCTEMBI WIH
3aIycKa CHeualbHO pa3pad0TaHHBIX MPOTrpaMM, pealu3yoluX TaK1ue JeHCTBUS;

B cpely (DyHKIMOHMPOBAHUS MPUKIAJHBIX HPOrpaMM (Hampumep, K JIOKAJIbHOW CHUCTEMeE
yIpaBiieHUs1 0a3aMu TaHHBIX );

HENOCPEICTBEHHO K HH(OpManuu mnoib3oBarens (K Qaiinam, TEKCTOBOH, ayaumo- H
rpadudeckoil mHGOpMAIH, TOJSAM H 3alHCAM B DJIEKTPOHHBIX 0a3aX JaHHBIX) W OOYCIIOBIICHBI
BO3MOXXHOCTBIO HapylICHUs €€ KOH(PHUAESHIIMATBHOCTH, LIEJIOCTHOCTU M JOCTYTTHOCTH.

OTH yrpo3sl MOTYT OBITh peaNn30BaHbl B CiIydae MONy4YeHHS (PU3MUYECKOro JOCTyma K
NCII= WJIN, o KpalHeu Mepe, K cpeacrsam BBOJIA uH(popManuu
B UCII/JIH. IX MOXHO 00BbEIMHUTH MO YCIOBUAM peaiu3alii Ha TPU FPYIIIbL.

IlepBas rpynmna BKJIO4aeT B ce0sl yrpo3bl, peau3yeMble B XOJ€ 3arpy3Kd ONepaluOHHOM
CUCTEMBI. DJTH Yrpo3bl 0€30MacHOCTH HMH(POpPMAIMU HamNpaBieHbl Ha IEpexBaT Mapojell wuium
UACHTU(DUKATOPOB, MOAU(PUKALNIO TPOrPaMMHOI0 obecriedeHns: 6a30BOi cUCTEMbI BBOJA/BBIBOAA
(BIOS), mepexBaT ympaBieHUs 3arpy3Kod C HW3MEHEHHEM HEOOXOIUMOW TEXHOJIOTHYECKOU
uHpopmauuu s nonydenus HCJI B onepaunonnyto cpexy MCIIAH. Yamie Bcero takue yrpossl
peanu3yroTcs ¢ UCIOJIb30BaHUEM OTUYXKIaEMbIX HOCUTENEH HH(DOpMAIUH.

Bropas rpymnmna — yrpo3sl, peaausyemble 0CIIE 3arpy3KH ONEPalnOHHON CPelbl HE3aBUCUMO
OT TOr0, Kakasl IpUKJIagHas IporpaMMa 3aIlyCKaeTcsl M0Jb30BaTeleM. DTH YIpo3bl, KaKk MpPaBUIo,
HalpaBJICHbl Ha BBINOJIHEHUE HEMOCPEICTBEHHO HECAHKLIMOHUPOBAHHOIO JIOCTYNA K UH(OPMAIIHH.
[Ipn momydeHMH nOCTyna B OINEPALlMOHHYIO Cpely HapyLIUTEIb MOXET BOCIOJIB30BAaThCS Kak
CTaHJAPTHBIMU (PYHKLHUSAMHU OINEPALMOHHOW CUCTEMbI MM KaKOW-IMOO MPUKIAJAHOM NporpaMmbl
o0IIero mojb30BaHUs (HANpUMeEp, CUCTEMBbl YIpaBieHHs 0a3aMU JaHHBIX), TaK M CIEIHUAIBHO
CO3/IaHHBIMHU IS BBIITOJIHEHUSI HECAHKIIMOHUPOBAHHOI'O AOCTYIIA IPOrpaMMaMH, HaIIpUMED:

porpaMMaMy IPOCMOTpa U MOJIU(PUKAIIIH PEECTPA;

IIporpaMMaMy IOMCKAa TEKCTOB B TEKCTOBBIX (aiiax IO KIIOYEBBIM CIIOBaM M
KOIIMPOBAHU;

CrelMalbHBIMU IPOrpaMMaMH IIPOCMOTpPa U KOMMMPOBaHUS 3anKcell B 0a3ax JaHHBIX;

nporpaMMaMu OBICTPOTO MpOocMOTpa rpadudeckux (ainoB, UX peJaKTHUPOBAHUS WIH
KOIIMPOBAHUS;

IporpaMMaMy TOAJCPKKH BO3MOXKHOCTEH pPEKOH(PUTypal MPOTPaMMHOU  CpeJibl
(mactpotiku UCII/IH B nHTEpEecax HApYIIUTEINS) U Jp.

Haxkownern, TpeTbs rpymnna BKIIOYaeT B ce0s yrpo3bl, pealu3anusi KOTOPBIX ONpeAeseTCs
TeM, Kakasl U3 MPUKIAJAHBIX IPOTrpaMM 3aIlyCKaeTcsl MOJIb30BaTesIeM, UM (PaKTOM 3amycka Jiro0on
13 NMPUKIAAHBIX Mporpamm. boiblias 4acTh TaKUX yrpo3 — 3TO YIpO3bl BHEAPEHUS BPEAOHOCHBIX
IIPOrPaMM.

5.4. O0masi XapakTepuCTHKA YIPo3 0€30M1aCHOCTH NMEePCOHAIbHBIX JaAHHBIX, Peajin3yeMbIX ¢
HCMO0JIb30BAHNEM MPOTOKOJI0B MEKCETEBOr0 B3aUMO/1eiiCTBUS

1 . o .
Benercs 3apyoexnoii pupmoit CERT Ha koMMepueckoii ocCHOBe
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Ecmm UCIT/In peanmm3oBana Ha 0a3e JIOKAJBbHOW WIIM paclpeieleHHOW MHPOPMAMOHHOM
CHCTEMBI, TO B HEW MOTyT OBITh peaqn30BaHbl yrpo3bl 0€30MacHOCTH HH(MOpMALUU IyTeM
WCTIOJIB30BAaHUS MPOTOKOJIIOB MEXKCETEBOIO B3aMMOACUCTBUS. [Ipm 3TOM MOXKET oOecreynBaThCs
HCJH x I1IH nim peanu3oBbIBaThCS yrpo3a OTKaza B 00cayxkuBaHUi. OCOOEHHO ONAacHbI YIpo3bl,
korna MCII/In npeacraBisger coOoil  pacnpenefeHHYl0  HMH()OPMAlMOHHYIO  CHUCTEMY,
MOJKIIOYEHHYI0O K CeTsAM OOINero TOJb30BaHUS W (MJIM) CEeTAM  MEXIyHapOJHOTO
uH(popMmanmonHoro oomMeHa. KiaccudukannonHast cxema yrpos, peajin3yeMbIX 110 CEeTH, IIPUBEICHA
Ha pHCYHKe 5. B ee OCHOBY NOJIO’KEHO CeMb CIICIYIOUIMX MEPBUYHBIX MPU3HAKOB KIACCHU(PHUKALIIH.

1. Xapakrep yrpossl. [lo 3ToMy mpu3HaKy yrpo3bl MOTYT OBITh TIACCHBHBIC W aKTHBHEIE.
[TaccuBHas yrpos3a — 3TO yrposa, IpH pealu3aliil KOTOPOH HE OKa3bIBaeTCs HEMOCPEICTBEHHOE
BiusiHue Ha padoty VCIIJIH, HO MOTyT OBITh HapyIllIEHbl YCTAHOBJICHHBIE MpaBUila pa3rpaHUYCHUS
nocryna K IIJIH mnmm cereBbIM pecypcam. lIpumepom Takux yrpo3 sIBISETCS yrpo3a «AHamn3
ceTeBoro Tpaduka», HalpaBJICHHAS Ha MPOCIYIINBAaHUE KAHAJIOB CBSI3M U MEpeXBaT IeperaBacMon

nH(pOpMaLIUH.
AKTHBHasl yrpo3a — 3TO Yrposa, cBsizaHHas ¢ BoszzieiictBuem Ha pecypcel UCII/IH, npu
peann3zanuu KOTOpOM OKa3bIBAECTCs HEINOCPEACTBEHHOE BIIUSTHUE

Ha paborTy cucCTeMbl (M3MEHEHHE KOH(HTrypamuu, HapylleHHe pPabOTOCIOCOOHOCTH
U T.1.), U C HApYLUIEHHEM YCTAHOBJICHHBIX MpPaBWJ pa3rpaHudeHus pocrtyna K I1J[H mnm cereBbIM
pecypcam. [IpumepoMm Takux yrpo3s siBisiercs yrpo3a «OTka3 B 00CITyKHBaHUWY, peannzyemasi Kak
«mrtopM TCP-3arpocos».

2. Uenp peanuzauuu yrpossl. [lo 3ToMy npu3Haky yrpo3sl MOTYT OBITh HallpaBJIEHBI Ha
HapylleHHne KOH()HIECHIMAIbHOCTH, LEJIOCTHOCTH U JOCTYNHOCTH HH(pOpMaIMy (B TOM YHUCIIE Ha
HapyueHue padotocrnocodHoctu UCII/IH unu ee 31eMeHTOB).

3. YcnoBue Haydana OCYIIECTBJICHHUS Mpoliecca peanu3auuu yrpossl. Ilo sTomy mpusHaky
MOJKET pealn30BbIBATHCS yIpo3a:

[0 3ampocy OT OOBEKTa, OTHOCHUTENILHO KOTOPOTO peaau3yercs yrpoza. B stom ciyuae
HapyIIUTeNIb OXUIAeT IepeJadd 3ampoca ONPEAEICHHOr0 THIA, KOTOPbIM M OyAeT ycloBHEM
Hayaja OCYIIECTBIECHUS HECAHKLIMOHUPOBAHHOI'O 10CTYIIa;



KJIaCCI/I(I)I/IKaLII/ISI yrpos 0€e301acHOCTH I/IH(1)OpMaI_II/II/I, pealIn3yEeMbIX C HUCIIOJIB30BAHUEM ITPOTOKOJIOB MEKCETEBOI'O

BSaHMOHeﬁCTBHH B aBTOMAaTU3UPOBAHHBIX CUCTCMAX

Ilo nanuuuro obpammoil

Ilo Pacnoioxdceruro cy6'bekma

OECIOCTHOCTH I/IH(bOpMaHI/II/I

OXKHNJJaeMoro COOBITHSI B

Lo xapaxmepy Ilo yenu 6o30eticmaus Io ycnosuio navana npoyecca cessu ¢ UCIITn amaru omnocumenvio UCITTn
8030eticmsus peanuzayuu yepo3ul
-------------------- ! r“'“““““i““““"‘ e e e T e
! Y : L |
! 1
[TaccuBHbIE ! VYrpo3sl ¢ HapylIeHuEM Vrposbl, peanu3yeMmble MO i C 06paTHOT CBS3BIO ! i BHyTpUCErMEHTHbIE :
: KOH(UICHIIHATEHOCTH sanpocy ot UCI1x ' ' :
1 1
: uH(opMaLH I . i 1+ | MeKcerMeHTHBIE !
AKTHBHBIE | ' | bes obparHoii cBsi3u P !
| ' | (omHOHATIpaBJeHHASA ' !
I Yrposel, peanusyeMsle ! o !
____________________ : VYTpossl ¢ HapyIICHHEM o HACTYTUJICHUIO : aTaKa) : : :
1
: !
1

WCTI/In

YTpo3sl ¢ HapyImeHHeM
JOCTYIIHOCTH HH(MOPMAINI

YTrpo3bl ¢ KOMIIEKCHBIM
BO3/ICHCTBHEM Ha
HHOOPMALHIO

besycnoBHbie
BO3JICUCTBUS

Ilo coomnowenuio koauvecmea
Hapywumenetl u X0cmos,
OMHOCUMENLHO KOMOPBIX

peanuzyiomcs y2posul

Io ypoenio smanonuot mooenu
63aUMOO€LCMEUS OMKPLINBIX CUCHEM

VYrposa "OauH Ko
MHOTUM"

Pacnpenenennsie

1
|
1
(CKOOpPAMHUPOBAHHBIC) YTPO3bI '
1
1
1
1
1

VYrpo3sl Ha GU3NIECKOM YPOBHE

Yrpo3sl Ha KaHATEHOM YPOBHE

Yrpo3sl HAa CETEBOM YPOBHE

VYTrpo3bl Ha TPAHCTIOPTHOM YPOBHE

VYTpo3bl Ha CEaHCOBOM yPOBHE

YTpo3bl Ha IPEACTaBUTEIHLHOM YPOBHE

YTpo3bl Ha IPUKIIATHOM YPOBHE

PI/ICYHOK 5. KHaCCI/I(i)I/IKaL[I/IOHHaH CXEMa yIrpo3 € UCIIOJIb30BAaHUEM IIPOTOKOJIOB MEKCECTEBOI'O B3aUMOICUCTBUS

43
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10 HACTYIJICHUIO 0’KMJIA€MOTr0 COOBITHS Ha 00BEKTE, OTHOCUTEIBHO KOTOPOIO peannu3yercs
yrpoza. B 3ToM ciydyae HapyIIUTeNlb OCYILECTBIISICT MOCTOSHHOE HAONIOIEHHE 3a COCTOSTHHUEM
onepanuonHoil cuctembl CIIJIH 1 npu BOZHUKHOBEHUHU ONPEJEICHHOTO COOBITHSI B 3TOM CHCTEME
HAa4YMHAET HECAaHKLIMOHUPOBAHHBIN TOCTYII;

0e3yCII0BHOE BO3/CHCTBHE. B 3TOM ciy4ae Hayaio OCYILIECTBJICHHUS
HECAaHKIIMOHMPOBAHHOTO JOCTYyNa OE3yCIOBHO MO OTHOILEHHWIO K IIENU JOCTyMa, TO €CTh yrpo3a
peanusyercss HEMEJIEHHO U 0€30THOCUTEIBHO K COCTOSIHUIO CUCTEMBI.

4. Hanmuue o6patHoit cBsi3u ¢ MCIT/IH. [To sTOMy mpH3HaKy mpolecc peanu3aliy yrpo3bl
MOJKET OBITH C 00paTHOMW CBS3bI0 U O€3 0OpaTHOH CBsI3U. YTpo3a, OCYHIECTBIsIEMasi IPU HAJIMIHA
obpartHoit cBs3u ¢ VCII/IH, XxapakTepu3yercsi TeM, YTO Ha HEKOTOpBIE 3alpocChl, MepelaHHble Ha
WUCTIH, napymuTento TpeOyeTcss monyduth OTBeT. (ClenoBaTelnbHO, MEXIY HapyLIMTEIEM H
NCIIH cymecTByeT oOpaTHas CBsi3b, KOTOpAsi MO3BOJIAET HAPYLIUTENIO aJeKBaTHO pearnpoBaTh Ha
Bce u3MeHeHus, npoucxonsamue B VCII[IH. B ortianume or yrpos3, peannsyeMblX NpU HATUYUU
obpatHoi cBszu ¢ UCII/IH, npu peanuszauuu yrpo3 6e3 oOpaTHO CBsi3U He TpeOyeTcs: pearupoBaTth
Ha Kakue-1100 usmeHenus, npoucxoasuue B UCIIJIH.

5. Pacnonosxenue Hapymurens otHocutensHo MCII/IH. B cooTBeTCTBMM € 3TUM NPU3HAKOM
yrpo3a pealm3yercs Kak BHYTPHUCETMEHTHO, TaK M MeKCerMeHTHO. CerMeHT ceTu — (hu3myeckoe
oObenuHeHne xoctoB (TexHuyeckux cpencts WCII[IH wiM KOMMYHHMKALMOHHBIX 3JIEMEHTOB,
uMmeroux cereBod anpec). Hampumep, cerment WCIIJIH o00pa3yeT COBOKYNHOCTb XOCTOB,
MOJKIIOUYEHHBIX K CepBepy M0 cxeme «oOmas MmHuHa». B ciydae, korja HMeeT MeCTo
BHYTPUCEIMEHTHAsl yrpo3a, HapyIlIUTEIb UMEET (PU3NYECKUI JOCTYN K anmapaTHBIM 3JIEMEHTaM
NCII/JH. Ecniu nMeeT MecTo MeXCErMeHTHas yrpo3a, To HapymmuTelb pacnojaraercs sBae MUCII/H,
peanusys yrposy u3 apyroi cetv uiam u3 apyroro cermenta MCIIJIH.

6. YpoBEHb JTAJIOHHOM MOJEIN B3aUMOJICHCTBUSA OTKPBITBIX cuctem! (ISO/OSI), Ha
KOTOpPOM peanusyercsa yrposa. [lo sromy mnpu3Haky yrpo3a MOKET peaau30BBIBATBCS Ha
(bu3nYecKoM, KaHAJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEAaHCOBOM, NPEJICTABUTEIBHOM H MPUKIATHOM
ypoBue monenu [SO/OSI.

7. CooTHolIeHUE Korm4ecTBa HapymuTenei u anemeHToB MCIIJIH, OTHOCUTEIbHO KOTOPBIX
peanusyercsi yrposa. Ilo sToMy mnpu3HaKy yrpo3a MOXKET OBITh OTHECEHa K KIJacCy yrpos,
peau3yeMbIX OJHHUM HApyIIUTEJIEM OTHOCUTEIBbHO OJHOro TexHudeckoro cpenacrsa MCIIIH
(yrpoza «oguH K OJHOMY»), Cpa3y OTHOCHTEIbHO HECKOJbKUX TexHuueckux cpencts WCIIIx
(yrpo3a «OAMH KO MHOTMM») WIM HECKOJBKMMHU HapyLIMTENIMU C pa3HbIX KOMIIBIOTEPOB
OTHOCHUTEIIFHO OJIHOTO WJIM HecKOoNbkux TexHuueckux cpeacts MCIIIH (pacmpeneneHHble WiId
KOMOWHHUPOBAHHBIE YTPO3BI).

C yyeroM mpOBEACHHOW KiIacCU(UKAMK MOXKHO BBIICIUTH CEMb HamOOJIee YacTo
peaNn3yeMBbIX B HACTOSAIIEE BPEMS yIPO3.

1. Ananu3 ceteBoro Tpaduka (pUCyHOK 6).

&
|

)

@

Xocr 1
MapupyTtuszarop 1 MapuipyTtusarop 2 :
% TIpociyujuBanue XooT 2
KaHaJa|CBsI3H
XocT 2 :

{

XocT HapyLIHTEeJIsI
Xoct M

' Mexnynapognas Opranmsamus 1o Crammaprusamuu (ISO) npumsnma cramgapr ISO 7498, onmchiBarompmii

B3aMMOJieHcTBHE OTKPBITHIX cucteM (OSI).
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Pucynoxk 6. Cxema peanuzariuu yrpo3bl « AHaJIN3 CETEBOT0 TpaduKay

Ora yrposa peanusyercs C NOMOUIbI CIEHUAIbHON MpPOrpamMMbl-aHAIN3aTOPa IAKETOB
(sniffer), mepexBaThIBaIONICH BCE MAKETHI, IEPEJaBaEMbIE 110 CETMEHTY CETH, U BBIIEISIONIEH cpean
HUX T€, B KOTOPBIX NEpeNaloTcs UIeHTU(UKATOP MOIb30BaTeNs U €ro napoiyib. B xone peanuzanuu
yTPO3bl HAPYILIUTENb U3Y4YaeT JIOTUKY pabOThl CETH — TO €CTh CTPEMUTCS MOJYYUTh OJHO3HAYHOE
COOTBETCTBUE COOBITHI, TPOUCXOIAIINX B CUCTEME, U KOMaH/I, IEPECHUIAEMBIX IIPU 3TOM XOCTaMH,
B MOMEHT TIOSIBJICHHS JIaHHBIX COOBITHH. B mampHeiimeM 3TO MO3BOJIET 3JI0OYMBIIUICHHUKY Ha
OCHOBE 33JJaHUsl COOTBETCTBYIOIIMX KOMAH]I MTOJIYYUTh, HAIIPUMEP, TPUBUIETUPOBAHHBIE MPaBa HA
JEHCTBUS B CUCTEME WJIM PACIIMPUTH CBOM MOJHOMOYMS B HEH, IEPEXBATUTh MMOTOK MEPEIaBAEMbIX
JTAHHBIX, KOTOPBIMH OOMEHMBAIOTCS KOMIIOHEHTHI CETEBOM OIEPALlMOHHOW CHUCTEMBI, IS
M3BJICUYCHHUS  KOH(MUICHIMATBHON WM  WACHTU(PHUKAIMOHHOW  uH(popManuu  (Hampumep,
CTaTUYECKHUX IMapOoJed MOoJb30BaTeNel I AOCTyINa K yJaJe€HHbIM XocTaM 1o npoTtokonam FTP u
TELNET, He mpenycmarpuBatomum mudpoBaHue), €€ mogMeHbl, MOJUGUKALINN U T.11.

2. CKaHUpPOBAHUE CETH.

CymHocTh mpoliecca peav3allid yTrpo3bl 3aKIIOYAETCs B IEpeadye 3alpoCcOB CETEBHIM
ciayk6am xoctoB MCII[IH w anammze oTBETOB OT HuX. Llenb — BBISBICHUE HCIIONB3YyEMBIX
MIPOTOKOJIOB, JOCTYMHBIX MOPTOB CETEBBIX CIyk0, 3aKOHOB (DOPMHUPOBAHUS HACHTU(UKATOPOB
COCZIMHEHUI, ONpe/ielIeHne aKTUBHBIX CETEBBIX CEPBHCOB, MOAOOP UACHTU(UKATOPOB U Maposen
I0JIb30BaTENEH.

3. Yrpo3a BBISIBIICHUS TTApOJIS.

Henp peanuzauuu yrpo3sl coctout B noiyueHun HCJ/] mytem mpeonosieHus mapojabHOM
3aIUTHl. 3JOYMBIIUIEHHUK MOXET PEaJM30BbIBATH YIpO3y C IOMOIIBIO LENOr0 psjia METOJOB,
TaKUX Kak MPOCToi mepedop, mepedop ¢ HCIOJIb30BAHWEM CIEIMATIBHBIX CIIOBAapeil, yCTaHOBKa
BPEIOHOCHOW TPOTpaMMBbI JUIsl TepexBaTa MapoJjs, MOAMEHa JoBepeHHoro obwekrta cetu (IP-
spoofing) u mepexBar makeToB (sniffing). B ocHOBHOM ansi peanusanuu yrpo3bl HCIOIb3YIOTCS
CHEIMAIbHbIE IPOrpaMMBbl, KOTOpPbIE NBITAIOTCA MOIYYUTh JOCTYl K XOCTYy IIyT€M
MIOCJIEZIOBATENBHOTO MMoA0Opa naposeid. B ciydae ycrnexa, 3710yMBIIUIEHHUK MOXET CO3AaTh IS
cebst «mpoxoa» st OyIyllero nocTtymna, KOTOpbld OyaeT IeHCTBOBaTh, Ja)KE€ €CIU Ha XOCTe

W3MEHUTH MapoJib JOCTYyIA.
4. TlomMeHna JOBEpPEHHOTO0 OOBEKTA CETH U Tepeayda Mo KaHajaM CBS3H COOOIECHUN OT €ro
UMEHH C TIPUCBOCHUEM €r0 TpaB J0ocTyna (PUCYHOK 7).
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1. Xoct X Benet HabmoaeHHe 3a XocTaMu A U B 1 onpenessier Hymepauuio
MAaKETOB COOOIIEHMH, Iyl1y0 OT XocTa B

Ve
o

Xoct B

H{my

Xoct X - XOCT HapyLLWTENS

XocT A - 10BepeHHBIH XOCT

2. Xoct X nocekunaeT Ha XocT A ceputo TCP-3anpocoB Ha co3naHue coeIuHEeHUs,
3amMoJIHSISE TEM CaMbIM OYepe/b 3alPOCOB C LETbI0 BEIBECTH U3 CTPOSI HA HEKOTOPOE
Bpems XOcT A

SSx \ Xoct B
\*’é

Xoct X A
XocT A
SYN, R
ISSx ”
TCP-3anpoc Ha OTKpBITUE COSTUHEHUS] OT UMEHU XocTa A XocT B

SYN-6UT cMHXpOHM3ALMK HOMEpa MOCIeA0BaTEILHOCTH
[SSx-npoun3BosIbHBII HOMEP MOCJIEI0BATEIBHOCTH
XOCT A BBIBEJIEH U3 CTPOS

OTseTt xocta B Ha TCP-%FM

SYN, ACK, ISSb Xoct B
ACK(ISSx+1)

SYN-06UT cMHXpOHH3ALUMH HOMEPA MOCIEA0BATEILHOCTH
[SSb-npoun3BoJIBLHBIM HOMEp MOCIEI0BATEILHOCTH X0ocTa B
ACK(ISSx+1)-Homep noarBepxkaeHus npuema TCP-nakera ot

xocTa A, paBHbIii [SSx+1

ASK(ISSb+1)-mHomep nonrBepxkaeuus npuema TCP-nakera ot xocta B,
B KOTOPOM aTakyLHi yKa3bIBaeT 1oaoopaHHbslii Homep [SSb+1

ACK, 1SSx-+1 .
ACK(ISSb+1) -7
L =~ TASK(ISSx+1)-HomMep Xocr B

-7 - cienytoutero TCP-nakera
\ OTcyTCTByeT coobuienue o pa3peiBe TCP-coenquHenus ot

BBIBECJACHHOI'O U3 CTPOA XOCTa A (l'laKeT C 3ar10JIHECHHbIM

XOCT A ciry>keOHbIM 3arojioBkoM RST)

Pucynok 7. Cxema peanuzauuu yrpo3sl «I[logmena 10BepeHHOro 00beKTa CETH»

1ranaz .yl PUQ“ J\P\il\/l\lllDﬂU 1}\/(14111\))’ viva D VYIV LVIVIAA,, 1w 111_}111\’1\/11/1[\}1\/11 ﬂ\/\/LUIll\Ile

QITOPUTMBI UACHTU(PHUKAIIMN U ayTeHTU(UKAIIMKU XOCTOB, Mosb3oBareneil u T.4. [lon noBepeHHBIM
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00BEKTOM TOHUMAETCS OOBEKT CETH (KOMIBIOTEpP, MEKCETEBOM 3KpaH, MapIIpyTHU3aTOp U T.IL.),
JIeTaJIbHO MOJIKIIOYEHHBIN K CepBepy.

MoryT OBITh BBIICICHBI JIB€ PAa3HOBHIHOCTH MpOIecca peau3aliii YKa3aHHOW YTPO3BI: C
yCTaHOBJICHHEM U 0€3 yCTaHOBJICHUS BUPTYaJIbHOI'O COEMHEHUS.

[Ipomecc peanu3anuu ¢ yCTaHOBJICHHEM BUPTYaIbHOTO COCAMHEHHS COCTOUT B NMPHCBOCHUH
IpaB JIOBEPEHHOTO CYyOBEKTa B3aUMOAEUCTBHUS, YTO MO3BOJISIET HAPYIIUTENO BECTH CE€aHC paboThI ¢
00BEKTOM CEeTH OT MMEHH JIOBEPEHHOTro CyOBeKTa. Peanm3ammst yrposbl JaHHOTO THIa Tpedyer
MIPEOI0ICHUS CHCTEMBI UIeHTU(DUKAIIN
1 ayTeHTH(UKAIK coo0ImeHni (Hanpumep, ataka rsh-ciry:x061 UNIX-xocTa).

[Iponece peanuszanuu yrpo3sl 0e3 yCTaHOBJIEHUS BUPTYaJIbHOI'O COCIMHEHHS MOXKET UMETh
MECTO B CETSX, OCYHICCTBISIIOIIMX HWICHTHU(PHUKAIMIO TEePeAaBaeMbIX COOOIIEHUH TOJIBKO TIO
ceTeBoMy aapecy ormpaButelis. CyIIHOCTb 3aKyloyaeTcs B Iepeaaye CiIy>KeOHbIX COOOILEHHUH OT
UMEHH CETEeBBIX YIPABISAIOMIMX YCTPOWCTB (Hampumep, OT HMMEHH MapUIpyTHU3aTOpoB) 00
W3MEHEHUM MAapLIpyTHO-aJpecHbIX JaHHbIX. Ilpu 3TOM HEoOXoaMMO HMETh B BHUAY, UTO
€IMHCTBCHHBIMH HACHTU(PHUKATOpaMu abOHEHTOB W coeamHeHus (mo mpotokony TCP) sBisrorcs
nBa 32-6utHblx mapamertpa Initial Sequence Number — ISS (Homep mnocnenoBarenbHOCTH) U
Acknowledgment Number — ACK (Homep moxnrBepxaenusi). CiaenoBarenbHo, Ui (OPMUPOBAHUS
noxHoro TCP-makera HapyIIMTeN0 HEOOXOAUMO 3HATh TEKyIIUE HUACHTHU(PHUKATOPHI A JAHHOTO
coennuenns — ISSa u ISSb, rae:

ISSa — HexkoTopoe 4YHCIIEHHOE 3HAYEHHUE, XapaKTEPU3YIOIIEe IMOPSAKOBBIE HOMED
ornpasissemoro TCP-nakera, yctanasnuaemoro TCP-coenrHeHs, ”THUITUUPOBAHHOTO XOCTOM A;

ISSb — HekoTOpoe UHCICHHOE 3HAu€HHE, XapaKTEpU3yIollee TMOPSAKOBBIA  HOMEp
ornpasisgemoro TCP-nakera, ycranaBnuaemoro TCP-coenuHeHus, ”HUIIMMPOBAHHOTO X0cTOM B.

3navenne ACK (Homepa moarBepkaeHusi ycranoBiaeHus: TCP-coennHeHus) onpeaensieTcs
KaK 3HaueHHE HOMEpa, MOJYYEHHOTO OT pecrnoHiaeHTa ISS (Homep mocienoBaTenbHOCTH) IUTIOC
enunanna ACKb = ISSa+1.

B pesynbraTe peanuszanuu yrpo3sl HapyLIUTEIh MOJYYaeT MpaBa JOCTYIA, YCTAHOBIECHHbIE
€T0 TOJIb30BaTEINIEM IS JOBEPEHHOT0 a00HEeHTa, K TexHndeckoMy cpenctBy UCII/IH — nenun yrpos.

5. HaBsi3pIBaHME JI0’KHOT'O MAapUIPyTa CETH.

JlaHHasi yrpo3a peajn3yeTrcs OIHUM M3 JIByX CHOCOOOB: ITyTe€M BHYTPHUCETMEHTHOTO WM
MEXCETMEHTHOTO0 HaBA3bIBAHHUA. BO3MOXXKHOCTH HaBSI3bIBaHMS JIOKHOTO MapuipyTa OOyCIIOBJIEHA
HEJOCTaTKaMH, MPHCYIIMMHU aJrOpUTMaM MapHIpyTU3aluu (B YaCTHOCTH, H3-3a IPOOJIEMBI
UACHTU(DUKAIINA CETEBBIX YIPABISIOMIMX YCTPOWCTB), B pE3yJbTaTe YEro MOXHO TIOMACTh,
HarpuMep, Ha XOCT WIM B CE€Th 3J0YMBIIUICHHHKA, I/IE MOKHO BOWTH B ONEPALMOHHYIO CpEry
TexHuyeckoro cpeacrsa B cocrae  MCIIJIn. Peamu3aums  yrpo3sl  OCHOBBIBaeTCS
Ha HECaHKITMOHHMPOBAHHOM HCIIOJIb30BaHUU TPpoTOoKoJoB Mapmpytuzanuu (RIP, OSPF, LSP) u
yIIpaBICHUS CETBhIO (ICMP, SNMP) JUTS BHECECHUS U3MEHEHUN
B MapuIpyTHO-aapecHble Tabmuubl. [Ipy sToM HapymmTento HeEoOXOJUMO MOCJIaTh OT HMEHH
CETEeBOTO YMPABJISIONIETO yCTPOMCTBA (HampuMmep, MaplIpyTH3aTopa) yHpaplsioliee COOOIIeHHe
(pucynku 8 u 9).
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1. Tlepenava HapymuTesneM Ha XocT 1 10kHOTO coodenust no nporokoiay ICMP Redirect ot
HMMEHH MapIipyTu3aropa 1 06 n3MeHeHHN TalIuIIbI

HTEpHET

|
JloxHOe coodlieHne Cepsep

ICMP Redirect top.secret.com

Mapmpytusarop 1 Mapmpytu3zarop 2

@6@
(7

Xocr 1 Xoct 2 XocT HapymmTens

2. ITakeTsl Ha top.secret.com HaPaBISIOTCS HA HECYIIECTBYIOIMIA MapIIpyTH3aTop (XocT 2), a
CIIeJIOBATEIIbHO, CBA3b C top.secret.com HapyIaeTcst

%_ e _%7 Wnrepuer

MapmpyTuzatop 1 MapupyTtusaTtop 2 |

3

Xocr 2

A\ 4

Tabmuna
MapIIpyTH3ALHH

top.secret.com:
gateway=xocT 2

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzanuu ataku «Hasi3piBaHME J10)KHOTO MapuIpyTa» (BHyTPUCETMEHTHOE) C
ucnosabs3oBanueM npotokoia ICMP ¢ nenbio HapyieHus cBsi3u

1. daza nepegauu oxHOro cooduenuss ICMP Redirect or uMeHnu MapuipyTrusaTopa Ha XocT 1

JlokHoe coobiuenune ICMP Redirect  Mapiupytuzatop
B HAWJTy4llIEM MapIIpyTe K XOCTY
X top.secret.com
' Hurepuer

Xocr 1 Xocr 2 @

XocT HapymuTess

&

2. ®a3a npuemMa, aHaJIu3a, BO3ACUCTBUS U NIepefady [epexBayeHHol HH(hOpMauy Ha JO0KHOM
cepBepe

%_ WnuTepHer

MapupyTusarop 1 Mapupytusarop 2

Xocr 1 nepenaer
MaKeThl,

« ATakyommii OT UMEeHU
npeHa3HA4YEHHbIE
xocTa | mepeaaeT makeTsl
\ top.secret.com, Ha

Ha top.secret.com
XOCT aTaKyrouero

Xocr 1 Xocrt HapyumTens Cepsep top.secret.com

Pucynok 9. Cxema peanuzanuu yrpossl «HaBsizpiBaHHE JI0)KHOTO MapuIpyTa» (MEXCErMEHTHOE) €
IENIBI0 TIepexBaTta Tpapuka

6. BHenpeHue 10KHOro 0ObEKTa CETH.

Ota yrpo3a OCHOBaHA Ha MCIMOJB30BaHUU HEIOCTATKOB aIFOPUTMOB yJIaJC€HHOTO Moucka. B
ciydae, eciim OOBEKTHl CETH HW3HAYAIbHO HE HMMEIOT aIpecHON HWH(OpMAIUU Ipyr O Ipyre,
WCIIONIB3YIOTCSA pa3lInYHbIe MPOTOKONBI yAaneHHoro mowucka (Hampumep, SAP B cerax Novell
NetWare; ARP, DNS, WINS B cersax co crekom mporokonoB TCP/IP), 3akmouaroriuecs: B
nepefadye MO CETH CIHEIUAIbHBIX 3alpoCOB M IOJyYCHWH Ha HUX OTBETOB C HCKOMOU
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nHpopmanmeir. [Ipm 3TOM CymiecTByeT BO3MOXKHOCTH TI€pexBaTa HApYLIMTEIEM MOUCKOBOTO
3arpoca ¥ BbIJa4d Ha HEro JIO)KHOT'O OTBETA, UCIOJIb30BaHUE KOTOPOrO MPHUBEAET K TpeOyeMomy
W3MEHEHHIO MAapIIpyTHO-apeCHBIX JaHHBIX. B nmanbHeimeM Bech MOTOK HH(OPMAIHH,
aCCOLIMMPOBAHHBINA ¢ 0OBEKTOM-KEPTBOU, OyJIET MPOXOJUTH Uepe3 JIOKHBIH 00BEKT CeTH (PUCYHKU
10 - 13).

1. ®aza oxuganns ARP-3ampoca %
|

ATakyomuil MpoCcIymnuBaeT Mapmpytuzarop
KaHaJ, 0KUjas nepefady

ARP-3anpoca

S

XoCT HapyIIHTeINs

Nurepner

2. ®aza peanu3aluy yrpo3bl

T

Xocr nepeaer IepexBatus ARP-3anpoc,
ARP-3anpoc aTaKyOIMH NepenaeT JOKHBIH

S

Mapupytusarop

HNurepuer

Xocr 1 Xoer 2

XOCT HapyIIUTEINst

3. ®a3a nmpuema, aHalu3a, BO3JEHCTBHS U IIepelauu NepexBaueHHOH nHpopmanuy Ha
noxxHoM ARP-cepsepe

g Mapupytuszarop
Cas3p xocTa 1 ¢ %

MapIpyTH3aTOPOM HPOUCXOIUT
yepe3 10kHbII ARP-cepsep

|
|
|
|
|
| HNurepner
|
|
|
|
|

JIoxXHbBIM
ARP-cepsep

Pucynok 10. Cxema peanuszanuu yrpo3sl «Baenpenne noxunoro ARP-cepsepa»
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1. ®a3a oxxumanus atakyonmM DNS-3anpoca ot xocta | (atakyromuit HaxoauTcs TU00 Ha XOCTe
HapymmTens 1, 1o Ha XxocTe HapymuTess 2)

Cepsep /\
% top.secret.com [N
MapmpyTu3aTop N
MapmpmiaTop Mappytuzatop v
DNS-cepsep
Xoct HapymmTens | Xoct HapymmTens 2

2. ®a3za mepegadu aTaKyrmuM J0xHoro DNS-oTBeTa (aTakyronuiit HaXOIUTCS JTHOO0 Ha XOCTE
HapymmTens 1, mnbo Ha XocTe HapymuTeNs 2)

> §

MapupytuzaTtop Cepsep top.secret.com
T % % JTOX?HLIIP'I \o\\
DNS-3anpoc Tosueii  Mapmpyrusarop Mapupyrtuzarop DNS-orser

% @ DNS-otBet DNS-cepsep

Xocrt 1 XOCT 2

Xoct HapymmTens | Xoct HapymmTens 2

3. ®a3a npuema, aHaIM3a, BO3ACHCTBUS U NIEpeAady IIepexBadeHHON HH(OpMAaIMK Ha JIOKHOM cepBepe

|

|

|

|

%7 Y1
|

|

|

|

|

|

|

|

|

|

|

i

|
4

</o//j
|
|

NS

MapurpyTusatop Cepgep top.secret.com

(e

MapmpyTI/BaTop Mapupytuszatop

DNS-cepgep

XoCT HapymuTeIs 2

Pucynok 11. Cxema peanuszaiuu yrpo3sl «Buenpenue noxsoro DNS-cepBepa» myTem nepexsaTa
DNS-3ampoca
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1. Hapymmrens nepenaer HanpasieHHbl mTopM DNS-oTBeTOB Ha X0CT 1

MapmpyTtuzarop

Cepgep
top.secret.com
IITopM 10XKHBIX

% e . S-0TBETOB OT
«%g X Q umenn DNS-

,{? | MapmpyTusarop MapuipyTusatop  ceppepa na xocr 1

/02)

Xocr 1
(xoCT HapyImIUTENT)

MapmpyTuzarop

DNS-cepsep

2. Xoct 1 noceutaer DNS-3anpoc 1 HemMenneHHO noiy4aer J10xHbii DNS-oTBeT

&
L

MapuipyTuzarop

MapuipyTtusarop

top.secret.com
[ITopM JIOKHBIX

% coe WS OTBETOB OT
T nmenu DNS-

Mapupytuzatop
DNS- 3anpoc‘é’9 MapmpyTusarop cepEepa DNS-cepsep

JloxHbIN cepBep
(XOCT HapymIUTeNs)

Xocr 1 Xocer 2

3. ®a3a npuema, aHaIKM3a, BO3JICHCTBUS U NEpelavyr IepeXBaYeHHON HHPOPMAIIMK HA JIOXKHOM CEepBEpE

Mapmpytusarop

... (S o
2 epBe
MapupyTisatop X top. sefret.l?:om
MapiipyTiszarop MapuipyTtusaTtop

DNS-cepBep

JloxHb1l cepBep
(xocT HapyIMTeNs)

Pucynok 12. Cxema peanuszanuu yrpo3bl «BHeApeHue 1oxHoro DNS-cepBepay myTem mropma
DNS-0TBETOB Ha KOMIIBIOTEP CETH
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1. HapymmTens co3aeT HanmpaBiIeHHbIN ITOPM JI0KHBIX DNS-0TBETOB OT IMEHH OJTHOTO M3 KOPHEBBIX
DNS-cepBepoB 1 npu 3TOM IPOBOLUPYET ITOT CEPBEP Ha OTBET, nockuiast Ha Hero DNS-3anpoc

MapmpmiaTop

Mapupytuzatop Mapupyruzarop

L DNS-3amnpoc Ha NOUCK Kopnesoi

DNS-cepgep top.secret.com DNS-cepsep
XOCT HapyIIuTes

2. DNS-cepsep nepenaetr DNS-3anpoc Ha kopHeBoit DNS-cepBep 1 HeMenneHHO noayyaeT JokHblii DNS-0TBeT oT
aTaKyIOIIET0o

J I/IHTepHeT
Mapmp 1/13aT0p epBep
XOCT 1
Mapi;pmiaTop Ma MapmpmiaTop
pmpmiaTop

DNS-3ampoc
< HampagiieHHbIH IITOPM
‘:: noxubeix DNS-oTBeTOB
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7. OTKa3 B 00CITY)KUBAHHH.

OTH yrpo3bl OCHOBaHbl Ha HENOCTAaTKaX CETEBOr0 IMPOrpPaMMHOI0 OOecledyeHus, €ero
ySI3BUMOCTSIX, IO3BOJISIIOIIMX HApyILIMTEII0 CO3AaBaTh YCJIOBMS, KOI/Ia ONEpallMOHHAs CHCTEMa
OKa3bIBAaeTCs HE B COCTOSTHUM 00padaThIBaTh MOCTYHAIOIIUE MTAKETHI.

MoryT OBITH BbII€TIEHBI HECKOJIBKO Pa3HOBUIHOCTEN TaKUX YIpoO3:

a) CKpBITBII OTKa3 B O0OCIY>KMBaHWHM, BbI3BaHHBIN npuBiedeHuemM yactu pecypcoB UCIIx
Ha o0Opa0OTKy MAaKeToB, I€PENaBa€MbIX 3JIOYMBIIIJIEHHUKOM CO CHI)KEHHEM IPOITyCKHOM
CIOCOOHOCTH KaHAJIOB CBSI3H, IPOU3BOAUTEIILHOCTH CETEBBIX YCTPOMCTB, HapyIIeHHEM TpeOoBaHUN
KO BpeMeHH 00paboTku 3ampocoB. llpumepamu peanm3anmuy yrpo3 MOJOOHOTO poja MOTYT
CIIy>)KUTh: HalpaBJIEHHBIH IITOPM 3x0-3ampocoB no mnpotokony ICMP (Ping flooding), mropm
3arpocoB Ha yctanoBienue TCP-coenunennii (SYN-flooding), mropm 3anpocoB k FTP-cepsepy;

0) sBHBIH OTKa3 B OOCITyXMBAaHUH, BBI3BAHHBIA HcuepnanueM pecypcoB MCII[IH npu
00paboTKe IMAaKeTOB, IMEPENaBACMbBIX 3JIOYMBIIUICHHUKOM (3aHATHE BCEH TOJOCHI IMPOITYCKAHHUS
KaHaJIOB CBSI3M, MEPENOHEHNE Ouepeiei 3ampocoB Ha OOCITy>KHBAaHHUE), IPU KOTOPOM JIeTaJIbHbIE
3ampochkl HE MOTryT ObITh MepefaHbl 4Yepe3 CETh H3-3a HENOCTYIHOCTH Cpeabl Nepenadyu Jnbo
MOJyyaloT OTKa3 B OOCIYyKMBAaHUM BBUJY TIE€PENOJHEHUs Ouepeleil 3ampocoB, AUCKOBOTO
MpPOCTpaHCTBa MNaMsATH W T.1. l[lpumepamu yrpo3 [HaHHOTO THUIAa MOTYT CIYXKUTh IITOPM
mmpokoBemarenbHblx  [CMP-3x0-3anpocoB  (Smurf), HampaBiennslid mtopMm  (SYN-flooding),
IITOPM COOOIIICHHIA ITOYTOBOMY cepBepy (Spam);

B) SIBHBI OTKa3 B 0OCITy’)KHUBAaHUH, BbI3BAaHHBIN HapyIIEHUEM JIOTHYECKOM CBSI3HOCTH MEXIY
texuuyeckumu cpeacrBamu VCIIIn npu nepenaue HapymmTeleM YHpaBISIONIMX COOOIICHUN OT
UMEHU CETEBBIX YCTPOMCTB, IIPUBOJALINX
K HM3MEHEHHIO  MapIIpyTHO-aJI[pecHbIX  maHHbIX  (Hampumep, ICMP  Redirect Host,
DNS-flooding) miu nneHTHGUKALIMOHHON U ayTeHTU(PUKALMOHHON HHpOpMaLUH;

T) sBHBIM OTKa3 B OOCIY’>KMBaHUM, BBbI3BaHHBIN Mepefaueil 3710yMBIIUIEHHUKOM MAaKETOB C
HecTaHJapTHBIMU aTpubytamu (yrpos3sl tuma «Landy», «TearDrop», «Bonk», «Nuke», «UDP-
bomb») win UMeONMX ATUHY, MPEBHIIIAIONTYI0 MAKCUMAIBFHO JOMYCTUMBIN pa3zMmep (yrpos3a Tuma
«Ping Deathy»), 4T0 MOXeT mpuBecTH K COOI0 CETEBBIX YCTPOWCTB, YYaCTBYIOIIUX B 00paboOTKe
3aMpocoB, MPH YCJIOBUU HAIW4YMs OMMOOK B MPOTrpaMMax, pealu3yloIUX MPOTOKOIBI CETEBOIO
oOMeHa.

PesynbraToM peanu3anuu TaHHOW YIpo3bl MOXET CTaTh HapylleHHe paboTOCIIOCOOHOCTH
COOTBETCTBYIOIICH CITy»ObI npefocTaBieHus ynaaenHoro gocrymna k [1JIx B UCII/Ix, nepenava c
OJIHOTO ajpeca TaKOro KOJMYECTBA 3allpOCOB HAa IMOAKIIOYEHHE K TEXHUYECKOMY CpPEICTBY B
cocrae HCII/lH, kKakoe MaKCHMajJbHO MOXXET «BMECTHTHY» Tpaduk (HAmpaBICHHBIA «IITOPM
3alpocoBy»), UTO BJIEYET 3a cOOOM MEepEeroIHEHUE OUepea 3alpOCOB M OTKA3 OJHOW M3 CETEBBIX
CJIy>)K0 WJIM MOJHYIO OCTAaHOBKY KOMIIBIOTEPA M3-32 HEBO3MOXHOCTH CHCTEMBI 3aHUMATbCS HUYEM
IpyTuM, Kpome 00paboTKH 3aIIpOCOB.

8. Y nanieHHslil 3aIyCK MPUIIOKEHUH.

VYrpo3a 3akmrodaercs B cTpeMieHuM 3amyctuth Ha xocre MCII[H pasnnunble
IIPEIBAPUTEIIBHO BHEIPEHHBIE BPEIOHOCHBIE MPOTpaMMbl: INPOTPAMMBI-3aKIaJAKH, BUPYCHI,
«CeTeBBIC LIMHOHBD, OCHOBHAS 11€J1b KOTOPHIX — HapyIllIeHne KOH(PHUICHIMATbHOCTH, LIEJTOCTHOCTH,
JIOCTYITHOCTH HWH(OPMAIMK W TIOJHBIA KOHTPOJh 3a paboTtoi Xxocra. Kpome TOro, Bo3MOXeH
HECAaHKLMOHUPOBaHHBIN 3aIlyCK MIPUKIIAIHBIX IIpOrpaMm I10JIb30BaTeNIEH TUIs
HECAaHKIIMOHUPOBAHHOIO IIOJTY4YEHUs HEOOXOOMMBIX HApPYIIMTENII [JaHHbBIX, JUId 3aIyckKa
YIPABJISIEMBIX IIPUKIIAIHOU IPOrPaMMOM IIPOLIECCOB U IP.

BrIAernsoT Tpy oakiacca JaHHbIX yIpos:

1) pacpoctpanenue (aiinos, copepKauX HECAHKIIMOHUPOBAHHBINM UCTIOTHAEMBIH KOJT;

2) yoaneHHBIN 32y CK MPHIIOKEHHUS ITyTeM TepernoaHeHus Oy depa MpuiIoKeHU-CEpBEPOB;

3) ylaneHHbI 3alyCK IPWIOKEHHUS IYTEM MCIOJIb30BaHUS BO3MOXHOCTEH YJAJIEHHOTO
YIPAaBIEHUSI CHCTEMOM, IPEAOCTaBISIEMBIX CKPBITBIMA IIPOIPAaMMHBIMM W allapaTHBIMH
3aKJIaIKaMH MO0 UCTIOIb3YEMBIMHU IITATHBIMH CPEJICTBAMH.
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Tunosble yrpo3bl NEPBOrO W3 YKa3aHHBIX IOJKJIACCOB OCHOBBIBAIOTCS HAa aKTHBHU3ALUU
pacnpocTpaHsieMbIX (aioB Mpu ciay4yaiiHOM oOparieHuu K HuM. [Ipumepamu Takux ¢aitioB MOryT
CITy’KUTh: (haiiimbl, cofeprKanie MCIONHAEMBIA KO B BHJIE MaKpoKoMaHI (IOKyMeHTHl Microsoft
Word, Excel u T.m.); html-moxymeHThI, coaep:kamiue HUCHOTHSEMBIH KOJ B BHUAEC 3JIEMEHTOB
ActiveX, Java-ammuieToB, MHTEPIPETHPYEMBIX CKPUNTOB (Hampumep, TeKCThl Ha JavaScript);
¢ailnpl, conepxaliue HCIOMHSAEMble KoJbl mporpamm. Jlns pacmpocTpaHeHus (ailioB MOryT
HCIIOJIb30BAThCS CITYKObI JIEKTPOHHOM MOYTHI, Tepeaayun ¢ailyioB, ceTeBoi (aiioBoOil CUCTEMBI.

IIpu yrpozax BTOpOro MojKJIacca HCHOJb3YIOTCS HEJOCTAaTKH MpPOTpaMM, peayn3yIOIINX
CEeTeBbIC CEPBHCHI (B YAaCTHOCTH, OTCYTCTBHE KOHTpOJs mepenonHeHus Oydepa). Hactpoiikoi
CHCTEMHBIX PErMCTPOB MHOTAA YJAeTCsl MEPEKIIOYUTh MPOLIECCOpP MOCe NMPEePhIBAHNS, BEI3BAHHOTO
nepenoiHeHneM Oydepa, Ha HCIIOTHEHNE KOJa, COMEpIKaIerocs 3a rpanunei oydepa. [Ipumepom
peanu3any Takol yrpo3bl MOKET CIYKHUTh BHEAPEHHE IIMPOKO U3BECTHOTO «BUpyca Moppucay.

[Ipn yrposax TpeTbero mnojkiacca HapyLIUTENb HCIOJIb3YEeT BO3MOXKHOCTH YJaJI€HHOIO
yIpaBJIEHUSI CUCTEMOM, MPEOCTaBIIIEMbIE CKPBITBIMU KOMIIOHEHTAMH (HAIpUMeEp, «TPOSHCKUMUI
nporpammamu THrma Back Orifice, Net Bus) nubo mTatHBIMH CpeICTBaMU YIIPaBICHHUS W
aJIMUHUCTpUpoBaHus KommbloTepHbiXx cerell (Landesk Management Suite, Managewise, Back
Orifice u 1. 1.). B pe3ynbrare WX UCIONB30BaHUS yNACTCS JOOUTHCS yNAJICHHOTO KOHTPOJS Hal
CTaHIIMEN B CETHU.

CxemMaTHYHO OCHOBHBIE 3TaIlbl pA0OTHI ATUX MPOrPAMM BITJISIAT CIASAYIOLUM 00pa3oM:

WHCTAJUIALUS B IAMSATH;

OXKUJaHHE 3arpoca € YJAJIEHHOTO XOCTa, Ha KOTOPOM 3allylleHa KIMEHT-IporpamMma, U
0oOMEeH ¢ Hell COOOLIEHUAMHU O TOTOBHOCTH;

nepenaya rnepexBaueHHON MHpOpMaIK KIMEHTY WM IPEJOCTaBIEHUE €My KOHTPOJIS HaJl
aTaKyeMbIM KOMITBIOTEPOM.

Bo3moxHbIe TOCIEACTBYS OT peaau3aluy Yrpo3 pa3IndHbIX KJIACCOB MPUBEIEHBI B Ta0JINLIE

3.
Tabmuma 3
Bo3moskHbBIE TOCIIEICTBUS peaau3aliy yrpo3 pa3InyHbIX KJIACCOB
Ne
o/ Tun atakn Bo3Mo:xHBIE ITOCIEACTBUS
1 AHanuz ceTeBoro Tpa(bHKa Uccnenopanne XapaKTCPUCTUK CECTECBOTO Tpa(bm(a,

nepexBar IepeJaBaeMbIX TaHHBIX, B TOM 4YHCIE
UICHTU(PHUKATOPOB ¥ MapoJIeld T0Ih30BaTENeH

2 CKaHI/IpOBaHI/Ie ceTu OHpeIlCHeHI/Ie IIPOTOKOJIOB, JOCTYIIHBIX IIOPTOB
CETEBBIX  CIYKO, 3aKOHOB  (pOPMHUPOBAHHUS
UICHTU(QUKATOPOB  COEAUMHEHHH,  AKTUBHBIX
CETEBBIX CEPBUCOB, MACHTH(HKATOPOB U MapoIeii
I10JIb30BATEICH

3 |«IlaponbHas» ataxa BrInosHeHue 1000ro AeCTPyKTUBHOTO AEHCTBUS,
CBS3aHHOI'O C IMOJIYyUCHHUEM

HCCAHKIMUOHHUPOBAHHOI'O AOCTYyIIa

4 Tloamena JIOBEPEHHOT'O 00BEKTA CETHU HN3meHeHue TpacChl IIPOXOKIACHUA COO6H_IGHI/II\/‘I,
HCCAHKIMUOHUPOBAHHOC H3MCHCHUC MApPIIPYTHO-
AAPECHBIX JaHHBIX. HecaHKHI/IOHI/IpOBaHHHﬁ
A0CTyIl K CCTCBBIM pECypCaM, HaBA3LIBAHUC
JIOXKHOM I/IHq)OpMaI_[I/II/I

5 Hassa3sIBaHue JIOKHOTO Maplpyrta HCC&HKHI/IOHHPOB&HHOG HU3MCHCHUC MapUIpyTHO-
AApPCCHBIX JaHHBIX, aHaJIu3 H MO,Z[I/I(I)I/IKB.L[I/IH
nepeaaBacMbIX OAaHHBIX, HAaBA3BIBAHHUC JIOXKHBIX
COOOIIIEeHU
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6 Buenpenue 10KHOTO 00bEKTa CETH ITepexsar u IpoCMOTP Tpaduka.
HecankunoHMpoOBaHHBI  JOCTYN K  CETEBBIM

pecypcam, HaBsI3bIBaHHE JIOKHOW HHDOpMaIu

7 Yactuubgoe HcUYepIianme CHIKCHHE HpOHYCKHOfI CIIOCOOHOCTH KaHAJIOB
pecypcos CBSI3U, MPOU3BOJIUTEIBHOCTH CETEBBIX YCTPOMCTB.
CHIKeHHEe  TPOU3BOAMTENIBHOCTH  CEPBEPHBIX
MIPUIIOKEHU
E ITonHoE ycuepranue HeBo3MOXHOCTh TIepenadu  COOOIIeHUN u3-3a
S |pecypcos OTCYTCTBHSI JOCTyIla K Cpele Iepenadyd, OTKa3 B
§ YCTaHOBJICHUHU COCIMHEHUSL. Ortka3 B
B MPEIOCTAaBICHUH CepBUCa (IIEKTPOHHON TOYTHI,
Léé ¢aiinoBoro u T.1.)
2 (Hapymrenue noruueckoii| HEeBO3MOXKHOCTh  mepefaun, COOOIICHUN U3-3a
g CBA3HOCTH MeX Ty |OTCYTCTBHSL  KOPPEKTHBIX ~MapIipyTHO-aJAPECHBIX
S aTpubyTamu, JTaHHBIMH, |[JaHHBIX.  HEBO3MOKHOCTH ~ MOJIyYEHHsA  YCIIyT
00BeKTaMHI BBUJIy  HECAaHKIIMOHUPOBAHHON  Moaudukanuu
UACHTU()UKATOPOB, MAPOJIeH U T.1.
Wcnonb3oBanne omwmnbok B Hapyuenne paboTocrnocoOHOCTH CETEBBIX
lporpaMMax YCTPOICTB
8 Ilyrem paccbuiku  (aitsios, |HapymeHnue KOH(QHICHIMAIBHOCTH, 1IEITOCTHOCTH,
COoACpKaInX JOCTYITHOCTH MH(POpMAIUN
5 |ACCTPYKTUBHBIH
T |MCIIONHAEMBIH KOJ, BUPYCHOE
§ 3apakeHue
= [IIyrem [IEPEIIOTHEHUS
£ oydepa CEPBEPHOTO
é MIPUJIOKEHUS
§ IyTem HCTIOIb30BaHIs CKpbITOE YNIpaBIEHUE CUCTEMOM
»S |BO3MOK-HOCTEM yJaJIeHHOTO
% yIIpaBJICHUS CUCTEMOH,
5 MIPEAOCTABIISIEMBIX
E( CKPBITBIMH MTPOTPAMMHBIMU U

anmapaTHbIMA  3aKJIaJKaMH
1100 UCTIOJIb3YEMBIMU
IITATHBIMU CPEJICTBAMU

[Ipouecc peanuzanuu yrpo3bl B 00IIEM CIydae COCTOUT U3 YETHIPEX 3TAMOB!

cbopa uHpopmanuy;

BTOP)KCHHS (TIPOHUKHOBEHHS B OTIEPAIIMOHHYIO CPENY);

OCYILIECTBIICHUS] HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA;

JUKBUJAIMH CIIE0B HECAaHKIIMOHUPOBAHHOIO JOCTYTIA.

Ha stane c6opa nnpopmanuy HapymuTesss MOI'yT HHTEPECOBATh pa3IMyuHbIe CBEIEHUS 00
HCIIH, B TOM 4nCe:

a) O TOMOJIOTHH CETH, B KOTOPOH (PyHKLIMOHHMpPYET cucteMa. [Ipu 3ToM MOXKET mcciaenoBaThCs
00J1acTh BOKPYT CeTH (HampUMep, HapyIIUTEIsl MOTYT MHTEpECcOBaTh ajpeca JOBEPEHHBIX, HO MEHee
3aIlIMIIEHHBIX XOCTOB). [l ompesieneHus: TOCTYHMHOCTH XOCTa MOTYT HCIIOJBb30BAaThCS MPOCTEHINNE
KoMaH bl (Hampumep, koManaa ping st mockiku ICMP-3anpocoB ECHO REQUEST c¢ oxxumanuem
Ha HUX [ICMP-otBetoB ECHO REPLY). CymiecTBy:oT yTWINTBI, OCYLIECTBIISIONINE MapaJlIeIbHOE
OTIpeieIeHre TOCTYITHOCTH XOCTOB (Takue Kak fping), KOTOpbIe CIIOCOOHBI MPOCKAHUPOBATH OOJBITYIO
o05acTh aJPEecHOr0 MPOCTPAHCTBA HA MPEIMET JOCTYIHOCTH XOCTOB 32 KOPOTKHM IPOMEKYTOK
BpeMeHH. TOoIoorHs CETH YacTo ONpPEeNseTcs HA OCHOBAaHUM «CUETUMKA y3JI0B» (IMCTAHIIMN MEXKIY
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xoctamu). IIpy 3TOM MOTyT NpPUMEHSTHCA Takue MeToabl, Kak «momymsauuu TTLy wu3amucu
MapuipyTa.

Meron «MOIYJIALUA TTL» peann3oBaH MPOrpaMMOn traceroute (st
Windows NT — tracert.exe) u 3akimouaercs B Momyssiimu nonst TTL IP-makeros. J{s 3anvcu mapiipyTa
MOTYT Hcnojib3oBaThes [CMP-makeTsl, co3iaBaeMble KOMaH/I0M ping.

C60p nHpopMau MOXKET OBITh TAKXKE OCHOBAH Ha 3aIlpocax:

k DNS-cepBepy o0 criucke 3aperucTpupoBaHHbIX (U, BEPOSTHO, aKTUBHBIX) XOCTOB;

K MapLIpyTH3aTopy Ha ocHOBe mpoTokosia RIP 06 m3BecTHBIX MapuipyTax (nHpopManus o
TOTOJIOTHH CETH);

K HEKOPPEKTHO CKOH(UI'YPUPOBAHHBIM YCTPOUCTBAM, MOAJIEPKUBAIOIINUM MTPpoTOoKoa1 SNMP
(MHpOpMAIHS O TOTIOJIOTUU CETH).

Ecnu UCII/IH HaxoauTcs 3a MexceTeBbIM 3kpaHoM (MD), Bo3mMoxkeH cOop uHpopMauu o
koHpurypauu MO u o Torosmorun UCII/Ia 32 M3, B TOM 4Hclie MyTeM MOCHUIKH TTAKETOB Ha BCE
MOPTHI BCEX MPEATNOJIaraeéMbIX XOCTOB BHYTPEHHEH (3aIlUIIaeMoii) ceTH;

6) o Tune onepauronHoil cucrembl (OC) B HUCII[H. Camblii H3BECTHBIH CIOCOO
onpezaenenus tuna OC xocTa OCHOBaH Ha TOM, 4TO pasnuyHble TUIBI OC Mo-pa3HOMY pean3yroT
tpeboBanusi crangaptoB RFC k creky TCP/IP. DT0o mo3BONSE€T HApyIIUTENIO yIAICHHO
uaentupunmposats T OC, ycraHoBiaeHHoM Ha xocte VMCII/IH myTeM MOCBUIKH ClEUAbHBIM
00pa3oM chOopMHUPOBAHHBIX 3aIIPOCOB U aHAITN3A TIOJYYEHHBIX OTBETOB.

Cy1iecTByIOT clienuanbHbIE CPEACTBA, PEANM3YIOIINE JaHHBIE METOBI, B YaCTHOCTH, Nmap
1 QueSO. M0XHO OTMETUTDH TakKe Takoil Meton omnpeneneHus Tuma OC, Kak MPOCTEUINIA 3a1pocC
Ha yCTaHOBJICHHE COEAMHEHMs MO MPOTOKOIY yJalleHHOro jgocryma telnet (telnet-coenunenus), B
pe3ynbTare KOTOpPOoro Mo «BHEUIHEMY BHUIY» OTBeTa MOKHO ompeneiautb tun OC xocra. Hamnuue
OIIPEACIICHHBIX CEPBUCOB TAKXKE MOXKET CIY)KUTh JONOJHUTEIBHBIM IPU3HAKOM I ONPEICIICHUS
tuma OC xocTa;

B) 0 (YHKIIMOHMPYIOLIMX Ha XOCTax cepBucax. OmnpeaencHue CepBUCOB, MCIOIHAEMBIX Ha
XOCT€, OCHOBAaHO Ha METOJAE BBIABICHUA «OTKPBHITBIX IIOPTOB», HANpaBICHHOM Ha cOop
nHpopManuu O IOCTYMHOCTH XocTa. Hampumep, mis ompenenenus noctynHoctu UDP-mopra
HE00XO0AUMO MOTYYUTh OTKJIMK B 0TBET Ha mockliky UDP-nakera cooTBeTCTBYIOILIEMY TOPTY:

eciu B otBeT npunuio coobmienne ICMP PORT UNREACHEBLE, To cooTBeTcTBYIOMMIA
CEPBHC HEJIOCTYIIEH;

€CJIM JIaHHOE COOOIIEHNE HE IOCTYNUIIO, TO MOPT «OTKPBIT.

Bo3MoxHBI BecbMa pa3HOOOpa3HbIE BapHallMd HCIHOJB30BAHUS OSTOrO METOJa B
3aBUCUMOCTH OT HUCIIOJIB3YEMOTO MTPOTOKOJIA B cTeke mpoTtokooB TCP/IP.

Hns  aBromatuzanuu cObopa wuHpopmauuu o0 MWCII[An pa3paboTaHO MHOXXECTBO
IIPOrPaMMHBIX CPEICTB. B kayecTBe npumepa MOKHO OTMETUTH CIEAYIOINE U3 HUX:

1) Strobe, Portscanner — onTUMHU3UPOBAaHHBIE CPEICTBA OMPEACICHHS JOCTYITHBIX CEPBUCOB
Ha ocHoBe onpoca TCP-nopTos;

2) Nmap — CpeAacTBO CKaHHUPOBAaHHS JOCTYNHBIX CEPBUCOB, INpenHasHaueHHoe ansia OC
Linux, FreeBSD, Open BSD, Solaris, Windows NT. fIBisieTcst camMbIM MOMYJISIPHBIM B HaCTOSIICE
BpEMS CPECTBOM CKAaHMPOBAHUSI CETEBBIX CEPBHUCOB;

3) Queso — BBICOKOTOYHOE cpenctBo ompezaeneHuss OC xocTa CeTH Ha OCHOBE IMOCBHUIKH
LENU KOPPEKTHbIX M HeKoppekTHbIXx TCP-nakeroB, aHanm3a OTKIMKA WU CpPaBHEHUS €ro ¢
MHO)KECTBOM HM3BECTHBIX OTKIMKOB painyHblix OC. JlaHHOE CpENCTBO TAaKXKE SBISIETCA
MOMYJISIPHBIM HA CErOJHAIIHUNA JIEHb CPEACTBOM CKaHUPOBAHHS;

4) Cheops — ckaHep TOIOJIOTUH CETHU MTO3BOJISIET TIOJTyYUTh TONOJIOTUIO CETH, BKIIFOUAsi KAPTUHY
nomena, oonactu [P-agpecoB u T.71. [Ipu atom onpenensiercs OC xocTa, a Takke BO3MOKHBIE CETEBbIC
yCTpoicTBa (IPUHTEPHI, MAPIIPyTU3aTOPHI U T.11.);

5) Firewalk — ckanep, HCHIOIB3YIONINI METOJIBI TPOrpaMMBI traceroute B HHTepecax aHalu3a
oTkinuka Ha [P-makersl i ompeaeneHHs KOHQUIypaluM MeEXCETEBOIO JKpaHa U IOCTPOCHUs
TOIIOJIOTMH CETH.
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Ha aTarc BTOPKCHHUA HUCCIICAYCTCA HaJIM4Ynue THUITOBBIX y;IBBHMOCTeﬁ
B CHCTEMHBIX CEpPBHCAX WU OMIMOOK B aJMUHHUCTPUPOBAHHH CHUCTEMBI. Y CHEIIHBIM PE3yJIbTaTOM
HNCITOJIB30BaAHUA y5[3BI/IMOCTCI\/JI 00BIYHO ABJISACTCS IMOJIy4YCHHC mponeccomMm HapyHmuTeIIsa
MPUBUJICTUPOBAHHOTO PEKUMa  BBIMOJHEHHUS (JOCTynma K TMPUBWICTHPOBAHHOMY — PEKUMY
BBITIOJTHEHUSI KOMAaH/JHOTO IIPOIIECCOpa), BHECEHHE B CHCTEMY YYETHOW 3amUCH HE3aKOHHOTO
MoJIb30BaTeNIsl, MojyueHue (aiina maposied Wi HapylleHHe pabOTOCIOCOOHOCTH aTaKyeMOro
XOCTa.

DTOT 3Tam pa3BUTUSA yTPO3bl, KaK MpaBuIo, sBiseTcs MHorodasueiM. K ¢dazam mporecca
peau3anuy yrpo3sl MOI'yT OTHOCHUTECS, HAIIPUMED:

YCTaHOBJICHHE CBSI3U C XOCTOM, OTHOCUTEIILHO KOTOPOTO pealln3yeTcs yrpo3a;

BBIABJICHUC YA3BUMOCTH,

BHEIPEHUE BPEIOHOCHOM ITPOTrpaMMBbI B HHTEPECax PACIIUPSHUS MIPaB U JIp.

VYTpo3bl, peanu3yeMble Ha OTarne BTOPKEHUS, IOAPA3ACISAIOTCS IO YPOBHSIM CTeKa
nporokonoB TCP/IP, mockonbky (OpMHUPYIOTCSI Ha CETEBOM, TPAHCIOPTHOM WU MPHUKIATHOM
YPOBHEC B 3aBUCHUMOCTH OT UCIIOJB3YEMOT'O MEXaHN3Ma BTOPIKCHUSA.

K TumoBeIM yrposzam, peaqu3yeMbiM Ha CETEBOM W TPAHCIOPTHOM YPOBHSX, OTHOCSTCS
TaKue Kak:

a) yrposa, HarpaBJieHHAasl Ha TOJIMEHY JJOBEPCHHOTO 00BEKTa,

0) yrposa, HarpaBJieHHasl Ha CO3/JaHUE B CETH JIOKHOTO MapIIpyTa;

B) YIpO3bl, HAlPaBJICHHBIC HAa CO3JJAHKUE JIOKHOTO OOBEKTA C MCIIOJIb30BAaHHEM HEJJOCTATKOB
QITOPUTMOB YIAJICHHOTO ITOUCKA;

T) YIpo3bl THUIA «OTKa3 B 00CITy)KBaHUI, OCHOBaHHBIC Ha
[P-nedparmenTanmu, Ha GopMupoBaHun HeKoppekTHBIX ICMP-3ampocoB (Hanpumep, ataka «Ping
of Death» u «Smurf»), Ha (dbopMupoBaHUU HEKOPPEKTHBIX

TCP-3anpocoB  (ataka «Land»), Ha CcO3JaHMM  «IITOPMA» TIAKETOB C  3alpOCaMu
Ha coequHenue (ataku «SYN Floody») u ap.

K TtumoBeM yrposzam, peain3yeMbIM Ha TPUKIATHOM YPOBHE, OTHOCSATCS YTPO3BI,
HalnpaBJICHHbIE HAa HECAHKIIMOHUPOBAHHBIA 3aMyCK MPHJIOKEHHH, YIpo3bl, peaau3anus KOTOPbIX
CBsI3aHA C BHEJPECHHUEM IPOTPAMMHBIX 3aKJIAJ0K (TUIA «TPOSHCKUN KOHBY), C BBISBIEHUEM TapoJiei
JIOCTyTIa B CETh WM K ONPEJEICHHOMY XOCTY U T.J.

Ecnu peanuzanust yrpo3sl He IpUHECIA HAPYIIUTEI0 HAUBBICIINX MPaB JOCTYTa B CUCTEME,
BO3MOXKHBI TOMBITKM PACIIUPEHUS] 3TUX MpaB 0 MAaKCHUMAaJbHO BO3MOXXHOTO YpoBHs. [y 3TOrO
MOTYT HCIIOIB30BATHCS YSI3BUMOCTU HE TOJBKO CETEBBIX CEPBUCOB, HO U YSI3BUMOCTH CHCTEMHOTO
nporpaMmMHoro obecnieuenust xoctoB MUCIIaH.

Ha »stame peanuzanuyu HECAHKIMOHHUPOBAHHOTO JOCTYIAa OCYILECTBISETCS COOCTBEHHO
JOCTIDKEHHE LENN PeaTn3aliu yrpo3bl:

HapylieHre KOHQUISHITMATEHOCTH (KOMTUPOBAaHUE, HEIIPABOMEPHOE PACIIPOCTPAaHEHUE);

HapyIIeHHUE [EeTOCTHOCTH (YHUUTOXKEHUE, U3MECHCHHE),

HapylUIeHHEe JOCTYMHOCTH (OJI0KHpOBaHHE).

Ha stom xe »JTame, mocine yKa3aHHbIX JACWUCTBHH, Kak MpaBUO, (OPMHPYETCS TakK
Ha3bIBa€MBbIl «UEpHBIH BXOA» B BHUAE OJHOTO M3 CEPBUCOB (JEMOHOB), OOCITY>KHBAIOLIUX
HEKOTOPBI MOPT M BBHINOJHAIOUIMX KOMaHIbl HapymuTens. «UepHbIi BXOA» OCTaBIsSIETCs B
cucTeMe B MHTepecax 00ecreueHHs:

BO3MOKHOCTH TIOJIy4UTh JOCTYI K XOCTy, JaXe €clId aIMHHHUCTPATOp YCTPaHUT
WCTIOJIB30BAHHYIO JUIS YCTICIIHOM peau3aliiy yrpo3bl YsI3BUMOCTb;

BO3MOKHOCTH IOJIyYUTh JOCTYI K XOCTY KaK MOXHO 00Jie€ CKPBITHO;

BO3MOXHOCTH IOJYYUTh [JOCTYNl K XOCTY OBICTpO (HE MOBTOpPSS 3aHOBO Ipolecc
peanusanyu yrpossl).

«YepHbIil BXOI» MO3BOJIIET HAPYIIUTEIIO BHEIPHUTH B CETh WJIM HA OIpPEICICHHBIA XOCT
BPEIOHOCHYIO TPOTpaMMy, HalpuMmep, «aHainu3zatop mapoiei» (password sniffer) — mporpammy,
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BBIJICJISIONIYIO TOJh30BATENbCKHE MACHTU(UKATOPHI U MAPOJIH U3 CEeTeBOro Tpaduka npu padore
MIPOTOKOJIOB BhICOKOTO ypoBHs (ftp, telnet, rlogin u T.1.). OOBeKkTaMu BHEIPEHUS BPEIOHOCHBIX
MPOrpaMM MOTYT OBITh IPOrpaMMbl ayTEeHTU(PUKAIMKN U UACHTU(DUKAIINH, CETEBbIE CEPBUCHI, SIPO
OTIepaIIMOHHOI cucTeMbl, (haiinoBas cucreMa, OUOIMOTEKH U T.1.

Hakonen, Ha sTane JMKBUAALMU CIEIOB pEaIU3alUU yTPo3bl OCYIIECTBISIETCS IOIBITKA
YHUYTOKEHUS CJIEI0B NEUCTBUM HapymuTens. [Ipu 3ToM yaansroTcs COOTBETCTBYIOIIUE 3AMCH U3
BCEX BO3MOJKHBIX KyPHAJIOB ayAWTa, B TOM YHCJIC 3aIUCH O (pakTe cOopa nHPOpMAITIH.

5.5. O0mas xapakTepuCcTHKA YIP03 NPOrPaMMHO-MATEMAaTHYECKUX BO31eCTBUIl

[IporpamMMHO-MaTeMaTHYECKOE BO3JECUCTBUE — 3TO BO3JICUCTBHE C TTOMOIIBIO BPETOHOCHBIX
nporpamMm. [IporpamMmMoli ¢ TOTEHUHAIBHO OMACHBIMU TMOCJEICTBUSMM WM BPEIOHOCHOU
MPOrpaMMOM Ha3bIBAIOT HEKOTOPYIO CAMOCTOSTEIBHYIO TIporpaMmy (HaOOp MHCTPYKIIHI), KOTOpast
CrocoOHa BBITIOJIHATH JIF000E HEITyCTOE IMOAMHOYKECTBO CISAYIONTUX (PYHKITHH:

CKPBIBATh MTPU3HAKU CBOETO MPUCYTCTBUS B IPOTPAMMHOM CpeJie KOMITbIOTEPa;

o0JaaTh CIOCOOHOCTHIO K CaMOAYOJIMPOBAHMIO, ACCOIMUPOBAHUIO CEOS C JPYyTUMH
nporpaMMamMHu U (HJIM) TIEPEHOCY CBOUX ()parMEeHTOB B WHBIC 00JIACTH OTIEPATHUBHOW WJIM BHEITHEH
MaMSsITH;

paspymarh (MCKa)xkaTh IPOU3BOJIBHBIM 00pa30M) KOJI TPOrpamMM B OTICPATUBHOM MaMSITH;

BBINIOJHATH 0€3 HWHUIMHPOBAHUS CO CTOPOHBI IMOJIb30BaTeNs  (MOJIb30BATENIbCKON
MpOrpaMMbl B IITAaTHOM pEXHME €€ BBIMOJIHEHUS) IECTPyKTUBHbIE (GYHKIUH (KOMHpPOBaHHE,
YHUYTOXKEHUE, OJIOKMPOBAHUE U T.11.);

COXpaHATh (parMeHThl MH(pOpPMALMM M3 ONEPAaTUBHON MaMATH B HEKOTOPBIX 0O0JaCTAX
BHEIIHEH MaMATH MPsIMOTo JOCTyNa (JOKAJIbHBIX WIH yAaJCHHbIX);

HCKa)XaTh TMPOM3BOJBHBIM 00pa3oM, OJOKHUpOBaTh U (WJIM) TOJMEHSTH BBIBOJUMBIA BO
BHEUIHIOIO MaMsTh WM B KaHaJl CBSI3M MacCUB HMH(OpMAaIMH, OO0pa30BaBILUICSA B pe3yibTare
PpaboThI MPUKIAIHBIX IPOrPaMM, HIIH YK€ HaXOASIIUECs BO BHEIIHEH MaMsITH MaCCUBbI TAHHBIX.

BpenoHocHble mporpamMmbl MOTYT OBbITh BHECEHBI (BHEIPEHBI) KaK MpeJTHAMEPEHHO, TaK U
CIlydyaiiHO B mporpamMMmHoe oOecrieueHne, ucnonssyemoe B MCII/IH, B mporecce ero paspaboTkwy,
CONPOBOXK/IEHUS, MOIU(UKAIMKM U HAcTpolKu. Kpome 3Toro, BpeOHOCHBIE MPOrpaMMbl MOTYT OBITh
BHeceHbl B mporiecce dkcrutyatarmi MCII/IH ¢ BHemHMX Hocutenel nH(OpMAIU WA TIOCPEICTBOM
CETEBOro B3auMoecTBUs Kak B pe3ysibTare HCJI, Tak u ciydaiino nons3oBarersimu MCIT/IH.

CoBpeMeHHbBIE BpPEJOHOCHBIE MPOrpaMMbl OCHOBAHBI Ha HCIOJB30BaHUU YA3BUMOCTEN
pa3IMYHOTO pPOJa MPOrpaMMHOTO obecreueHuss (CHCTEeMHOro, OOIINero, NPHUKIAJAHOTO) U
pPa3HOOOpPA3HBIX CETEBBIX TEXHOJOTWH, o00JajaloT I[IHUPOKHUM CHEKTPOM  JIeCTPYKTHUBHBIX
BO3MOXKHOCTEH (OT HECAaHKIIMOHHUPOBAHHOTO wuccienoBanus mapamerpo WCIIJIlm  Ge3
BMmemarenbctBa B pyHKimonuposanue MCII/IH, mo yHwuroxenus I[I/lH m mporpamMmmHOro
obecrieuenuss MCII/lH) m MoryT neWcTBOBaTh BO BCEX BHJAAX IPOTPaAaMMHOTO 0OeCTIeueHUs
(cucTeMHOTO, MPUKIIAHOTO, B IpaiiBepax ammapaTHoro 00ecTeueHust u T.1.).

Hanmnune B MCIIJIH BpeJOHOCHBIX TPOrpaMM MOXKET CIIOCOOCTBOBATH BO3HUKHOBEHHIO

CKPBITBIX, B TOM qyucIie HETPaTUIIMOHHBIX KaHaJoB JnocTyna
K HMH(pOpMalLKHY, MO3BOJSIOUIMX BCKPHIBaTh, 00XOIUTh WM OJOKUPOBAThH 3AIIUTHBIE MEXaHU3MBI,
MpeyCMOTPEHHbIE B CUCTEME, B TOM quclie MapoIbHYIO

Y KpHUNITOTpaQUIECKyIO 3aIINTy.
OCHOBHBIMHU BUJIaMHU BPEIOHOCHBIX IIPOTPAMM SIBIISTFOTCS:
MPOTPaMMHBIE 3aKJIa/IKH;
KJIACCHYECKHE MPOrpaMMHbBIC (KOMITBIOTEPHBIE) BUPYCHI;
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BPEJOHOCHBIE MPOTrPaMMBbl, paCIIPOCTPAHSIIOIINECS IO CETU (CETEBbIE YEPBH);

JpyTHe BPEAOHOCHBIE IPOTrPaMMBbl, IIpeHa3HaueHHbIe 115 ocyiecTiaenus HC/I.

K nporpaMMHBIM 3akiiagkaM OTHOCSITCSI NpPOrpaMMbl, ()parMeHThl KOAd, HHCTPYKIUH,
(dbopmupyoIue HeIeKIapUpOBaHHbIE BO3MOXKHOCTH MpPOrpaMMHOro obecneueHus. BpepoHocHble
MIpOrpaMMbl MOTYT MEPEXOJIUTh W3 OJHOTO BHUJA B JAPYroil, Hampumep, MporpamMmHasl 3aKjajgka
MO>KET CT€HEPHUPOBATH MPOTPaMMHBIN BUPYC, KOTOPBI, B CBOIO OY€pElb, MONAB B YCIOBHUS CETH,
MOKET C(OPMHUPOBATH CETEBOTO YEPBsI WIIM IPYTYIO BPEIOHOCHYIO MPOrpaMMy, MpeTHa3HAYeHHYIO
st ocymectBiaeHuss HC/I.

Krnaccudukanuss mporpaMMHBIX BUPYCOB M CETEBBIX UEpBEHl Npe/cTaBlieHa HA PHCYHKe 14.
KpaTtkas XapakTepUCTHMKa OCHOBHBIX BpEIOHOCHBIX IIPOIpaMM CBOAWUTCS K  CIEIYIOIIEMY.
3arpy304Hbie BUPYCHI 3aIUCBHIBAIOT CeOs JTMOO B 3arpy30UHBIA CEKTOp aucka (boot-cekrop), oo B
CEKTOp, COJAEpKalluii CHUCTeMHBIN 3arpy3unk BuHuUecTepa (Master Boot Record), nmmbo mensior
yKa3areib Ha aKTUBHBIA boot-cektop. OHU BHEIPSIOTCS B MaMSATh KOMIBIOTEpA TPH 3arpy3ke ¢
MHQULIMPOBAHHOTO JUCKa. [IpM 3TOM CHCTEMHBIM 3arpy34MK CUHTBIBAET COAEPKUMOE IEpBOTO
CEKTOpa JKCKa, C KOTOPOro MPOU3BOAMUTCS 3arpy3Ka, MOMEIAET CUNTAaHHYI0 HH(OPMAIHIO B MaMATh
U nepeaaeT Ha Hee (T.e. Ha BUpYc) ynpasieHue. [locie 3Toro HaunHaIOT BBINOIHATHCS UHCTPYKIMU
BHUpYCa, KOTOpBIM, KaK TPaBWIO, YMEHbIIaeT OO0bEM CBOOOJHOM NaMsiITH, KONUPYET B
0CBOOO/IMBILIEECS MECTO CBOM KOJ M CUMTHIBAET C JUCKA CBOE MPOJOKEHHE (€CIM OHO €CTh),
nepexBaTbIBaeT HEOOXOoauMble BekTopa npepbiBaHuil (00brdHO — INT 13H), cuutbiBaeT B mamsth
OpPHUTHHAIBHBIN bOOt-CEKTOp U MepeaaeT Ha Hero yrnpasJieHHE.

B nanpHelimeM 3arpy304HbIii BUPYC BEAET ce0si Tak ke, Kak (paiIoBBINA: MEpPEeXBATHIBACT
oOpallleHnsl ONEepPaLlMOHHON CUCTEMBI K IUCKaM M MHQUIMPYET UX, B 3aBUCUMOCTH OT HEKOTOPBIX
YCIIOBHI  COBEpINAeT JCCTPYKTUBHBIC JCWCTBUS, BBI3BIBACT 3BYKOBBIE J(PQEKTH  WiIn
BUI€03 (D (PEKTHI.

OCHOBHBIMU A€CTPYKTUBHBIMU AEHCTBUSIMU, BBIIIOTHAEMBIMU TUMH BUPYCaMH, SBIISIOTCS:

YHUYTOXKEHUE MH(OpMAIK B CEKTOpaX AUCKET U BUHYECTEPA;

UCKJIIOYEHHE BO3MOXHOCTH 3arpy3KH ONEPALMOHHON CUCTEMBI (KOMITBIOTED «3aBUCAETY);

HCKAKEHUE KOJIa 3arpy34HKa;

(bopmaTUpOBaHUE TUCKET WM JIOTMYECKHUX JUCKOB BUHUECTEPA;

3akpbiTue goctyna Kk COM- u LPT-nopram;

3aMEHa CUMBOJIOB IIPY NI€YaTH TEKCTOB;

MIOICPTUBAHUS DKpaHa,

N3MEHEHNE METKU AMCKA WU JUCKETBHI;

CO3JlaHHE NICEBAOCOOIHBIX KIacTEPOB;

CO3/aHME  3BYKOBBIX  HM(MJIM)  BH3yalbHBIX  3(QQexkToB  (Hampumep,  MajJeHHUE
OYKB Ha DKpaHe);

nopya ¢aiyioB JaHHBIX;

nepesarpyska KOMIIBIOTEpa;

BBIBOJ] Ha KpaH pa3HOOOPa3HBIX COOOIEHUI;

OTKJIIOUYEHUE TIEPUPEPUIHBIX YCTPONCTB (HAITpUMeED, KJIIaBHATYPHI);

N3MEHEHHE NAINTPBI IKPaHa;

3aI10JIHEHUE YKpaHa MIOCTOPOHHUMHU CUMBOJIAMHU WU U300paXKEeHUAMU;
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MOTalleHHe SKpaHa U NEPEBOJ] B PEKUM OXKUAAHUS BBOJA C KJIIABUATYPBI;

mM(poBaHue CEKTOPOB BUHUYECTEPA,

BBIOOpOYHOE  YHMUYTOXKEHHE CHUMBOJIOB, BBIBOJAMMBIX Ha JKpaH TIpu  Habope
C KJIaBHATyPBI;

yMEHbIlIeHnEe 00beMa ONEPaTUBHON MaMSITH;

BBI30B II€YaTU COJAEPKUMOTO 3KPAHa;

OJIOKMpPOBAHNUE 3aHMCH Ha JIUCK;

yHHUTOXeHue Tabnuibl pazouenus (Disk Partition Table), mocie 3Toro koMmneroTep MOXKHO
3arpy3uTh TOJBKO ¢ (HIIONMH-IHMCKA;

OJIOKHMpPOBaHME 3aITyCKa UCTIOJIHSICMBIX (halJIoB;

OJIOKMPOBAHME JTOCTYTIA K BUHYECTEPY.

BonbImMHCTBO 3arpy304HBIX BUPYCOB IIEPE3aNICHIBAIOT ce0s Ha (PIOTIH-IUCKH.

@aiisoBble BUPYCHl MPH CBOEM Pa3MHOXEHMHM TEM MM HHBIM CIIOCOOOM HCHOJB3YIOT
¢aitnoByto cucreMy Kakoi-1n60 onepanuonHoi cucteMsl. I1o ciocoOy 3apakeHus GpaiiaoB BUPYCHI
Jenarcs Ha 3aMeniaromue («overwriting»), mapasuTHueckue («parasiticy), KOMIaHbOH-BUPYCHI
(«companiony»), «link»-BUpyCBI, BHUPYCHI-4EpPBH W BHUPYCHI, 3apakalomue OOBEKTHBIE MOYJIH
(OBJ), oubnuotexn komnmiATopoB (LIB) u ncxonHble TEKCTHI mporpamm.

Metox 3apakeHUs] «overwritingy» siBisieTcss HanOoJee MPOCTHIM: BHPYC 3alMCHIBACT CBOM
KO/ BMECTO KOJia 3apakaeMoro (aiiia, yHUYTOXas ero cojuepkumoe. ECTeCTBEHHO, YTO MPH 3TOM
¢aiin nepecraet paboTaTh U HE BOCCTAHABIMBAETCA. Takue BUPYChl OUEHb OBICTPO OOHAPYKUBAIOT
ce0s, TaK KaK oneparoHHasi CUCTEMa U MPHIIOKEHUs! TOBOJIBHO OBICTPO MEPECTAIOT paboTaTh.

K mapasutnueckum OTHOCSTCA Bce (hailyloBble BHPYCHI, KOTOPbIE IPU PaclpOCTPAHEHUU
CBOMX KONHH 0053aTENbHO M3MEHSIOT COJEpKUMOe (aiyioB, OCTaBIIsIsA caMd (aiiibl TPU STOM
MOJIHOCThIO WJIM YaCTHYHO paboTOCrOCOOHBIMU. OCHOBHBIMHM THIIAMHM TaKHX BHUPYCOB SIBIISIOTCS
BUPYCHI, 3alUCHIBAIONINECS B HAYAJI0, CEpEANHY WK KoHel (paiaoB. OTAENBHO CleayeT OTMETHTh
JIOBOJIBHO HE3HAYMTEIBHYIO TIPYIIy MNapasUTUUYECKUX BHUPYCOB, HE MMEIOIIUX «TOYKH BXOJa»
(EPO-Bupycsl — Entry Point Obscuring viruses). K HUM OTHOCSTCS BUPYCHI, HE 3aIMCHIBAIOIINE
KOMaHJy Tiepefaun yrpasiieHus B 3aroioBok COM-daitnoB (JMP) u He u3aMeHstomue agpec TOUKu
ctapra B 3arojioBke EXE-¢aiinoB. Takue BUPYCHI 3aMUCHIBAIOT KOMAHIy IEepeXxoja Ha CBOUM KOJ B
KaKkoe-TM00 MECTO B cepeinHy (Qaiiyia U MoydyaroT YIpaBlieHHEe HE HETIOCPEJACTBEHHO MPH 3aIyCKe
3apakeHHOTO (paiiya, a MpHu BBI30BE MPOLEAYPHI, COJEpKaIleil Ko Nnepeaadd yIpaBiIeHUs: Ha TeJ0
Bupyca. llpuueM BBINOJIHATBCA 3Ta MPOLEAYypa MOXKET KpailHe pelko (Hampumep, IpU BBIBOJE
cooOlIeHnss 0 Kakoh-mubo crenuduueckoil omudke). B pesynbrate BUpPYC MOXKET JOJITHE TOJbI
«craTh» BHYTpPH (hailyia ¥ MPOsBUTH ce€0s1 TOJIBKO MPU HEKOTOPBIX OTPAHNYECHHBIX YCIOBUSIX.

K kareropunm «KOMHaHbOH» OTHOCSITCS BUPYChI, HE H3MEHSIOLIME 3apa’kacMble (ailiibl.
Anroput™M paboTBI 3TUX BHUPYCOB COCTOMT B TOM, YTO JUIsi 3apakaeMoro (aiina cosmaercs Qaiii-
JIBOMHMK, TIPUYEM TIPH 3aIlyCKe 3apakeHHOTO (paiiia yrpaBieHHe MOTy4aeT UMEHHO 3TOT JBOWHUK,
TO ecThb BUpyc. Hanbonee pacnpocTpaHeHbl KOMIAHbOH-BUPYCHI, UCIOJIB3YIOIUE 0co0eHHOCTh DOS
NIEPBBIM BBINOJIHATH Gaiinb
¢ pacmmpennem .COM, ecnm B OJHOM KaTajiore TMPHUCYTCTBYIOT 1Ba (ailma ¢ OaHUM
U TEM K€ UMEHEM, HO pa3auuHbIMU pacupenusiMu umenn — .COM u .EXE. Takue Bupychl co3aaror
st EXE-¢aiinoB (aiinbl-ciyTHUKH, MMEIOIIKE TO K€ camoe UMs, HO ¢ pacmmpenuem .COM,
Hanpumep, s daitna XCOPY.EXE co3naercs ¢aitn XCOPY.COM. Bupyc 3anmuceiBaercst B COM-
¢aiin n Hukak He u3Menser EXE-gaiin. Ilpu 3amycke takoro ¢aiina DOS nepBbIM 00HAPYXUT U
BeINOJTHUT COM-aiin, To ectb Bupyc, KOTopbli 3ateM 3amycTuT u EXE-daiin. Bropyro rpynmy
COCTaBJISIFOT BUPYCHI, KOTOpBIE MIPU 3apa’keHUN NEPEMMEHOBBIBAIOT (Dailyl B Kakoe-IM0o Apyroe umsl,
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3alIOMUHAIOT €ro (Ui MOCJIEIYIONIEero 3amycka (ailna-xo3suHa) U 3alKChIBAlOT CBOW KOJ Ha JMCK
noJ, uMeHeM 3apaxaemoro (¢aitna. Hampumep, ¢aitn XCOPY.EXE mnepeuMeHoOBbIBaeTCs B
XCOPY.EXD, a Bupyc 3anuceiBactca nox mmeHeM XCOPY.EXE. Ilpu 3amycke ymnpasieHue
MOJTy4aeT KOJ BUPYCa, KOTOPbIN 3aTeM 3amyckaeT opuruHaibHbiil XCOPY, XpaHgmuiics ol UMEHEM
XCOPY.EXD. HurepeceH TOT (akT, 4TO JaHHBIM MeTOA paboOTaeT, MO-BUIMMOMY, BO BCEX
OTIEPALIMOHHBIX cucreMax. B TPETHIO rpymiy BXOJIAT TaK Ha3bIBa€MbIe
«Path-companion» Bupycsl. OHr 1100 3aIHMCHIBAIOT CBOW KOJ| IO UMEHEM 3apaxkaeMoro (aiina, HO
«BBIILIEY Ha OJIMH YPOBEHb B IIPONMCHIBAEMBIX MyTAX
(DOS, Takum 00pa3zom, IEpBBIM OOHAPYKUT U 3aIyCTUT (hailsi-BUPYC), JIMOO NMEPEHOCT (haili-KkepTBy
Ha OIVH IIOJKATAJIOT BBILIE U T.1.

Bo3MOXHO cyIiecTBOBaHUE M JIPYTUX TUIIOB KOMIIAHbOH-BUPYCOB, HCIOJIB3YIOIIUX HHbBIE
OpPUTHHAIILHBIC MJIEH WM OCOOCHHOCTH JIPYTHX OMEPAMOHHBIX CUCTEM.

@aiioBble YepBU (WOrms) sIBJISIOTCSA, B HEKOTOPOM CMBICIIE, PA3HOBUAHOCTHIO KOMITAHBOH-
BUPYCOB, HO IPH 3TOM HHUKOMUM O0pa3oM HE CBS3BIBAIOT CBOE MPHCYTCTBHE C KaKMM-JIHOO
BBINOJIHSAEMBIM (aiioMm. [Ipy pa3MHOXKEHMH OHM BCETO JIMIIb KOMUPYIOT CBOM KOJ B Kakue-JInOO
KaTaJoTy JUCKOB B HAJEX/E, YTO 3TH HOBbIE KOIUHU OyAyT KOIAa-Iu00 3aIyIleHbl 10Jb30BaTEIEM.
WHorpa »TM BHpYyCHl JAalOT CBOMM KOIHUSAM «CHEHUAJIbHBIE» HMEHA, YTOObl MOATOJIKHYTb
nosib3oBarenss Ha 3amyck cBoed komuu — Hampumep, INSTALL.EXE wmnun WINSTART.BAT.
CyIecTByIOT BUPYCHI-UEPBH, HWCHOJB3YIOIIUE JOBOJIHHO HEOOBIYHBIE IPHEMBI, HAIpUMED,
3anuchiBarole cBou konuu B apxuBbl (ARJ, ZIP u npouune). Hekoropsle BUpPYCHI 3alKCBIBAIOT
KOMaHIy 3amycka 3apaKE€HHOIO ¢aiina B BAT-¢aiinb.
He cnenyer myTath (hailyioBble BUPYChI-UEPBU C CETEBBIMM 4epBsiMU. [lepBble NCIONB3YIOT TONBKO
¢aitnoBsle (HYHKIMH KaKOW-IMOO OTMEpaMOHHON CHCTEMBI, BTOPBIC K€ TPU CBOEM Pa3MHOXKCHHU
MOJIb3YIOTCS CETEBBIMU NPOTOKOJIAMH.

Link-Bupychl, Kak 1 KOMIIaHBOH-BHPYCHI, HE U3MEHSIOT (PU3UYECKOTO CONEPKUMOTO (Paitiios,
OJTHAKO IIPHU 3aIlycKe 3apakeHHOro ¢aiina «3actaBisiior» OC BBIIOIHUTH CBOW KOJ. DTOH Lenu OHU
JOCTUTaloT MoAuQUKamein HeoOX0TUMBIX MoJiel (PpaiIoBOIl CUCTEMBI.

Bupycel, 3apaxkaromue OMOIMOTEKH KOMIIMJIATOPOB, OOBEKTHBIE MOJYJIM M HCXOAHBIE
TEKCThl MPOrpaMM, JOCTATOYHO 5SK30THYHBI M MPAKTHUUECKU HE PpaclIpoCTpaHEHbl. Bupycel,
3apaxkatone OBJ- u LIB-daiinsl, 3aniChHIBaIOT B HUX CBOM KOJ B (hopMaTe OOBEKTHOTO MOJYJIS
i OnbIMoTeKu. 3apaskeHHbIH (ailsl, TakuM 00pa3oM, HE SBIISIETCS BHIMOIHAEMBIM U HE CIIOCOOCH
Ha JaJIbHENIIee paclpOCTPaHEHNE BUPYyCa B CBOEM TEKyLIEM COCTOSIHMM. Hocutenem xke «KuBOro»
Bupyca craHoButcst COM- unmu EXE-daiin.

[Tonyuus ynpasneHue, GpaitioBblii BUPYC COBEPIIACT CICAYIOMINE 00INe NeHCTBUS:

MPOBEpPSET ONEPATHBHYIO MaMATh Ha HAJIMYHE CBOCH KOMMM W HWHPHUIUPYET NaMsTh
KOMIIBIOTEpA, €CIM KOMMs BHpyca HE HaiifieHa (B cilydae, €Cid BUPYC SIBISIETCS PE3UICHTHBIM),
UIIET He3apaXeHHbIe (aiiIbl B TEKyIIEM U (MJIM) KOPHEBOM KaTaJlore MyTeM CKaHUPOBaHMS JIepeBa
KaTaJoroB JIOTHYECKUX TUCKOB, a 3aTeM 3apakaeT oOHapy KeHHbIE (Qailiibl;

BBITIOJIHSCT JIOTIOJIHUTENbHbIE (€CIM OHM €CThb) (YHKUMHU: AECTPYKTHBHBIC JI€HCTBHS,
rpadudecKkue Wi 3BYKOBbIE d(PPEKThl U T.1. (IOMOTHUTENbHBIE (DYHKIIMH PE3UICHTHOTO BHpYyCa
MOTYT BBI3BIBATHCA CIIYCTSI HEKOTOPOE BpEeMs IMOC]€ aKTUBHU3ALMM B 3aBUCHMOCTH OT TEKYILErO
BpeMEHH, KOH(UTYpallui CUCTEMbI, BHYTPEHHUX CUETUYUKOB BUpYCa WIM IPYIHX YCIOBH, B 3TOM
cilydae BUPYC IPHU aKTUBHU3AIMKU 00pabaThIBaeT COCTOSHUE CHCTEMHBIX YacOB, yCTaHABINBAET CBOU
CYCTYMKH U T.]1.);

BO3BpALIAeT YIpaBJIeHHE OCHOBHOM Mporpamme (eciiu oHa ecTbh). [lapazutuueckue BUPYCHI
MpU 3TOM JTHMOO0 JieyaT (haiisi, BBITIOJHSIOT €ro, a 3aTeM CHOBA 3apaykaroT, MO0 BOCCTAHABIMBAIOT
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nporpammy (HO He (haitin) B ucxogHoM Buze (Hampumep, y COM-mporpaMmbl BOCCTaHABINBAETCS
HecKobKo mepBbix OaiT, y EXE-mporpammbl BBIYUCISETCS HMCTUHHBIA CTapTOBBIM ajpec, y
NpaiiBepa BOCCTAHABIMBAIOTCS 3HAYCHHUSI a[peCOB MPOrPaMM CTPATErHH U IPEPHIBAHUS).

HeoOxoauMo oTMeTHTh, YTO ueM OBICTpee pacHpOCTpPaHAETCS BUPYC, TEM BEpOsTHEE
BO3HUKHOBEHHE SIHUJIEMUH ITOTO BHpPYCa, YeEM MEJIEHHEE PacHpOCTPAHSAETCS] BUPYC, TEM CIIOYKHEE
ero OOHapyXWTh (€cCiiM, KOHEYHO K€, 3TOT BHpPYC Heu3BecTeH). HepesuneHTHblE BHpPYCHI 4acToO
SIBIISTFOTCST «MEJICHHBIMI» — OOJIBITMHCTBO M3 HUX MPH 3aIyCKe 3apakaeT OJWH WM JBa-Tpu Qaiina
U HE YCIIEBAeT 3arOJIOHUTh KOMITBIOTEP 1O 3allycKa aHTUBUPYCHOW MpOrpamMmbl (WU TOSBICHHS
HOBOM BEpCHM aHTHBHpYCa, HACTPOCHHOW Ha HaHHbIM Bupyc). CylIecTBYIOT, KOHEYHO K€,
HEpPEe3UJCHTHbIE «OBICTPHIE» BUPYCHI, KOTOPbIE MPU 3aIyCKE MIIYT W 3apa’kaloT BCE BBIMOIHSIEMbIE
Gaiinpl, OJHAKO TaKWe BHPYCHl OYCHb 3aMETHBI: TPH 3allyCKe KaKIOro 3apakeHHoro (haiina
KOMITBIOTEp HEKOTOpOoe (MHOTa JOCTaTOYHO JIOJIT0e) BPeMsi aKTUBHO pabOTaeT ¢ BUHYECTEPOM, UTO
neMackupyer Bupyc. CKOpocTh pacnpocTpaHeHus (MHOHULIMPOBAHUSA) Y PE3HIACHTHBIX BHUPYCOB
OOBIYHO BHIIIIE, YeM y HEPE3UACHTHBIX - OHU 3apakatoT (hailiibl Ipu KaKUX-THO0 OOpaIeHUIX K HUM.
B pe3ynbTare Ha qUCKe OKa3bIBAIOTCS 3apaKeHHBIMU BCE MJIH MOYTH BCe (Daiiiibl, KOTOPbIE TOCTOSIHHO
HCIIONIB3YIOTCS B padote. CKOpPOCTh pacrpocTpaHeHus (MHPHUITUPOBAHUS) PE3UICHTHBIX (DailIOBBIX
BUPYCOB, 3apakalomuX (aiibl TONBKO TPH HMX 3aIyCKe Ha BBHIMOJNHEHHE, OyJIeT HWKe, YeM Y
BUPYCOB, 3apaXKAFOIINX (haiiiIbl ¥ PU X OTKPHITUH, IEPEHMEHOBAaHUY, N3MEHEHUH aTpUOyTOB (aiina
U T

Takum o00Opa3oM, OCHOBHBIE JI€CTPYKTHUBHBIC JEWUCTBHUS, BBIMONHsIEMbIe (HallIOBEIMU
BUpYCaMH, CBsI3aHbl C TMOpakeHUEeM (ailioB (Yamie HCHONHIEMbIX WM (aijIoB JaHHBIX),
HECAaHKLUMOHUPOBAHHBIM 3aITyCKOM pa3IMYHBIX KOMaHJ (B TOM 4YHcCIe, KOMaH] (opMaTHpPOBAHMUS,
YHHYTOXEHUS, KOTIMPOBAHUS U T.II.), U3MEHEHHEM TaOJIUIBl BEKTOPOB TpEephIBaHUN U Jp. BmecTe ¢
TEM, MOTYT BBITIOJHITHCS W MHOTHE JIECTPYKTHBHBIC II€HCTBHSA, CXOJHBIE C TEMH, KOTOpBIC
YKa3bIBAJIUCh IS 3aTPy30YHBIX BUPYCOB.

MakpoBupycsl (macro viruses) SBISIOTCS NporpaMMaMHM Ha s3bIKaxX (Makposi3bIKax),
BCTPOEHHBIX B HEKOTOpHIE CHUCTEMBbl OOpabOTKU JAHHBIX (TEKCTOBBIE PEAAKTOPHI, JIEKTPOHHBIC
Tabauubl W T.A.). JIsd CBOEro pa3MHOXEHHS TaKHEe BHUPYCHl HCHONB3YIOT BO3MOXKHOCTHU
MaKpOSI3bIKOB U MPHU WX MOMOIUIN MEPEHOCAT ceOsl U3 OJJHOTO 3apakeHHOTOo (aiina (ZoKyMeHTa WiH
Tabnuupl) B apyrue. Haumbonbliee pacmpocTpaHeHHE TMONYyYUIM MaKpOBHPYCHI JJIsl TaKeTa
NMpUKIaIHBEIX Tporpamm Microsoft Office.

Jlnist cyIiecTBOBaHUSI BUPYCOB B KOHKPETHOH cuUcTeMe (pelakTope) HeoOXOOMMO Haluyue
BCTPOEHHOTO B CUCTEMY MaKpOs3bIKa C BO3MOKHOCTSIMHU:

1) mpuBSI3KH MPOTpaMMbl Ha MaKpOSI3bIKE K KOHKPETHOMY (aiiy;

2) KOTMPOBAaHMSI MAKPOTIPOTPaMM M3 OJTHOTO (haiisia B JPyToi;

3) moiy4eHus ympaBlIEHHs MakpomporpamMmmon 0e3 BMeIIaTeNbCTBA  IOJIb30BATENs
(aBTOMATHYECKHE WJIN CTAaHIAPTHBIC MAaKPOCHI).

JIaHHBIM YCIIOBHUSIM YJIOBJICTBOPSIIOT HpuUKJIanHble nporpammbl Microsoft Word, Excel u
Microsoft Access. Onu coaepkat B cede makpos3biku: Word Basic, Visual Basic for Applications.
IIpu sTOM:

1) MakponporpamMmsbl IPUBSI3aHbl K KOHKPETHOMY (hailiTy WIIM HaXOJsATCs BHYTPH (aiina;

2) MakpoOSI3bIK TO3BOJIIET KOMUPOBaTh (Dailibl WM TepeMeniaTh MaKpOIpOrpaMMbl B
CiTy>keOHbIe (pailyibl CUCTEMBI M peaKTUPyEMbIC (paiiiibl;

3) mpu pabore ¢ (ailioM TpU ONMPEEICHHBIX YCIOBUAX (OTKPBITHE, 3aKPHITHE U T.I.)
BBI3BIBAIOTCS MaKpONpPOTpaMMBbl (€CIM TaKOBBIE €CTh), KOTOPbIE OMNPEIENICHbl CHEeIHATbHBIM
00pa3oM MM UMEIOT CTaHAAPTHHIC NUMEHA.

JlanHass OCOOCHHOCTH MAaKpPOS3BIKOB TIpeAHA3HA4YeHA JUIsi aBTOMATHYECKOM 0O0pabOoTKH
JaHHBIX B OOJBIIUX OpraHU3alUsAX WM B TJIOOATBHBIX CETSX U TO3BOJSET OPraHM30BaTh TaK
Ha3bIBAEMBI «aBTOMATHU3MPOBAHHBIN JTOKYMEHTO000poT». C Apyrod CTOPOHBI, BO3MOXXHOCTH
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MaKpOSI3BbIKOB TAaKUX CHCTEM ITO3BOJISIIOT BUPYCY NMEPEHOCUTH CBOM KOJ B Apyrue (pailiipl M TaKuM
o0pa3oMm 3apaxaTh HX.

BonbmmHCTBO MaKpOBUPYCOB aKTUBHBI HE TOJIBKO B MOMEHT OTKPBITHA (3aKphITHA) (aiina,
HO 10 TeX MOop, MOKa aKkTHUBEH caMm penaktop. OHM coaep:kaT Bce CBOM (YHKIHMH B BHJE
cranmapTabeix MakpocoB Word/Excel/Office. CymiecTByroT, OTHAKO, BHPYCHI, HCIIOJIB3YOIINE
MPUEMBl CKPBITHSI CBOETO KOAAa M XpaHAIIMEe CBOM KOA B BHIE HE MakpocoB. M3BecTHO Tpu
MOI0OOHBIX MpUEMa, BCE OHU HCHOJIB3YIOT BO3MOXKHOCTh MakpOCOB CO3/1aBaTh, PENaKTHUPOBAaTh U
WCIIONHATH JIpyrue Makpochl. Kak mpaBuio, mogoOHbIe BUPYChI UMEIOT HEOOINBIIONW (MHOTHa —
MOJIMMOP(HBIN) MaKpoc-3arpy34rK BUpYyca, KOTOPBIH BBI3bIBAET BCTPOEHHBIN PENAKTOP MaKpOCOB,
CO3/aeT HOBBIM Makpoc, 3alOJHSET €ro OCHOBHBIM KOJOM BHUpPYCa, BBITIOJNHSET W 3aTeM, Kak
MIPaBWJIO, YHUUTOXKAET (UTOOBI CKPBITh CJIEbI IPUCYTCTBUS BUpyca). OCHOBHOM KO/l TAKUX BUPYCOB
MPUCYTCTBYeT NUOO B CaMOM Makpoce BHpyca B BHIE TEKCTOBBIX CTPOK (MHOTAa —
3amu(pPOBAHHBIX ), TUOO XPAHUTCS B 00JIACTH IEPEMEHHBIX JJOKYMEHTA.

K cereBbIM OTHOCATCS BHUPYCBHI, KOTOpBIE [JIi CBOETO pACIPOCTPAHEHHUS] AKTUBHO
HCIOJIB3YIOT IPOTOKOJbI MU BO3MOXHOCTH JIOKAJIbHBIX M IN0OaNbHBIX ceTeil. (OCHOBHBIM
MIPUHIIMIIOM pabOThl CETEBOTO BUpPYCa SBISETCS BOZMOKHOCTh CAMOCTOSITENILHO TIEpeIaTh CBOM KO/
Ha yJaJeHHbIH cepBep wiu pabouyro craHuuio. «llomHOLIEHHBIE» ceTeBble BUPYCHl MPU 3TOM
00Ja/1a10T e1ie ¥ BO3MOKHOCTBIO 3aIyCTUTh Ha BBHIIIOJIHEHUE CBOM KO/ Ha yAalEHHOM KOMITbIOTEpe
WIIH, TI0 KpaliHEel Mepe, «ITOITOIKHYThY MOJIb30BATENs K 3aIyCKy 3apakeHHOro (aiina.

BpenonocHsiMu nporpammamu, obecneunBaromumu ocyuiectsienne HCJI, moryT ObITh:

IpOrpaMMBbl TO100pa M BCKPBITUS Mapoieii;

NPOTPaMMBbI, PEATN3YIOIIIE YTPO3HI;

NpOrpaMMbl, JEMOHCTPHPYIOUIME HCIOIb30BaHUE HEACKIAPHUPOBAHHBIX BO3MOXKHOCTEH
IIPOrpaMMHOT0 U IporpaMMHo-anmnapaTHoro ooecneuenus: MCI1/IH;

POTPaMMBI-T€HEPATOPbI KOMITBIOTEPHBIX BUPYCOB;

pOrpaMMmBbl, JIEeMOHCTPHUPYIOLIHE YSI3BUMOCTH CpenCTB 3aIIUTHI
uHpopMauu U Jp.

B cBs13u ¢ ycnokHEHHEM M BO3pacTaHUEM Pa3HOOOpa3usl MPOrpaMMHOTO 00ECIICYSHHUS YUCTIO
BPEIOHOCHBIX Hporpamm ObIcTpo Bo3pacTaeT. Ceromnsi usBecTHO Oosiee 120 Thics4 cUTHATYp
KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ TeM, ajeko He Bce M3 HUX MPECTaBISIOT PeabHyo yrpo3y. Bo
MHOTHX CJIydYasX YCTpaHEHHE YSA3BUMOCTEH B CHCTEMHOM WM TIPHKIAJHOM HPOrPaAMMHOM
o0ecriedyeHNH MPUBETIO K TOMY, YTO sl BPEJOHOCHBIX TPOTPaMM YK€ HE CHOCOOEH BHEIPHTHCS B
HHX. YacTo OCHOBHYIO OITACHOCTH MPEACTABIISIIOT HOBBIE BPEIOHOCHBIE TIPOTPAMMBI.

5.6. O0masi xapaKkTepUCTHKA HeTPAAUIMOHHBIX HHPOPMALMOHHBIX KAHAJIOB

HerpaguumoHuelii MH(QOpPMAIMOHHBIA KaHall — 3TO KaHaJl CKPBITHOW Tepeaayu
MHGOPMALIUU C MCIIOJIb30BaHUEM TPAJUIIMOHHBIX KaHAJIOB CBSA3M M CHELMAIbHBIX NpeoOpa3oBaHUN
nepeaaBaeMoil nH(popMaluy, He OTHOCSAIIMXCS K KPUIITOrpahUIeCKUM.

Jst hopMupoBaHKs HETPAIULMOHHBIX KAHAJIOB MOTYT HCIIOIb30BaThCSI METOIbI:

KOMIIBIOTEPHOH cTeraHorpaguu;

OCHOBAHHbIE Ha MaHUMYJSIIMU pa3nuyHbiX xapakrtepuctuk HWCIIAH, KOTOpble MOKHO
MOJIyyaTh CaHKLMOHHWPOBAHO (HampuMep, BPEeMEHU OOpabOTKU pPA3IMYHBIX 3alpOCOB, OOBEMOB
JOCTYTTHOW NaMsITH WX JOCTYIHBIX JJIS YTCHUS UACHTU(PUKATOPOB (GailyioB UM MPOLECCOB U T.IL.).

MeTtoabl KOMIBIOTEPHOI cTeraHorpaguu npenHa3HauyeHbl Ul CKpBITUS (akTa Hepeaayu
coOOlIeHNs] MyTeM BCTpauBaHMs CKpbIBaeMOM MH(pOpMAlMM BO BHEIIHE 0e300uaHbIE JaHHBIE
(TekcroBble, rpaduueckue, ayuo- WK BUAeo(haisbl) U BKIIOYAIOT B ce0s JABE IPYIIbl METOAOB,
OCHOBAHHBIX:

Ha HCIOJIb30BAaHUM CIIELHUAIBHBIX CBONHCTB KOMIIBIOTEPHBIX (DOPMATOB XpaHEHHsS H
nepeaydu 1aHHbIX;



55

Ha M30BITOYHOCTH ayaHWO-, BU3YaJIbHOW WJIM TEKCTOBOW HH(pOpMalUU C [O3ULUN
MCUXO(PHU3UOIOTHIECKIX 0COOCHHOCTEH BOCTIPHSITHS YE€TIOBEKA.

Krnaccuukanmss MeToZoB KOMIBIOTEPHOH cTeraHorpaduy MpuBeIeHa Ha pHcyHKe 15. Mx
CpaBHMTENbHAS XapaKTEPUCTHKA IIPUBEICHA B TadHLIE 4.

Haubonpiiee pa3BuTve M NMPUMEHEHHE B HACTOSIIEE BpEMs HAXOIAT METOAbI COKPBITHUS
nHpopManuu B TpaUIecKHX CTErOKOHTEHHEpax. JTO OOYyCIOBICHO CpPaBHHUTEIBHO OOJBIIMM
00beMOM HH(OpPMAIMK, KOTOPBII MOXXHO Ppa3MECTHTh B TakKuUX KOHTEWHepax 0e3 3aMeTHOro
HUCKKEHUS U300paKeHWs, HaJM4yMeM alpHOpPHBIX CBEAECHHUH O pa3Mepax KOHTeWHepa,
CYIIECTBOBAaHHEM B OOJBIIMHCTBE PEATBHBIX H300paKEHUH TEKCTYPHBIX OO0JIACTEeH, MMEIOIINX
IIYMOBYIO CTPYKTYPY M XOPOIIO IMOAXOSAIINX JIUIsl BCTpaBaHUsI HHPOPMAIIUHU, TPOPAOOTAHHOCTHIO
MEeTOZI0B [U(POBO 00pabOTKM M300pakeHHH W IUPPOBBIX (OPMATOB TNPEACTABICHUS
n3o0paxenuil. B Hacrosiiee Bpemsl CyIIECTBYeT LENbI psJg KaKk KOMMEPUYECKHX, Tak
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Pucynok 15. Knaccugukarus metoioB creranorpagudeckoro npeodpazoBanus napopmarmu (CITH)

Meronp! Mertonel Mertonel
COKPBITHSI B COKPBITHSI HA HCNOJIB30BAHUS MaTPHIL
TIPOCTPAHCTBEHHO- OCHOBE TPOMEKY TOUHBIX
BpPEMEHHOM pacripeneneHust BBIYMCIIEHUH mpoliecca
it SKaTHSL W4, UHO.
obnactu TIO CTie K a
Ilo Tuny moaynsauuu
[To npuemMy COKpbITHS ITo meTony cxkatust
Meroap! Merone!
Merome! COKPBITHS C COKpbITHA,
COKPBITHA B | || | oHonp3oBanmem OCHOBaHHBIE Ha
HaUMEHBIINX V. =
anme Hg HEJIMHEHHON | BCHBJICT- =
3HavaIMX GuTax MOy LI peoOpasoBaHUH
MeTOMEI CORPE BCTPauBaeMoro rpapuyecKoi
P COOOIIeHNST MH(pOpMALHH
Ha OCHOBE
Moar(pUKALIN | |
MHJIEKCHOTO
ara Mertoapi
bop Merozst COKPBITHSI
NPCACTAB/ICHHA COKPBITHS C ’
OCHOBaHHbIC Ha
HCIIOJIb30BaHHEM
M Ny KOCHHYCHOM
eTOIIbI bITHSI 3HAKOBOM =
ABI COKP npeoOpa3oBaHUK
Ha OCHOB MOIYJISILIFIA N
a OCHOBS YL rpadryecKoi
aBTOKOPPEJIALMOH- {— | BCTpauBaeMoro
©p IO nH(popMan
HO (pyHKIMN CoOOLIEeHNsT

8S
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Tabnuna 4
CpaBHuTeNbHAs XapaKTEPUCTHKA CTETAaHOTPAPUUECKUX METOJOB
npeoOpa3oBaHus HH(GOPMaLIUU
Creranorpa Kparkas Henocrarku IIpeumymecrsa
(u- yecknit | XapakTepHCTHKA MeTOAA
MeTo/
MeToapl COKpBITHS HHPOPMAIIMH B Ay TMOKOHTEHHEpax

Meron OcHoBaH Ha 3anucu HeBbIcOKast CKPBITHOCTh Jocratouno
COKPBITHS B coo01IeHus nepenayr CooOIeHHUS. BBICOKasi EMKOCTh
HAaUMEHBIIUX | B HAUMEHbIIME 3Havamue | Huskas ycTonunMBOCTh KOHTENHEpa
3HAYAIINX OUTBLI UCXOQHOI'O CUTHAJIA. | K HCKAXKEHUSIM. (mo 25 %)
ourax B xagecTBe KOHTElHHEpa Hcnons3yercst TOJIBKO IS

HCIIONB3YETCs, KaK oTpezieNIeHHBIX (POpMaTOB

MIPaBUJIO, HECIKATHIN ayuo-Qaiiaos

ayIMOCUTHAJI
Meton OcHoBaH Ha reHepanuu Huskuit ko3 dunment CpaBHUTENBHO
COKpPBITHS HA | TICEBAOCITY-4aliHOTO HCIIOJIb30BAaHNs KOHTEMHEPA. | BBICOKAs
OCHOBE uryma, siBJISIFOLIErocs 3HauYUTENbHbIE CKPBITHOCTb
pacnpeneneny | pyHKIuel BHEAPSIEMOro BBIYMCIIUTEIIbHBIE 3aTPaThI cO00IIeHUS
s TI0 CIIEKTPY | COOOIIeHuUs, U

MOAMEIINBAHUN

MOJIyYEHHOTO IIyMa K

OCHOBHOMY CUTHAJIy-

KOHTEHHEpY B KaueCTBE

aqIUTUBHON

COCTAaBJISIOLLIEH.

KoaupoBanue notokoB

uH(popMaIK TyTeM

paccesiHUsL KOIUPOBAaHHBIX

JAHHBIX IO CHEKTPY YacTOT
Merton OcHoBaH Ha Huzkuii koaddunuent CpaBHHTEIEHO
COKPBITHSI HA | UCTIOJIB30BAHUH B WCIIOJIb30BAaHUS KOHTEHEpa. | BhICOKAs
OCHOBE KauyecTBe IIyMONOA0OHOr0 | 3HaUUTEIbHbIE CKPBITHOCTb
UCIIOJIb30BAaH | CHTHAJa cCaMoro BBIYMCIIUTENbHBIE 3aTPaThI COO0IIeHUS
usl 9X0- ay/MOCHTHANIA, 3aepKaH-
CUTHaIa HOT'O Ha Pa3JINYHbIC

[IEpUO/Ibl BPEMEHU B

3aBUCUMOCTHU OT

BHEJIPSIEMOTO COOOIIEHHUS

(«JT03BOHOYHOTO 3Xa»)
MerTtox OcHoBaH Ha (hakTe Masrii ko3 durmeHt Oo0Omanaer
COKPBITHS HEYYBCTBHUTEIb-HOCTH yXa | MCIIOJIb30BaHHS KOHTEHHEpa | 3HAYUTEIHLHO OoJiee
B (paze YeJIoBeKa K a0COIOT-HOMY BBICOKOM
CUTHaIa 3HAYEHUIO (ha3bl CKPBITHOCTBIO, YEM

rapMOHUK. Aya1O-CUTHAII
pazOuBaeTcs Ha
[OCJIEI0BATEILHOCTh
CErMEHTOB, COOOIIIECHIE
BCTPaMBACTCS IyTEM
MoauduKaIuu (Ga3sl
TIEPBOTO CErMEHTA

METOJIbI COKPBITHS
B H3b

MeToabl COKphITH HHGOPMAIIMY B TEKCTOBBIX KOHTEHHEPax
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Creranorpa KparTkas Henocrarku IIpeumymecrBa
(u- yecknit | XapaKkTepHCTHKA MeTOAA
MeTOo/
Meron OcHoBaH Ha BCTaBKe Meroasl 4yBCTBUTENBHBI K JocratouHo
COKpBITUS HA | MPOOEIJIOB B KOHIIE NEPEHOCY TEKCTa U3 OJHOro | OosblIast
OCHOBE CTPOYEK, [10CJIE 3HAKOB ¢dopmara B 1pyrou. IIPOITy CKHAas
npoOeoB MPENUHAHUS, MEXKITY Bo3moskHa motepst CITOCOOHOCTh
CJIOBaMU IpU coobuienus. HeBbicokas
BBIPABHUBAHWUH JUIHHBI CKPBITHOCTb
CTPOK
Meron OcCHOBaH Ha TOM, YTO OueHb HU3Kas NPOITYyCKHas CyiectByeT
COKpBITHS Ha | IPaBWJIAa IyHKTYalluu crocoOHOCTh. CIOKHOCTh MOTEHLIMAIbHAs
OCHOBE JOITy CKatOT JIETEKTHPOBAHUS COOOIEHHS | BOBMOKHOCTh
CHUHTAKCUYECK | HEOJHO3HAYHOCTH MpHU no00paTh TaKoH
1754 PacCTaHOBKE 3HAKOB METOJ, IIPA
0COOEHHOCTEH | MpenMHaHUsS KOTOpPOM
TEKCTa MoTpeOyIoTCs
BECHbMa CJIOXKHbBIE
IPOLEAYPBI AJIS
pacKpbITUS
CO00IIEHUS
Meron OcHoBaH Ha BCTaBKe CnoxeH npuMeHHTeNbHO K | OuH U3 Haubosee
COKpBITUS Ha | MH(pOpMAIMK B TEKCT IPH | pyCCKOMY SI3bIKY B CBSI3U C MIEPCIIEKTUBHBIX
OCHOBE IIOMOIIY YepET0BaHUS OosbIIMM pa3HOOOpa3ueM METOJI0B.
CHHOHHMMOB CJIOB U3 KaKOH-JIN00 OTTEHKOB B Pa3HBIX Obnanaer
IpyIIbl CHHOHUMOB CUHOHHMMax CPaBHUTEIBHO
BBICOKOM
CKPBITHOCTBIO
CcO00IIEHUS
Meron OcHOBaH Ha MaCKHUPOBKE HesblIcokas npomnyckHas Becsma npoct B
COKPBITHS Ha | HTH(OPMAIIMOHHBIX OUTOB | CIIOCOOHOCTB. BhICTpO MIPUMEHEHUH.
OCHOBE 101 ECTECTBEHHBIE BCKPBIBACTCS IPU Bricokas
UCTONb30BaH | OHMIMOKH, OIIEUaTKH, CTaTUCTHYECKOM AHAIIN3E. CKPBITHOCTb IIPU
usl OIIMOOK HapyLIEHMsI TpaBUII aHaJIn3e
HaIMCaHUs COYETaHNN YEJIOBEKOM
IJIACHBIX U COTJIACHBIX,
3aMEHE KMPUJUINLBI Ha
aHAJIOTMYHBIE T10
BHEIIHEMY BHILY
JaTUHCKUE OYKBBI U JIp.
Meron OcCHOBaH Ha reHepanun Hesrpicokas mpomyckHast CKpBITHOCTH
COKPBITUSl HA | TEKCTOBOT'O KOHTEHHepa ¢ | CIOCOOHOCTb. onpenensercs
OCHOBE UCIOJb30BaHUEM Habopa | beccMmbicieHHOCTD METOIaMU
reHepanuu IIpaBWJI TIOCTPOECHMUS CO31aHHOT'0 TEKCTa mudpoBaHus U,
KBA3UTCKCTa | MPEIJIOKEHUI. KaK IPaBHJIO,
Hcnonb3yercs BECbMa BBICOKA
CUMMETpHUYHAas
Kpunrorpadus
OxkoH4aHue Ta0IuIb! 4
Creranorpa Kparkas Henocrarku IIpeumymecrsa
(¢u- yeckmili | XapaKTepUCTHKA MeTOAa
MeTo/
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Meron OcHoBaH Ha BCTaBKe Jlerko BeIsABISAETCS IIPU Bricoknii
COKpBITHS Ha | HH(OpPMALIUHU 32 CUET npeoOpa3oBaHuu MaciiTtaba | Ko3pPHuIreHt
OCHOBE W3MEHEHHUS TUNA WpUPTa | TOKyMEHTa, Ipu MCIIOJIb30BaHUs
UCTONb30BaH | M pa3Mmepa OyKB, a TAaKXK€ | CTATUCTUYECKOM KOHTelHepa
ust Ha BO3MOKHOCTH CTeroaHause
0CcOOEHHOCTEH | BCTpauBaHus
mpudTa nH(popManuu B OJIOKH C

HEU3BECTHBIMHU IS

Opay3epa

UACHTUDUKATOPAMHU
Meron OcHoBaH Ha pa3meniennn | Huzkast ckpbITHOCTB IpH IIpoct B
COKpBITUS Ha | MH(OpMaIUH B U3BECTHOM (opmare daiina | mpUMEeHEeHUN
OCHOBE 3ape3epBUPOBAHHBIX U
UCTOJIb30BaH | HEUCHOJIb3YEMBbIX MOJISIX
us Koaa MIEPEMEHHOM IJTUHBI
JIOKYMEHTa U
¢aiina
Meron OcHOBaH Ha U3MEHEHUU Huskas npomyckHas IIpocr B
COKpBITHS Ha | 3HAYEHUU CIIOB CITOCOOHOCTH. Y3KO MPUMEHEHUHU
OCHOBE crienuanusuposal. Huskas
UCTIOJIb30BaH CKPBITHOCTb
sl J)KaproHa
Meron OcCHOBaH Ha reHepanun Crnoxnoctb popmupoBanust | Jloctatouno
COKDBITHS HA | TEKCTa —KOHTEHHEpa ¢ KOHTEHHepa 1 COOOILIECHHS BBICOKAsI
OCHOBE (OpMHPOBAHKEM CJIOB CKPBITHOCTb IIPH
UCIIOJIb30BaH | ONPEEIIEHHON UIMHBI 10 aHaJIN3e
ust U3BECTHOMY ITPABUITY YeJI0BEKOM
4YepeOBaHNUs | KOAUPOBAHUS
JUIMHBI CJIOB
Meton OcHoBaH Ha BHEJPEHUNU Cn0XHOCTh COCTABIICHUS Jaet 6onpuryio
COKPBITHSI HA | COOOIIEHUSI B TIEPBBIC cooOmenus. Huzkas cB00O Ty BBIOOpa
OCHOBE OYKBBI CJIOB TEKCTa C CKPBITHOCTH COOOILIEHUS oreparopy,
UCIOJBb30BaH | MOAOOPOM CIIOB HPUIYMBIBAIOLIEMY
Usl TIEPBBIX cooOuieHne
OyKB

MeToab! COKpBITHsI HH(GOpMAIMK B TpapHUeCKUX KOHTEHHEpax
Merton OcHOBaH Ha 3aIucH HeBbicokast CKpBITHOCTh JocTrarouno
COKPBITHS B cooO01eHusl B nepenayr CooOIIeHHUS. BBICOKAsl EMKOCTh
HalMEHBIINX | HAUMEHbILIUE 3HAYaIlIne Huskas ycToifunBoCTh K KOHTelHepa
3HAYAIIAX OUTEI UCXOTHOTO UCKaKEHUSIM (mo 25 %)
ourtax M300paxeHus
Meron OcHOBaH Ha peIyKIUU IIpumensiercs CpaBHUTENBHO
COKpBITUS Ha | (3aMEHE) LIBETOBOM PEUMYIIECTBEHHO K BBICOKasi EMKOCTh
OCHOBE MaJIUTPHI U CKaTbIM U300pa’KEHUSM. KOHTEIHepa
MoIuGUKaAIM | YIOPSA04YMBaHUM LIBETOB B | HeBbICOKast CKPBITHOCTD
Y UH/IEKCHOTO | MUKCENSIX C COCETHUMU neperayu CooOIIeHUs
¢dopmara HOMEpaMH
MIPE/ICTaBICHU
A
Meton OcHOBaH Ha IIOUCKE ¢ CnoXHOCTh pacueToB VYcToiunBoCTh K
COKpBITUS HA | IPUMEHEHUEM OOJIBLIMHCTBY
OCHOBE ABTOKOPPEIALIMOHHOMN HEJIMHEMHBIX
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UCTIONIB30BaH | QYHKIMHU 00JIacTeH, npeoOpa3oBaHuit
us COJIepIKaIINX CXOIHbIE KOHTeiHepa
aBTOKOPPEISAILl | TaHHBIE

HOH-HOM

byHKIIR

Meron OcHoBaH Ha MOJyJIALIUN Huskas TogHOCTB JocratouHo
COKDBITHS Ha | IICEBAOCTYYailHOrO JNETEeKTUPOBAHUSI. BBICOKasI
OCHOBE CUTHAJIa CUTHAJIOM, Uckaxenus CKPBITHOCTD
UCIIONIb30BaH | COJIEPKalIUM CO00IIeHUS
us CKPBIBAEMYIO

HEJIMHEHHON | MH(pOpMaIIHIO

MOYJISIIIH

BCTPanBaeMor

0 coo0IIEeHNI

Meton OcHOBaH Ha MOYJISIIUU Hwuzkast TouHocTh JlocraTouno
COKPBITHS HA | MICEBOCIYy4aitHOTO JIETEKTUPOBAHUA. BBICOKas
OCHOBE CUTHaJja OUMOJISIPHBIM Uckaxxenus CKPBITHOCTb
UCIIOJIb30BAaH | CUTHAJIOM, COJEPKAIIUM COO0IIeHUS
WS 3HAKOBOM | CKpBIBAEMYIO

MOAYJISLIUN nH(OPMALIHIO

BCTpanBaeMor

0 COOOIICHHS

Meton OcHOBaH Ha CII0)KHOCTb pacueToB Bricokas
COKDBITHS HA | OCOOCHHOCTSIX BEUBIIET- CKPBITHOCTb
OCHOBE npeoOpazoBaHMit

BEUBJICT-

npeoOpa3oBaH

usi

Meton OcHoOBaH Ha CII0’)KHOCTb pacueToB Bricokas
COKPBITHS HA | OCOOECHHOCTSX CKPBITHOCTb
OCHOBE JTUCKPETHOTO

UCIIOJIb30BaH | KOCUHYCHOTO

us npeoOpazoBaHMs

JIUCKPETHOTO

KOCHUHYCHOTO

npeoOpa3oBaH

us

1 OeCIUIaTHBIX MPOTPAaMMHBIX MPOIYKTOB, JOCTYHHBIX OOBIYHOMY IOJIB30BATENIO0, PEATU3yIOIINX
W3BECTHBIE CcTeraHorpaduyeckue MeToAbl COKphITUS HMHpopManuu. [Ipu 3TOM npenmyiiecTBEeHHO
UCTIONB3YIOTCS TpapUUECKue U ay JU0-KOHTEHHEPHI.

B HeTpamunuMoHHBIX HMH(POPMAIMOHHBIX KaHaldaX, OCHOBAHHBIX HAa MaHUITYJIALUN
pa3nuuHbIX xapakTepucTuk pecypco MCII/IH, ucnonb3yroTes Aias neperadu JaHHbIX HEKOTOphIE
pasnensemble pecypcbl. llpu 3ToM B KaHamax, HCHOJB3YIOMIMX BPEMEHHBIE XapaKTEPUCTHUKH,
OCYLIECTBIIIETCS MOIYJIALMA 10 BPEMEHHM 3aHIATOCTH pa3leisieMoro pecypca (Hampumep,
MOJYJIHMPYsI BpeMs 3aHATOCTH MPOLIeCCcopa, MPUI0KEHUS MOTYT OOMEHUBATHCS JAHHBIMU).

B xanamax mamsATH pecypc UCHONB3yeTcsl KaK MPOMEXKYTOuHBIM Oydep (Hampumep,
MIPUJIOKEHUS MOTYT OOMEHUBATHCS JAHHBIMU IIyTE€M MOMEIIEHUS UX B UIMEHA CO3/1aBaeMbIX (ailioB
U aupekropuil). B kaHamax 0a3 JaHHBIX U 3HAHWUW HWCTOJIB3YIOT 3aBUCHMOCTH MEXKAY JaHHBIMH,
BO3ZHUKAIOIIMMH B PENIALIMOHHBIX 0a3ax JaHHBIX U 3HAHUH.

Herpaauumonnsle nH(OpMAIMOHHBIE KaHAIBI MOTYT OBITh C(POPMHUPOBAHBI HA Pa3IMYHBIX
ypoBHsX pyHnkrmonupoBanus MCII/x:

Ha aImapaTHOM YPOBHE;
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Ha yPOBHE MMKPOKOJIOB U JPANBEPOB YCTPOUCTB;

Ha YPOBHE ONEPALMOHHON CUCTEMBI;

Ha YPOBHE MPHUKJIAJHOTIO IPOrPaMMHOT0 00eCTIeUeHUS;

Ha ypoBHE (PyHKLMOHUPOBAHUsI KaHAJIOB NIepeayy JaHHbIX U JIUHUH CBA3H.

DT KaHajdbl MOTYT UCHOJb30BaThCS KaK JJIsi CKPBITOM Iepeaud CKOIMPOBAHHOMN
uHpopManuy, TaK U TUISL CKPBITHOM nepenayu KOMaHJ
Ha BBIIIOJIHEHHE JIECTPYKTUBHBIX IEUCTBUM, 3aIlyCKa IPWIOKEHUHN U T.II.

Jlns peanu3aliuy KaHaJlOB, Kak MpPaBUJIO, HEOOXOAMMO BHEAPUTH B aBTOMATH3MPOBAHHYIO
CUCTEMY MNpPOTPaMMHYI0 WIM  HPOrpaMMHO-aNNapaTHYI0  3aKIaAKy, OOECHeuMBaOIIYIO
(bopMHpOBaHKE HETPAIUIIMOHHOTO KaHaIa.

Herpaauumonnsnii nHGOpMAIIMOHHBINA KaHAT MOXET CYIIECTBOBATh B CUCTEME HEMPEPHIBHO
WIM aKTMBU3UPOBATHCA OJHOPA30BO WJIM IO 3aJaHHBIM YCIOBHAM. IIpu 3TOM BO3MOXHO
CYIIECTBOBaHKE 00paTHOM CBsi3M ¢ cyobekToM HCJI.

5.7. O0masi XxapakTepuCTHKA Pe3yJIbTATOB HECAHKIIMOHMPOBAHHOTO
WIH CJIy4aifHOT0 J0CTYyIa

Peanmzanuss yrpo3 HCJ] k wuHboOpManuu MOXKET NPUBOAUTh K CIEAYIOIIMM BHIAM
HapyIIeHus ee 0e30MaCHOCTH:

HapyUICHUIO KOHPHUICHINATHHOCTH (KOMMPOBAaHKE, HEMPABOMEPHOE PACIIPOCTPAHEHNUE);

HapyUICHUIO LIEIOCTHOCTH (YHUUYTOKEHUE, U3MEHEHHE);

HapyUICHUIO TOCTYMHOCTH (OIOKUPOBaHUE).

Hapymienne KOH(QHUIECHIIMATLHOCTH MOXET OBITh OCYIIECTBICHO B CIIy4ae YTEUKH
nH(popMauu:

KOIIMPOBAHUS €€ Ha OTUYK/1aeMble HOCUTENIN NH(POpMAIUY;

nepenayy ee mo KaHajiaM nepeaadu JaHHbIX;

OpU  TPOCMOTPE WM  KONMUPOBAaHMM €€ B XOA€ PEMOHTa, MOIU(UKAINH
Y YTUJIU3aIUU TPOTpaMMHO-AMNMapaTHBIX CPEJICTB;

npu «cOopKe Mycopa» HapymuTeaeM B mporecce skcruryatarmu UCITIH.

Hapymenune wnenoctHoctTM UHGOpPMAalMKM OCYLIECTBISETCS 3a CYET BO3JAEHUCTBUS
(MoaMpuKanMu) Ha TPOTPaMMBbI M JTaHHBIE TTOJIb30BATENs, a TAKXKE TEXHOJIOTMYECKYIO (CHCTEMHYIO)
“H(pOpMaITHIO, BKIIOYAIONTYIO:

MHUKPOIIPOTpaMMBbl, TaHHbIE U ApalBepa yCTPOUCTB BBIYUCIUTEILHOU CUCTEMBI;

MpOoTrpaMMBbl, JTaHHBIE M JIpaiiBepa YCTPOMCTB, 0OECIIEUMBAIOIINX 3arpy3Ky OINEpaliuOHHOMN
CUCTEMBI;

MporpaMMbl M JaHHble  (JECKPUOTOPHI,  OMUCATEeNH,  CTPYKTYphL,  TaOJIUIIbI
U T.JI.) ONEPALUOHHON CUCTEMBI;

MPOrpaMMBbl ¥ JaHHBIE TPUKIIATHOTO MPOTPAMMHOI0 00ECTIEUEeHHUS,

MIPOrpaMMBbl U JaHHBIE CHEIMATBHOTO MPOrPAMMHOT0 00ECTICUCHHUS;

MMPOMEXKYTOYHBIC (ONIEPATHBHBIC) 3HAYEHHUS MPOTPaMM M JJAHHBIX B MIpoliecce X o0paboTKH
(uTeHus/3anucy, MprueMa/nepeaadn) CpeaCTBAMUA U YCTPOUCTBAMH BBIYHCIUTEIIbHON TEXHUKH.

Hapymieane mnenoctHoctn wuHpopMammu B MCIIJIH MoxkeT Takxke OBITh BBI3BAHO
BHEJPEHHEM B HEE BPEIOHOCHOM NpPOTrpaMMbl MPOTPAMMHO-ANIAPATHOM 3aKIagKd WIH
BO3JICHICTBUEM Ha CUCTEMY 3aIllUThl HH(OPMALIUU WIH €€ JIEMEHTHI.

Kpome »storo, B WCIIJIH BO3MOXHO BO3JCUCTBHE HAa TEXHOJOTUYECKYIO CETEBYIO
nHpopMaIroo, KOTOopas MOXKET oOecneynBaTh (PYHKIIMOHMPOBAHHWE PA3JHYHBIX CPEICTB
yIpaBJICHUS BBIYUCIUTEIBHOMN CEThIO:

KOH(pUryparmuei ceTu;

ajZipecaMu M MaplIpyTH3alKei nepeiayn JaHHbBIX B CETH;

(yHKIIMOHATBHBIM KOHTPOJIEM CETH;

6€301acHOCThIO HH(OPMAIIHH B CETH.

Hapymieane ngoctymHoctd uwHboOpmamuu — oOecriedyuBaeTcs ImyTeM  (HOPMHUPOBAHHS
(MogM(dUKaLMU) HCXOAHBIX MJAHHBIX, KOTOpBIE TIpU OOpabOTKE BBI3BIBAIOT HENPABHIBLHOE
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(YHKIIMOHMPOBAaHUE, OTKa3bl ammapaTypbl WM 3axBaT (3arpy3Ky) BBIYHCIHTEIBHBIX PECYpPCOB
CHCTEMBI, KOTOpble HEOOXOAUMBI JJIs1 BBIIIOJHEHUS IPOrpaMM U pabOThI anmaparypsl.

VYka3aHHble AEWCTBHUS MOTYT NPUBECTH K HApYyLIEHHIO WM OTKa3y (PYHKIMOHUPOBAHUS
MpaKTUYeCKH JH00bIX TexHuueckux cpeacts MCII/In:

cpeactB 00paboTKu HHPOPMAIIHH;

CpeZICTB BBOJA/BbIBOJIa MH(OpMAIH;

CpEeICTB XpaHeHHs HHPOPMALINH;

anmnaparypbl 1 KaHAJIOB [Iepeaayn;

CPEJCTB 3alIUThl MH(POPMAIIUH.
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6. TunoBbie MoesIN YIrpo3 0€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX, 00padaTbiBaeMbIX B
HH(OPMALMOHHBIX CHCTEMAaX MePCOHAJbHBIX IaHHbBIX

B 3aBucumoctu ot nenei u cogepxanus oopadotku [1/[H oneparop MoXKeT oCylIeCTBIATh
ob6pabotky [1JIn B UCII/IH pa3nuvHBIX THIIOB.

ITo ctpykType HH(OPMAIMOHHBIE CHCTEMBI HOJPA3JENAIOTCS HAa aBTOMATU3UPOBAHHbBIE
paboune MecTa, JOKaJbHbIe MH(POPMALMOHHBIE CUCTEMBl U paclpe/ieleHHble MH(OpMaIMOHHbIE
CHUCTEMBI.

[lo Hanmuuui0 MNOAKIIOYEHMH K CETAM CBS3M OOILEro MOJb30BaHUS U (WJIM) CETAM
MEXIYHapOAHOTO HMH(POPMALMOHHOTO OOMEHa HMH(OPMAIMOHHBIE CHUCTEMBI IMOJIPA3AEISIOTCA Ha
CUCTEMBI, UIMEIOIINE MOAKIIOUEHUS, U CUCTEMBI, HE MMEIOIINE MOAKIIOUEHUH.

[Io pexumy o00pabOTKM TEpPCOHATBHBIX JAHHBIX B HMH(OPMAIIMOHHOH CHCTEME
MH(POPMAaLMOHHbIE CUCTEMBI MOZIPa3AeIIAI0TCS Ha OJTHOTIOJIb30BATENIbCKHE u
MHOT'OMOJIb30BaTEIbCKHE.

Ilo pasrpaHudeHuto mpaB JAOCTylla [OJb30BaTeled HMH(POPMALMOHHBIE CHUCTEMBI
MOJPA3JENSAIOTCA Ha CUCTEMbl 0e3 pa3rpaHHYeHHUs IpaB JOCTyNa M CHUCTEMbI C Pa3rpaHUYCHUEM
IIpaB JI0CTYyIa.

WudpopManmoOHHbIE CHUCTEMBI B 3aBUCHMOCTH OT MECTOHAXOXICHHUS WX TEXHUYECKHX
CPEICTB MOJIpa3AesAloTCs Ha CUCTEMBI, BCE TEXHUYECKUE CPEJICTBA KOTOPBIX HAXOASTCS B Mpeesiax
Poccuiickoit @enepannn, 1 CUCTEMBI, TEXHUYECKHUE CPEACTBA KOTOPHIX YACTUYHO WM LIEIUKOM
Haxo[ATcs 3a npenenamu Poccuiickon @enepauuu.

B 3aBHUCHMOCTH OT TEXHOJIOTMH, COCTaBa U XapaKTepUCTUK TexHuueckux cpeacts MCII/IH,
a Takke omnacHoctd peamu3anuu  YDBIIJIH W HacTyluieHUs TOCIHEACTBUNA B pPE3yJIbTATe
HECAHKIIMOHUPOBAHHOT'O WJIM CIIyYaHOTO JOCTYIa MOKHO BIACIUT ciienyromue tunbl MCIIH:

aBTOMaTH3MPOBAHHbIE Pabouyre MeCTa, He UMEIOLUE MOJKIOYEHNE K CEeTSIM CBSA3HM OOIIEro
MI0JIb30BaHUA U (WIM) CETAM MEKIYHApOIHOT0 HH(POPMALIMOHHOTO OOMEHa;

aBTOMAaTH3HPOBAaHHBIE paboyHMe MecTa, UMEIOIIUE MOIKIIOUYEHUE K CETSM CBS3H OOIIEro
MOJIb30BAHUSA U (WIJIH) CETSM MEKIYHAPOIHOTO WH(POPMAIIMOHHOTO OOMEHA;

nokanbHbele UCII/IH, He nMerone MOAKIIOYCHUE K CEeTSIM CBS3U OOIIEro MOJIb30BaHHS H
(unn) ceTaM MexAyHapOIHOro HH(GOPMALIMOHHOTO 0OMEHa;

nokanbHble MCII/IH, nMerolye MoAKII0YeHNnEe K CEeTsIM CBSI3U OOILEro Nojab30BaHus U (MIIHN)
CeTSAM MEXYHapOAHOTO HH(OPMAIIMOHHOTO OOMEHA;

pactipeaenennbie  MCIIJIH, He wuMerONIMe TMOAKIIOUYEHUE K CEeTAM CBSI3U  OOIIETO
MOJIH30BaHUS U (MJIH) CETSIM MEXIYHAPOIHOTO MH(POPMAITMOHHOTO OOMEHA;

pacnpenenennsle UCII/IH, nMeromiye noAKII0YEHNE K CETSAM CBSA3M OOLIETo MOJIb30BaHUS U
(M) ceTsIM MEeXTyHapOIHOTO MH(OPMAIIHIOHHOTO OOMEHa.

[IpumenurensHo k ocHoBHBIM THHam WCIIJIH cocTaBisiOTCS THUNOBBIE MOJEIH YTPO3
o6eszonacHoctu [I/lH, XapakTepu3ylonue HACTYyIUICHHUE pPa3jU4YHBIX BHJIOB TOCICACTBUNA B
pe3yJibTaTe HECAHKIIMOHUPOBAHHOTO WJIH CIIyYalHOro focTyna u peanuzauuu Y BIT/{H.

YactHbele Mozmenu yrpo3 OezomacHoctu IIJIH mpumenutensHo kK KoHkpeTHbIM MCII/IH
COCTaBJIAIOTCSL ONEpaTopaMu, 3akazunkaMu U paspadorunkamu MCII/IH Ha 3Tanax ux co3laHus U
(M1n) 3KCIUTyaTalyu.
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6.1. Tunosasi moe/ b yrpo3 0€30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX, 00padaTbiBaeMbIX B
aBTOMATHU3HMPOBAHHBIX Pa00YMX MeCTaXx,
He HMCHIIUX MOJK/IIOYCHHUS K CeTAM CBS3H 0011ero noJib30BaHus
U (MJIM) CeTAM MEKIAYHAPOAHOI0 MH(POPMAIIMOHHOT0 00MeHa

I[Ipu oOpabotke II/[H Ha aBTOMAaTU3UpPOBAHHOM paboueM MecTe, HE HMEIIIEeM
MOAKIIOYEHUSI K CEeTSAM CBA3M OOMIero TMOJb30BaHMs U (WIM) CEeTAM MEXAYHapOIHOIO
MH(}OpPMAMOHHOTO oOMeHa, BO3MOYHA peanuzanus
caenyromux Y BII/IH:

yrpo3 yTeYKH HH(OPMAIHH MO0 TEXHUIECKAM KaHallaM;

yrpo3 HC/] k [1/1H, oO6pabaTbiBaeMbIM B aBTOMATU3UPOBAHHOM paboueM MecTe.

VYTpo3bl yTeuku HHPOPMALIUHU 110 TEXHHYECKUM KaHajaM BKIIIOYAIOT B ceOs:

yIpO3bl YTEUKU aKyCTHUECKOH (peueBoil) nH(pOpMaIH;

yTPO3bl yTEUKHU BUOBOU MH(OPMALINK;

yrpo3bl yTeuku uHpopmaruu no kanaay [ID9MUH.

Bo3HUKHOBEHHE yTpO3 YTEUYKHM aKyCTHUeCKOW (pedeBoif) uH(pOpMaluu, coaepKamieics
HEMOCPEICTBEHHO B Mpou3HOCUMOM peun monb3oBatens MCIIIH, BO3MOXHO NpU HaIUIUEM
¢byukuii ronocoBoro Beoa [11n 8 UCIT/In nnu dyukimii BocnpounseaeHus [1/1H akycTuaeckumu
cpencteamu UCII/IH.

Peanmm3anmst yrpo3pl yT€YKM BHIOBOH WHGOpPMAIMKM BO3MOXKHA 3a CUYET MPOCMOTpa

uHpopmaruu c MOMOIIBIO ONTUYECKUX (ONITUKOAJIEKTPOHHBIX ) CpENCTB
C DKpPaHOB [UCIUICEB W JPYTUX CPEICTB OTOOPAKEHHS CpPEACTB BBIYMCIUTEIHHONH TEXHUKH,
MH(POPMALIMOHHO-BBIYUCIIUTEIBHBIX ~ KOMIUIEKCOB,  TEXHHYECKHX  CpelcTBa  00pabOTKH
rpadu4ecKkoii, BU/JIEO- U OyKBEHHO-ITU(PPOBOH uHpOpMaLuy, BXOJIALINX
B coctaB UCII/IH.

VYrpo3sl yreuku uHpopmauuu 1o kaHany [IOMUWH  Bo3MOXHBI U3-32  HalIWYMs
ANEKTPOMArHUTHBIX W3Iy4YeHUH, B OCHOBHOM, MOHHUTOpa U CHUCTEMHOro OJoka KOMIBIOTEpA.
OCHOBHYI0 OMNAacHOCTb TMPEACTABISIOT YIPO3bl YTEUKU U3-32 HAJIWYUSA DIIEKTPOMATHUTHBIX
U3JIy4YECHUI MOHUTODA.

VYrpo3zer HCJ B aBToHOMHOM APM CBf3aHbl C JOEUCTBUAMH HapYILIUTENICH, UMEIOIIUX
noctyn k UCIIIH, Britouas nonp3oBateneid UCIIAH, peanu3ytommux yrpo3bl HEMOCPEICTBEHHO
B HUCITH. Kpome 3TOTO, WCTOYHUKAMHU yrpo3 HCA
K wuHpopmarmu B APM Moryr ObITh ammapaTHblE 3aKIagKd M OTYYKJAeMble HOCHUTEIN
BpPEJOHOCHBIX ITPOTPAMM.

B UCII/In na Ga3e aBToHOMHOr0o APM B0o3MOHBI Bce Buabl ys3Bumocteir MCII/IH, 3a
HCKJIIOUEHUEM YS3BUMOCTEH, CBSI3aHHBIX C peaju3alueil MPOTOKOJIOB CETEBOrO B3aUMOJEHCTBUS U
kaHayoB nepegaun nanHbix. B rakux MUCII/IH BO3MOXKHBI:

yIpO3bl, peann3yemblie B xozae 3arpys3Ku ONepaloOHHON CHUCTEMBI
Y HampaBlieHHbIE Ha TepexBaT Mapojied Wi HACHTH(PUKATOPOB, Moaudukanuio 0a30BOU
cucteMbl BBoAa/BbeiBoga (BIOS), mepexBat ynpaBieHus 3arpy3Koif;

yI'pO3Bl, peanuszyemblie nocie 3arpysKu OmepanMoOHHON CUCTEMBI
u HanpaBJICHHbIE Ha BBINIOJIHEHUE HECAaHKIMOHUPOBAHHOTO JocTyma
C TpPUMEHEHHWEM CTaHIAPTHBIX (yHKOWA (YHHUYTOXKEHHE, KONHPOBAaHHE, TIIepeMelIeHuE,
dbopmaTupoBaHue HocuTeneil mHpopManuu U T.M.) ONEPAIMOHHON CHUCTEMBI MM KaKOW-THOO
MPUKJIAJHONW MPOrpaMMbl (HapuUMep, CUCTEMbl yIpaBieHus 0a3zaMH JaHHBIX), C IPUMEHEHUEM
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CIICUAJIBHO CO3JaHHBIX
s BeimonHenuss HCJl mporpamMm (mporpaMm mpocMoTpa U MoAaudukanuu peectpa, Moucka
TEKCTOB B TEKCTOBBIX (haifjiax W T.IL.);
yIpO3bl BHEAPEHUS BPEIOHOCHBIX MPOrPaMM.
6.2. TunoBasi MmoJeJib yrpo3 0e30MaCHOCTH NEePCOHAIBHBIX TaHHBIX, 00padaTbiBaeMbIX B
aBTOMATHU3HMPOBAHHBIX Pa00YMX MeCTaXx,

HMEKIINX NOAKIIYEeHNE K CETAM CBSI3HM 00111€ero moJib30BaHMUs
U (MJIM) CeTAM MEKIYHAPOAHOI0 MH(POPMAIIMOHHOT0 00MeHa

[Tpu o6padoTtke I1/JH Ha aBTOMATH3MPOBAHHOM pabOYeM MECTe, UMEIOIIEM MOAKIIOYCHUS K
CEeTSM CBSI3M OOILEro MOJb30BaHUS U (WIJIM) CETAM MEXIyHApOJHOrO WH(POPMAIMOHHOTO OOMEHa,
BO3MOXHa peanuzanud cienyromux Y bI1JIH:

yrpo3bl yTEUKU HH(POPMAIIUH 110 TEXHUYECKUM KaHaJlaM;

yYIpO3BI HC/] K I1/1H, 00pabaTbIBaeMbIM Ha ABTOMAaTU3UPOBAHHOM
paboueM MmecTe.

VYTpo3bl yTeuku HHPOPMALIUHU 110 TEXHUYECKUM KaHajaM BKIIIOYAIOT B ceOs:

YIPO3bl YTEUKH aKyCTHYECKOM (pedueBoil) nHpopMaInu;

yIpO3bl YTEUKU BUIOBON MH(POPMALINY;

yIpo3bl yTeukn uH(popManuu 1mo kanamy [IOMIUH.

Bosnuknosenne VYbBII[In B paccmarpuBaembix HCII[IH 1o TeXHMYECKMM KaHajlam
XapaKTepu3yeTcs TEMH ke YCIOBUAMM U (aKTOpamMH, 4TO M Ul aBTOMAaTU3UPOBAHHOTO pabovero
MeCTa, HE HMCIOIIEro TMOAKIIOYCHHS K CeTAM OOINero TIoNb30BaHUS W (MJIHM) CeTAM
MEXTyHapOIHOTO MH(OPMAITHOHHOTO OOMEHa.

VYrpo3zer HCJ B MCII/IH cBsizaHbl ¢ ACUCTBUSAMU HaApYUIMTENECH, UMEIOMUX OOCTYH K
NCIIAn, Bxmrowas mnonb3oBareneil MCIIJIH, peanusyromux yrpo3bl HENOCPEACTBEHHO B
HUCIIOH, a takxke Hapymurenei, He umeromux aocryna k MCII/IH, peanusyromux yrpossl u3
BHEIIHUX CETEeH CBSA3HM OOILIETO IMOJIb30BAHUS U (WITH) CeTe MEXIyHapOIHOTO MH()OPMAIIMOHHOTO
oOMeHa.

Yrpo3er HCJI B UCII/IH, cBs3aHHbBIE ¢ JEUCTBUAMHU HapyLIUTEIEH, UMEIONIUX OCTYI K
UCII/H, aHamoruyHbl TeéM, KOTOPbIe UMEIOT MECTO JJIst OTAeAbHOro APM, He MOAKIIOYEHHOTO K
CeTsAM CBSI3H obmero IIOJIb30BAHUS. Yrpo3sl
13 BHEIIHUX CETEH BKIIIOYAIOT B CEOs:

yrpo3bl «AHaiM3a CeTeBOro Tpaduka» ¢ mepexBaToM IepeaaBaeMOi BO BHEIIHUE CETH U
MIPUHUMAEMOM U3 BHEIIHUX CeTel nH(popMaluu;

yIrpo3bl CKAHUPOBAHUSI, HAIIPABJICHHBIE Ha BBISIBJICHHE THUIIA ONEPALMOHHON cuctemsl APM,
OTKPBITBIX IIOPTOB U CITyK0, OTKPBITBIX COEAMHEHHUH U JIp.;

yTpO3bl BBISBICHUSI TapOJIEH;

yrpo3sl nonyuenust HC/I myTem noaMeHs! 10BEpEHHOTO 00bEKTa;

yrpo3sl Tuna «OTka3 B 00CIyKUBaHUI;

yTpO3bl yIaJI€HHOIO 3aIlyCKa IPUJI0KEHUM;

YIPO3bl BHEPEHHUS 110 CETH BPEIOHOCHBIX IIPOIPAMM.

6.3. Tunosasi moe/ b yrpo3 0€30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX, 00padaTbiBaeMbIX B
JIOKAJIbHBIX MHGOPMALMOHHBIX CHCTEMAX
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NMEePCOHATBbHBIX IAHHBIX, He HMEIOIINX NOAKJIIYECHUS K CETIM CBS3H 0011ero NoJ1b30BAHUS H
(WJIM) ceTsiM MeKIYHAPOIHOT0 HH(POPMAIMOHHOT0 0OMEeHa

I[Ipu o6paborke IIJlH B JokameHbix MCII[H, He uMeONME MOAKIIOYCHUS
K CETsIM CBS3M OOILEro MoJjb30BaHUA U (MJIM) CETSIM MEXAyHapOIHOr0 HH(OPMAIIMOHHOIO 0OMeHa,
BO3MOXHa peanusanud cienyromux Y bI1JIH:

yIpo3bl yTEUKU UH(POPMALIUH 110 TEXHUYECKUM KaHaJllaM;

YIPO3bI HCJ] K I1/1H, o0pabaTbIBaeMbIM Ha aBTOMAaTHU3UPOBAHHOM
paboyem MmecTe.

YTpo3bl yTeukn HHPOPMALIUHU 110 TEXHHYECKUM KaHajaM BKIIIOYAIOT B CeOs:

yIpO3bl yTEUKU aKyCTUYECKOH (peueBoil) HH(popMaIuu;

yTpO3bl yTEUKU BUOBOW MH(OpMaLIUK;

yrpo3bl yTeuku uH(popmaruu no kanaay [I9MUH.

Bosnuknosenne VYbBII[In B paccmarpuBaembix HCII[IH 1o TeXHMYECKMM KaHajlam
XapaKTepu3yeTcs TEMH K€ YCIOBUAMH U (pakTopamu, uto u A jokanbHbix UCIT/IH, He nMeronmx
MOJAKIIIOUEHUS K CeTSIM CBSI3U OOIIEro IMoJIb30BaHMS M (WJIHM) CEeTIM MEXAYHapOJHOTO
nH(OPMAaIIMOHHOTO 0OMEHA.

VYrpo3et HCJ[ B noxanbubix MCII/IH cBsizaHbl ¢ [EHCTBUSMHU HapyIIUTENEH, UMEIOIINX
noctyn k UCII/IH, Brirouas noas3oBareneid MCII/IH, peanu3yromux yrpo3sl HEIOCPEACTBEHHO
B UCII/IH.

VYrposer HCJI B UCII/IH, cBsizaHHBIE ¢ ACHCTBUSMM HapyLIUTENIEH, UMEIOIIUX JOCTYN K
UCII/In, aHamoruyHel TeéM, KOTOPbIe UMEIOT MECTO ISl OTAeabHOro APM, He MOAKIIOYEHHOTO K
ceTsM cBs3u obuiero nonb3zoBanusi. Kpome Toro, B Takoit UCII/IH MoryT umMeTh MecTo:

yIpo3bl «AHaIIM3a CETEBOTO TpaduKa» C MePEeXBaTOM IepeaaBacMoi 10 CeTH HHPOPMAITUH;

yTPO3bI BBISBICHUS TapOJIEH;

YIpO3bl yIAJIEHHOTO 3aITyCKa MPUII0KECHUM;

YTPO3bl BHEJPEHNUS IO CETU BPEIOHOCHBIX IIPOTPaMM.

6.4. TunoBasi MoJesib YIrpo3 0€30MaCHOCTH NEPCOHAJILHBIX JaHHBIX 00padaTbiBaeMbIX B
JIOKAJIbHBIX HHGOPMALMOHHBIX CHCTEMAX
NePCOHATBbHBIX JAHHBIX, HMEIOUIUX MOAKII0UYEeHNEe K CeTSIM CBSA3H 00111ero MoJib30BaHUs U
(nM) ceTsiM MeKAYHAPOAHOr0 HH(POPMAIIMOHHOI0 00MEeHa

IIpu oGpabotke [1[n B nokampHbIX WCII/H, MMEOMUX MOAKIIOYCHHE K CETSIM CBS3H
o01ero moyib30BaHUsA W (WJIM) CETSIM MEXIYHAapOJIHOTO WH(GOPMAIMOHHOTO OOMEHa, BO3MOXKHA
peanusauus cienyromux Y bII/H:

yTpo3bl yTeUKH HH(GOPMALIUU 110 TEXHUYECKUM KaHajlam;

YIPO3BI HCA K IT1H, 00pabaThIBaCMbIM Ha aBTOMAaTU3UPOBAHHOM
paboueM MmecTe.

VYTpo3bl yTeuku HHPOPMALIUHU 110 TEXHHYECKUM KaHajaM BKIIIOYAIOT B ceOs:

YIPO3bl YTEUKH aKyCTHYECKOM (pedeBoil) nHpopMaIuu,

yIpo3bl YTEUKU BUIOBON MH(POPMALINY;

yIpo3bl yTeukn nHpopManuu 1o kanamy [IOMIUH.

Boznuknosenne VYbBII[ln B paccmarpuBaembix HMCII[IH 1o TEXHMUYECKMM KaHajlaMm
XapaKTEPU3YETCsI TEMU Ke YCIOBUAMH U (PakTopamu, uyTo u 11 npeabiaymux tunos MCIT/Ih.

VYrposet HCJI cBsizanbl ¢ neiicTBusiMH Hapymureneil, umeromux goctyn k MCII/H,
BKJItouas nosbizoBateneit UCIIAH, peanusyromux yrpo3sl HenmocpeactseHHo B UCIIJIH, a Takxke
HapymuTeneil, He nuMmerouux aocryna Kk MCII/IH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEN CBA3H
00111er0 MOIK30BaHUS U (MJTH) CETeH MEXKTyHAPOIHOTO HH(OPMAITMOHHOTO OOMEHa.

VYrposet HCJI, cBsizaHHble ¢ ACUCTBUAMM  HapyLIMTENed, MMEIOLUUX JOCTYIl
k MUCIIJIln, BkmtodaroT B ceOs Yrpo3bl, aHAJOTHYHBICE TEM, KOTOPBIE pPEATH3YIOTCS
B oTeIbHOM APM, He uMmeromeM MoAKIIOUEHHS K CeTSM CBSI3U OOIIEro MoIb30BaHHUS.

YTpo3bl U3 BHENTHUX CETEH BKIIIOYAIOT B CeOs:



67

YTpO3bl «AHaIM3a CETEeBOrO Tpadukay C MEPEeXBaToOM MepeaBacMOil BO BHEIIHHE CETH U
MPUHUMAaEeMOH U3 BHELIHUX ceTell nHpopMaluu;

yrpo3bl CKAHUPOBAHMSI, HANPABICHHBIE HA BBISBICHUE THUIA OMNEPALMOHHON CHCTEMBI
NCIIH, ceTeBbIX aapecoB pabOYMX CTAHLUHN, OTKPBITHIX MOPTOB U CIIY>KO, OTKPBITHIX COETMHEHUN
u ap.;

yIpO3bI BBISBIEHUS MapOJIei;

yrpo3sl noirydenust HCJI myTem moaMeHsl TOBEpEHHOTO 00bEKTa;

yrpo3bl Tuna «OTka3 B 00CIyKUBaHUNY;

YIpO3bl YAAJIEHHOTO 3aIlyCKa MPUI0KEHU;

yIpO3bl BHEJPEHUS 110 CETH BPEIOHOCHBIX ITPOrpamMM.

6.5. Tunosasi Mmoje/ b yrpo3 0€30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX, 00padaTbiBaeMbIX B
pacnpeaeleHHbIX HHPOPMALMOHHBIX CHCTEMAX
NEePCOHAJBbHBIX JAHHBIX, HE MMEIOIIUX MOJKIIYEHHs K CeTAM CBA3H 0011ero moJb30BaHus U
(WJIM) ceTsiM MeKITYHAPOIHOT0 HH(POPMAIMOHHOT0 0OMEeHa

[Ipu oOpadotke I1/]n B pacnpenenenusix UCII/IH, nmeronmx noakI04eHue K CeTsIM CBSI3U
o0IIero Moyib30BaHus U (WIK) CETSIM MEXIYHapOJHOr0 MH(POPMALMOHHOTO OOMEHa, BO3MOKHA
peanuzanus cienyommx Y bITJH:

yrpo3bl yTEUKU UH(POPMAIIUK 110 TEXHUYECKUM KaHaJlaM;

YIpO3bI HCJ] K I1/1H, o0pabaTbIBaeMbIM Ha aBTOMAaTHU3UPOBAHHOM
paboyem MmecTe.

YTpo3bl yTeukn HHPOPMALIUHU 110 TEXHHYECKUM KaHajaM BKITIOYAIOT B CeOs:

yIpO3bl yTEUKU aKyCTUYECKOH (peueBoil) HH(pOopMaIHH;

yTpO3bl yTEUKHU BUJOBOW MH(OpMaLIUK;

yrpo3bl yTeuku nH(popmaruu no kanaay [I9MUH.

Bosuuknosenne VYbBII[In B paccmarpuBaembix HCII[IH 1o TeXHMYECKMM KaHajlam
XapaKTepu3yeTcs TEMH e YCIOBUAMHU U (pakTopamu, yTo U Juid npeasiaymmx tunos UCII/IH.

VYrposet HCJ[ cBsfizaHbl ¢ O€MCTBUSMM ~ HapylIUTeNned, MMEIOLUX  J0CTYI
k UCII[OH, Bkmrouass moJsb3zoBatene MCIIAH, peanu3yrommux yrpo3bl HENOCPEICTBEHHO B
NCIIAn.

IIpu »3TOM MOryT OBITH YIpO3bl, aHAJOTHYHBIE TEM, KOTOpblE HMEIOT MECTO
B oraensHoM APM, He NOAKIIOYEHHOM K CETsIM OOIIeTO MOJIb30BaHUS, a TakKXKe YyTpO3bl,
peanusyeMble BHYTPU PACIPEICIICHHOM CETH C HCIOJIb30BAHUEM IIPOTOKOJIOB MEKCETEBOIO
B3aUMO/JICHCTBUS, B TOM YHCJIE:

yIpo3bl «AHalIu3a CeTeBOro Tpauka» ¢ nepexBaToM nepegaBacMoi 1o ceTd HH(OopMaIuuy;

yrpo3bl ~ CKaHUPOBAHWUS,  HANpPaBIEHHbIE  HA  BBIIBICHUE  OTKPBITBIX  MOPTOB
U CITy’K0, OTKPBITBIX COeAUHEHUH U JIp.;

yIpO3bl BHEJPEHUS JIOKHOTO OOBEKTA CETH;

YIpO3bl HAaBS3BIBAHUS JIOKHOTO MapuIpyTa IIyTE€M HECaHKIMOHMPOBAHHOIO W3MEHCHMS
MapIIpPYTHO-aIPECHBIX JaHHbIX;

YIPO3BI BBISBICHMS ITApOJIEH;

yrpo3bl Tuna «OTka3 B 00CITyKHUBaHUNY,

YIPO3bl yAAIEHHOTO 3aIlyCKa MPUIOKECHUN;

YIPO3bl BHEAPEHUS T10 CETU BPEJOHOCHBIX IIPOIPAMM.

6.6. TunoBasi MmoJeJib yrpo3 0e30MaCHOCTH NEePCOHAJIBHBIX JaHHBIX, 00padaTbiBaeMbIX B
pacnpe/eeHHbIX HH(POPMAIMOHHBIX CHCTEMAX
MEePCOHATBbHBIX JAHHBIX, HMCIOIINX MOAKIIOYEHHE K CeTSAM CBSA3H 00111ero noJib30BaHUA U
(W1n) ceTsIM MeKIYHAPOIHOr0 HHGOPMALMOHHOI0 00MeHa

[Tpu o6padotke I1/1H B pacnpeneneaubix MCII/IH, nMeroux moaKIIOYEHHE K CETSAM CBS3H
O0IIero Moyib30BaHusl U (WIK) CETSIM MEXIYHapOJHOTO0 MH(POPMALMOHHOTO OOMEHAa, BO3MOKHA
peanuzanus cienyommx Y bITJIH:

yIpo3bl yTEUKU HH(POPMAITUH 110 TEXHUYECKUM KaHaJlaM;
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yrpo3sl HC/I x I1/1H, oOpabaTeiBacMBbIM Ha aBTOMAaTU3HPOBAHHOM PabOUeM MeECTe.

VYTpo3bl yTeuku HHPOPMALIUHU 110 TEXHUYECKUM KaHajaM BKIIIOYAIOT B ceOs:

yTPO3bl YTEUKH aKyCTUIECKOH (peueBoil) nH(pOpMAIHH;

yIpO3bl yTEUKU BUI0BOH MHPOPMALIUY;

yrpo3sl yTeuku nHpopmanuu no kanany [IOMUH.

Boznuknosenne VYbII/ln B paccmarpuBaempix HMCII[lH 1o TEXHMYECKMM KaHalaMm
XapaKTepu3yeTcs TEMH K€ yCIOBHAMHU U (pakTopaMu, uyTo U 11 npeasiaynmx tTurnos UCIT/IH.

VYrposet HCJ[ cBsf3aHbl ¢ OCHCTBUSMM ~ HapylUTeNeH, MMEIOMUX  JOCTYI
k UCII[n, Bxitouas nonb3oBatenel MCIIH, peanu3yromux yrpo3bl HENOCPEICTBEHHO B
NCIIH, a TaK¥Ke HapyLIUTEIIEH, HE MMEILINX JocTyna
k VCII[H, peanu3yromux yrpo3sl U3 BHEITHUX CETEH CBSI3W OOMIECTO MOJB30BAHUS U (WMJIHM) CeTel
MEXTyHapOJAHOT0 MH()OPMAIIMIOHHOTO OOMEHA.

VYrposet HCJI, cBsizaHHble ¢ JACUCTBUSAMM  HapylIMTeNned, HMEIOUUX JO0CTYIl
k UCII/IH, aHamoru4Hsl TeM, KOTOpble UMEIOT MecTo B pacnpeneneHubix UCII/IH, He nMmeromei
MOJKIIOUCHHUsI K ceTsiM obmiero moib3oBaHus. Kpome toro, B Takoit MCII[ln umeroT mecTo
yIPO3bl, pEAJIN3yEMBIE C UCIIOJIBb30BAaHNEM IIPOTOKOJIOB MEKCETEBOI0 B3aUMOICHCTBUS U3 BHEILIHUX
CEeTeH, B TOM YHCJIC:

yTpO3bl «AHanmu3za CETEBOTO Tpaduka» c [IEPEXBATOM nepeaBacMon
n3 UCITIH n npunumaemoit B UCITJIH u3 BHEIIHUX ceTeil uHpopmanuy;

yIPO3bl CKAaHWPOBAHUS, HAIIPABICHHBIE HA BBIBICHUE THIIA WM THUIIOB HCIIOJIB3YEMBIX
OTIEPAIMOHHBIX CHUCTEM, CETEeBBIX anapecoB padoumx ctannuid VCII/IH, TOmoNorun ceTH, OTKPHITHIX
MIOPTOB U CITY’0, OTKPBITBIX COSAMHEHUH U Ap.;

YTPO3bI BHEIPEHUS JI0)KHOTO 00BhekTa Kak B ICII/IH, Tak 1 BO BHEIITHHUX CETHX;

yIpO3bI TOIMEHBI IOBEPEHHOTI'0 00BEKTA;

yYIpo3bl HAaBS3BIBAHMS JIO)KHOIO MapuipyTa IIyT€M HECAHKIMOHUPOBAHHOIO HM3MEHEHUs
MapIIpPYTHO-aPECHBIX JAHHBIX KaK BHYTpHU CETH, TaK U BO
BHEIIHUX CETX;

YIPO3BI BBISBICHMS ITApPOJIEH;

yrpo3sl Tumna «OTKa3 B 00CITyKUBAaHUY;

YIPO3bl yAAIEHHOTO 3aIlyCKa MIPUIIOKECHUN;

YIpO3bl BHEIPEHUS 10 CETU BPEIOHOCHBIX IIPOrPAMM.
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